Barracuda RMM lIBarracuda®

Your journey, secured.

How to Configure SNMP on Apple OS devices

https://campus.barracuda.com/doc/98217199/

In order to monitor Macintosh computers running Apple OS X using the default Barracuda RMM policy
module, the operating system must be configured to use SNMP. Even if you are not monitoring the
operating system itself, if there are any SNMP?enabled applications being monitored on the device,
the operating system must also be SNMP?enabled.

To configure SNMP on Apple Os devices, log in with Administrative rights and complete the following steps:

1. Launch a terminal window and issue the following command (you will be prompted to enter your

password):

sudo /usr/bin/snmpconf -i

CEG Terminal — sudo — 80x24

Lost login: Mon Jul 26 12:88:44 on console 5

Welcome to Darwin!
adminz—computer =~ admind sudo Ausr/bindsnmpoont -1
Pazsuord: [

P

Using the argument ?1 ensures that the file is overwritten with the new settings you are about
to choose. Taking a backup of the files before proceeding is prudent.

2. The system presents you with a list of the installed configuration files. Select the first file
presented, which should be ./snmp.conf.
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NSNS Terminal — perl — 80x24
B
The following installed configuration files were found: -
aripd conf
Jetc/snapd . conf -~
Would you like we to read them in? Their content will be merged with ths
output f1iles creatad by this session.
Valid onsver exomples: “all®, “none®, =39 .°1 2 E°
Read in which (defoult = alld: 1
I con create the following types of configuration files for you.
Select the file type you wish to create:
(wou con create more than oné a3 you run this progron)
snapd . cont
snmptropd . conf
3:  aoep.conf
-
Other options: quit &
v
Select File: | 4

3. The configuration utility requires that you make selections by choosing the number

4.

representing your choice.
The system offers you a choice of what file to create. The default Barracuda RMM policy module
for Apple Macs does not require configuration of SNMP traps, so select snmpd.conf to configure
the daemon for SNMP.
You are now asked which sections of the snmpd.conf file you wish to work with. First, select
Access Control Setup.

5. Select an SNMPv1/SNMPv2c read?only access community name.

o Enter the community string matching the one that you have configured your Onsite

Manager to use. By default, Onsite Manager reads the public community, so this is an

acceptable choice under most circumstances.

accept this community name.

& 06  Terminal — perl — 80x24
Section: Access Control Setup ]
Description: -
Thiz section defines who iz ollowed to tolk to your running
snag ogent. .
Salect from:

1: o SHIWY3 read-write user
27 0 SHPv3 read-ofily user
31 o SHIWV1/SHPvic reod-only occess comsunity nome
430 SNIPYL/SHIPYWZC read-write oocess communiLy roms

Other cptions: Tinished, list

Salect saction: 3

Conf Lguy img: rocoseur ity
Description:
a SHPL/SHPEc reod-only occess community nome
arguments: community [defoultihostnomslmetwork/bits] [oid]

The comsmity noss to odd read-only access for: public -
The hostrome o natwork oddress to occept thizs comsunity rome from [RETURN for o v

1] 18.8.8.116]

o When prompted, enter the IP address of the Onsite Manager as the network address to

6. Enter finished and click return to go back to the top?level menu. Next, configure the
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Information Setup.

CEEE Terminal — perl — 80x24

Aceats Contral Setip

Extending the Agent

Honitor Various Aspects of the Punning Host
Agent. Dparating Mode

System Information Setup

Trop Destinations

O N e D b e

Other options: finishad
Salect sattion: &

Section: System Information Setup
Degeription:

Thiz section defines soms of the inforsation reported in
the "systea™ mib group in the mibll tree.

Select from:

1: The [typloally physical] location of the syvstes.
21 The contoct information for the cdeinistrator
31 The proper value for the syiServices object.

Other cptions: finished, [ist

) M|

ao

7. Select The [typically physical] location of the system.

-

@ne Terminal — perl — 80x24

-

Thiz section defines somé of the inforsotion réported in
the "system” mib group in the mibIl tree.

Select from:

i: Tre [typically physical] locotion of the system.
21 The contoct informotion for the cdministrotor
31 The proper volue for the sysServices objeck.

Dther eptions: finished, izt
Select section: 1

Configuring: syslocation
bescription:
The [typically physical] locotion of the system.
Hoke that setting this value here seans bthat when trying to
perform on snmp SET operation to the syslocation.d varioble will moake
the agent return the “notWritoble” error code. IE, including
this token in the srmpd.conf file will disable write occess to
the varioble.
argueents: location_string

The location of the system: Solutions Program Office]]

pal]

This information is captured as the Text 0ID sysLocation.0.
8. Select the contact information for the administrator and type an appropriate contact value.
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&6 Terminal — perl — 80x24
! =" falnabad e IR B, ::a.-.'__
i: The [typically physical] location of the system. -
2: The contact information for the odministrator
3z The proper value for the sysServices object.
Other optionsz: finished, list
Select section: 2
Configuring: syicontoct
Dezcription:
The contact information for the odeinistrotor
MNote thot satting this wolus here means that when trying to
perform on snep SET cpergtion to the sysContoct.@ varicble will make
the ogent return the "notW¥ritoble” error code. IE, including
this token in the zrepd.conf file will dizable write occess to
the vorich|e.
argueents: contoct_string m
The contoct information: sporterdlevelplotfores.com
Finished Output: syscontoct sporterd@levelplotforms .com :
r
Section: System Information Setup &

9. Enter finished and hit return. Repeat and then type quit and hit return. You are prompted
with a note that the file exists. Type overwrite and hit return.

®606 Terminal — perl — 80x24

3: Monitor Mariouz Aspects of the Runnimg Hozt =
4:  Agent Operoting Mode -
5: System Informotion Setup

6: Trop Destinations

Other options: findghed
Select section: findshed
I con create the following types of configuration files for wou.
Select the file type vou vish to create;
(vou con create mare thon one as you run this progrom)
i: srepd.conf
Z: sraptrapd.conf
3:  srep.conf
Other options: quit
Select File: guit m

Error: An snmpd.conf file alreody existz in thizs directory. &

'overvrite’, ‘skip’, 'renams' or ‘eppend'? ¢ overwrite]]

To add a community string to the network scan for a site, follow the steps below:

In Service Center, click Configuration, then click Site Management.

Click the site for which you want to edit the scan settings.

Click the Network Discovery tab.

In the Network Scan (Local Network) section, click Modify.

In the SNMP V1/V2 Community Strings section, click Add.

Type the community string in the Community String Name text box.

Community strings are case?sensitive. For example, Public and public would be separate
communities of SNMP devices.

7. Optionally, type a description in the Description text box.

oV hsWNE
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8. Click Save.
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