Barracuda RMM llBarracud&

Your journey, secured.

How to Capture, Parse and Troubleshoot SNMP traps using
Wireshark

https://campus.barracuda.com/doc/98217208/

This article describes how to verify the Barracuda RMM is parsing traps properly as they are received
by the system it is installed on. Unlike iReasoning's trap receiver, it is not necessary to stop the
MWExpertSystem while troubleshooting when using Wireshark, which is useful when solving long-term
or intermittent issues.

Since the wincap driver grabs packets as soon as they hit a port, before a software firewall can block
them, Wireshark can monitor traffic on port 162 while MWExpertSystem is running.

To enable Wireshark monitoring

1. Install Wireshark - including the installer's WinPcap driver.
2. Start Wireshark and take note of which interface(s) are active (sending and receiving traffic):
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3. Do one of the following:
o If you are going to be capturing for a short period of time, for example, while you are on

the phone, enter the following capture filter: port 162 and select the two interfaces. Click

the blue shark fin on the top right to start capturing.
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o If you want a long term capture, start up the capture using tshark.exe from the command
line instead, making sure to specify an output file and stop condition. Information about

the command line options is available here. An example of this would be:

“c\Program Files\Wiresharkishark.exe® -1 3 -i 6 -1 "port 162" -a filesize: 10240 -w "C\Temp'snmptraptrace. pcapng"

where the -i flags indicate which interface to capture, -a indicated the stop condition
10mb of capture) and -w is the output file. You can use "-a duration:600 " instead to stop

after 10 minutes (duration is in seconds).

4. Once you've captured the data, you will see the list of received UDP packets. Selecting a packet

will give you additional information if you expand the Simple Network Management
Protocol tree. This information includes the SNMP version, the community string, the

enterprise OIDs, and variable bindings:
. Streamindex TCRDefts  Time Souroe Dz trusbon Info

Prabocol
1 i, AN 19.15.15.113 19.15.15.250 trap f20.3.6.1.4.1.21364. 2. SNWP
2 13BES. 030000 19.15.15.113% 19.15.15. 250 trap 150.3.6.1.4.1.21364.2. SNMP
3 14504, 789515 19.15.15.113 18.15.15. 258 trap f20.5.6.1.4.1.21364. 2 SNMP
- 19443, 238239 18.15.15.113 19.15.15. 258 trap iso.3.6.1.4.1.21364. 2. SN

Frame 4: 514 bytes on wire (4112 bits), 514 bytes captured (4112 bits) on interface @
Ethernet II, Src: SuperMic_79:41:52 (Oc:cd:7a:79:41:52), Dst: Dell df:de:db (@d:le:cH:df:de:d6)
Internet Protecel Verslon 4, Src: 19.15.15.113, Ost: 19.15.15.25@
User Datagras Protocal, Sre Port: 41561 (41561), Dat Port: 162 (162)
4 Simple Wetwork Management Protocol
verslon: version-1 (@)
community: public
4 data: trap (4)
4 trap
enterprise: 1.3.6.1.4.1.21364.2 (is0.3.6.1.4.1.21364.2)
agent-addr: 19.15.15.113
generic-trap: enterpriseSpecific (6)
specific-trap: 11
time-stamp: 1461043574
# yarisble-bindings: 6 itess
@ 1.3.6.1.4.1.21364.1.3: apdfofTl
Object Name: 1.3.6.1.4.1.21064.1.3 (is0.3.6.1.4.1.21364.1.%)
Value (OctetString): adfafTl
4 1.3.6.1.4.1.21364.1.1:
Object Name: 1.3.6.1.4.1.21364.1.1 (is0.3.6.1.4.1.21044.1.1)
Value (Integer32): 1451843574
4 1.3.6.1.4.1.21364.1.2: 696e6672617363616c652e6569T42ebe6763616¢
Object Hame: 1.3.6.1.4.1.21364.1.2 (i50.3.6.1.4.1.21364.1.2)
value (OctetString): GOEeEETIELT IS 165 20656974206 6763616
4 1.3.6.1.4,1. 21364, 1. 4; Sa6F622053746174757 330204 36FEdTOGCESTAE564207375. ..
Object Neme: 1.3.6.1.4.1.21364.1.4 (i50.3.6.1.4.1.21364.1.4)
value {O{trtitfiﬁg}: 4a6T62205374617475T13a 204 367 6d 70665 746564207375, ..
d 1. 3.6.1.4,.0,. 21364, 1.5 346324436453 04 5204237536 2367246243938 33462d . . .
Object Name: 1.3.6.1.4.1.21364.1.5 (is0.3.6.1.4.1.21364.1.5)
value (DctetString): 394632443645314524423735362436373286243938334624. . .
# 1.%.6.1.4,1.21064.1.15:
Object Name: 1.3.6.1.4.1.21364.1.1% (i50.3.6.1.4.1.21%64.1.15)
Value (Integerdl): 198

5. You will notice that most values are either Integers or OctetStrings. The string values are
displayed in hexadecimal by default, but you can see a pageview of the string values in t
bottom pane, or you can rick clock on the value and Copy > as Printable Text.
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6. This lets you paste the textual value wh|ch you can use to help create or verify monitoring

rules. For example:
“Job Status: Completed successiully

Beforelob: nun command “raiderietcinnBeloreob.sh 193 DC-1imaged 2016-04-19_02 SF2DGE1E-BT56-6T2F-933F-19637080C926 Backup Incrementalr

Start Backup Jobld 158, Job=DC-1.Imaged.2016-04-19_02.00.00 34
Crealed new Volume®
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