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The Violations section provides detailed information about CSP violations.

¢ Violations: The graph displays the total number of violations detected for the selected time.
Rule: Name of the CSP rule configured on the Barracuda Web Application Firewall.

Policy ID: Name of the CSP policy associated with the service.

Violation: Name of the violation detected by the client browser.

Blocked URI: URL that is blocked due to the violation.

First Seen: Time stamp of the first violation.

Count: Total number of violations attempted on the application.

Details: Click Details to view the detailed data about the violation.
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rulel default-csp-policy style-src inline 2022-09-01 05:30:00 3033 Details
rulel default-csp-policy img-src hitps://wa...e.png 2022-09-01 05:30:00 166 Details
rulel default-csp-policy img-sc https://wa...p.gif 2022-09-02 05:30:00 19 Details

rulel default-csp-policy ~ connec t-src wss://nexu...fined 2022-09-18 05:30:00 2 Details
The violation details are displayed on the new page:

e Details: Displays the violation details for the selected CSP policy.
 Violations: The graph displays the total number of CSP violations for the selected timescale.
Hover over to see the number of CSP violations for a specific time. The table provides detailed
information about the CSP violations, such as the total number of violations, the name of the
CSP rule, the CSP policy and the violation, the URL that is blocked due to the violation, and the
time stamp and total number of violations attempted on the URL.
e Document URLs: Provides the document URL details where the violation was observed:
o The URL path where the violation occurred.
o The line number in the URL where the violation occurred.
o The column number where the violation occurred.
o Time stamp of the violation when it was first observed.
o Time stamp of the violation when it was last observed.
o Total number of violations.
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e Current Events: Each client fingerprint violation is captured as an event in the Current
Events section. The table displays the time stamp of the violation, the country code where the
violation was triggered from, the client fingerprint, and the IP address of the client.
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VIOLATION ID febbac93e6373450d2250935bf8c64de
@ SOURCES

POLICY NAME default-csp-policy

RULE NAME csp_jira

VIOLATED DIRECTIVE default-src

BLOCKED URL hitps://bam.nr-data...ecure/Dashboard jspa

FIRST SEEN Wed, 14 Dec 2022 00:00:00 GMT
LAST SEEN Wed, 14 Dec 2022 00:00:00 GMT
SYNC STATUS Pending

ACTION Q Allow () Ignore (8 Pending

Document Urls ©

DOCUMENT URL 1 LINE NUMBER COLUMN NUMBER
https://bu....com/ 6391 324
https://bu....com/ 0 0

Current Events ©
TIMESTAMP 'CLIENT COUNTRY
2022-12-1414:41:46 = N
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Browsers ©®
# BROWSER COUNT
1 @ Firefox 107.0 2
FIRST SEEN LAST SEEN COUNT
2022-12-14 05:30:00 2022-12-14 05:30:00 1
2022-12-14 05:30:00 2022-12-14 05:30:00 1
Records perpage 10 ~ sShowing Records: 1-2 of 2 1 of 1
CLIENT FP CLIENT IP
g_d38b08a9a456d9ed855c16458aff8bes 202.74.120.51
Records perpage 10 ~ Showing Records: 1-10f 1 1 of 1
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