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How to collect and monitor tiered Windows Event Logs

https://campus.barracuda.com/doc/98218775/

The process is very similar to monitoring standard Windows events, however, specific details are
needed to properly collect the event as the Source and Log name may differ from what it displayed in
the Windows event viewer. When adding your Log and Source you must open the details of the
Windows event in XML view.

Now proceed to locate the entry for Provider Name, this will be the event Source name entered into
your monitor. It will appear similar to the following:
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12| Event Properties - Event 102, TaskSchedulel

General | Details

K

4|

() Friendly View @ XML View

- <Event
xmins="http:/ /schemas.microsoft.com/win/2004/08/events/event">
- «System:>

EC AT TNED B Microsoft-Windows-TaskSchedulery

Guid="{DE7B24EA-73C8-4A09-985D-5BDADCFA9017}" /=
<EventID =102 </EventID >
<Mersion=0</Versionz
zLevel=4</Lavel=
<Task=102</Task>
<Opcode=2</0Opcode=
<Keywords =0x8000000000000001 </Keywords=>
<TimeCreated SystemTime="2014-04-30T13:59:54.0208071002" /=
<EventRecordIiD=321626</EventRecordID>
<Correlation ActivitylD="{5F07CF9D-3262-4196-939B-
665CB8D4A47CY" /=
<Execution ProcessiD="1344" ThreadID="37476" />
<Channel=Microsoft-Windows-TaskScheduler/Operational </Channel=

1 |

»

m

Close

Now you will need to locate the Channel entry, this will be the Log name entered into the monitor. It
will appear similar to the following:
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@Event Properties - Event 102, TaskSchedule

General | Details

(0 Friendly View @ XML View

- <Event
xmins="http:/ fschemas.microsoft.com/win/2004/08/events/event">
- «<System>
B L Microsoft-Windows-TaskScheduler
Guid="{DE7B24EA-73C8-4A09-985D-5BDADCFA9017}" />
<EventiD =102 </EventID >
<\ersion=0</Version=
zLevel=4</Lavel=
<Task=102</Task>
<Opcode=2</0Opcode=
<Keywords=0x8000000000000001 </Keywords =
<TimeCreated SystemTime="2014-04-30T13:59:54.020807100Z" /=
<EventRecordiD=321626</EventRecordID>
<Correlation ActivitylD="{5F07CF9D-3262-4196-939B-
665CB8D4AA47CY" /=
<Execution ProcessID="1344" ThreadID="37476" />
<Channel=Microsoft-Windows-TaskScheduler/Operational </Channel =
L}
|

Once this information has been properly added, save the monitor and if possible use event create or
generate the event through other means to test the alert.

Additional Information

e Eventcreate command line reference
e Event Viewer Technet reference
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https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-xp/bb490899(v=technet.10)?redirectedfrom=MSDN
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2008-R2-and-2008/cc766042(v=ws.11)?redirectedfrom=MSDN
https://campus.barracuda.com/doc/98218775/
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