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How to Deploy a SecureEdge VTx on Hyper-V

https://campus.barracuda.com/doc/98223582/

The Barracuda SecureEdge VTx appliance is available as a Generation-1 virtual machine for your
Microsoft Hyper-V hypervisor. Before deploying the Barracuda SecureEdge VTx appliance, verify that
the host system meets the minimum storage requirements and review the resource
recommendations for the production system. Deploying the firewall as a Generation-2 VM on Hyper-V
is currently not supported.

Before You Begin

e For information regarding the sizing of your CPU, disk, and RAM, see Virtual Systems (VTx)
Deployment.

e Download the Barracuda SecureEdge VTx appliance VHD virtual disk image from the Barracuda
Download Portal.

e Copy the VHD virtual disk image to the Microsoft Hyper-V server.

e Make sure the Hyper-V virtual machine uses a static MAC address on the network interface
1. This lets you move the VM later without invalidating your license.

Step 1. Create a New Virtual Machine

Create a virtual machine using the sizing recommendations for your model of the Barracuda
SecureEdge VTx appliance.

1. Launch Hyper-V Manager.
2. Right-click on your Hyper-V server and select New > Virtual Machine. The New Virtual
Machine Wizard opens.

= 2 Hyper-V Manager
S8 File Action View Window Help

== xEd
25 Hyper-V Manager | e e
58 Dock New 4 | Virtual Machine...
Import Virtual Machine... Hard Disk... —

Hyper-V Settings... Floppy Disk..

Virtual Network Manager...
3. Enter the Name. E.g., Barracuda SecureEdge VTx and click Next to proceed.
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~ New Virtual Machine Wizard L x|
rAI Specify Name and Location
Before You Begin Choose a name and location for this virtual machine.

Spedfy Name and Location

The name is displayed in Hyper-V Manager. We recommend that you use a name that helps you easily

Specify Generation identify this virtual machine, such as the name of the guest operating system or workload.
Assign Memory Mame: |Barracuda CloudGen WAN VTx
Configure Networking You can create a folder or use an existing folder to store the virtual machine, If you don't select a
Connect Virtual Hard Disk folder, the virtual machine is stored in the default folder configured for this server.
Installation Options [] store the virtual machine in a different location
Summary CyWMYy
1
| < Previous | | Next = | | Finish | | Cancel

4. The Specify Generation blade opens.
5. Select Generation 1 and click Next to proceed.

e New Virtual Machine Wizard [x
*! Spedfy Generation
Before You Begin Choase the generation of this virtual machine.

Specify Mame and Location
Spedify Generation This virtual machine generation provides the same virtual hardware to the virtual machine as in

Assign Memoary previous versions of Hyper-V,
Configure Netwarking () Generation 2

This virtual machine generation provides support for features such as Secure Boot, SCSI boot, and

Eamecinal2dbE PXE boot using a standard network adapter. Guest operating systems must be running at least

Installation Options Windows Server 2012 or 64-hit versions of Windows 8,
Summary /1 Once a virtual machine has been created, you cannot change its generation.
| < Previous | | Mext = | | Finish | | Cancel |

6. Enter the amount of memory in MB. E.g., 4096. For information regarding the sizing of your
CPU, disk, and RAM, see Virtual Systems (VTx) Deployment.
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~ New Virtual Machine Wizard B
[ *l Assign Memory
Before You Begin Specify the amount of memory to allocate to this virtual machine. You can specify an amount from 32

ME through 25354 MB. To improve performance, spedfy more than the minimum amount recommended
for the operating system.

Specify Generation Startup memory: MB
Configure Netwaorking

- A n:ﬁ- When you dedde how much memory to assign to a virtual machine, consider how you intend to
el [ d PR ~  use the virtual machine and the operating system that it will run.

Specify Mame and Location

[] use Dynamic Memory for this virtual machine,

Installation Options

Sumimary

| < Previous |I MNext > |I| Finish | | Cancel |
_

7. Click Next.

8. The Configure Networking blade opens. Select Not Connected from the Connection drop
down-menu. If you are using High Availability, select the virtual switch where only port 1 of the
other virtual machine of the High Availability cluster is connected to.

i New Virtual Machine Wizard -
[ hlr Configure Networking
Before You Begin Each new virtual machine indudes a network adapter. You can configure the network adapter to use a

virtual switch, or it can remain disconnected.
Specify Name and Location !

Specify Generation Connection: INot Connected W I

Assign Memory
Connect Virtual Hard Disk
Installation Options

Summary

| < Previous | Next = | | Finish | | Cancel

9. Click Next.
10. The Connect Virtual Had Disk blade opens.
11. Select Use an existing virtual hard disk and click Browse to specify the Location of the
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VHD file downloaded earlier.

=

Before You Begin

Specify Name and Location
Specify Generation

Assign Memory

Configure Networking

Summary

Connect Virtual Hard Disk

A virtual machine reguires storage so that you can install an operating system. You can spedify the
storage now or configure it later by modifying the virtual machine’s properties.

() Create a virtual hard disk
Use this option to create a VHOX dynamically expanding virtual hard disk.

Mame:

Location:

Size:

|Barracuda CloudGen WAN VTx.vhdx

|c:\WMHDs)

| | Browse...

GB (Maximum: &4 TE)

(® Use an existing virtual hard disk
Use this option to attach an existing virtual hard disk, either YHD or YHDX format.

O Attach a virtual hard disk later
Use this option to skip this step now and attach an existing virtual hard disk later.

| < Previous |

[ hets |

12. Click Next.

13. The Summary blade opens. Review the summery and click Finish.

Before You Begin

Spedfy Name and Location
Spedfy Generation

Assign Memory

Configure Networking
Connect Virtual Hard Disk

Completing the New Virtual Machine Wizard

You have successfully completed the Mew Virtual Machine Wizard. You are about to create the
following virtual machine.

Description:
Mame: Barracuda CloudGen WAN VTx
Generation: Generation 1
Memory: 4096 MB
Metwork: Mot Connected
Hard Disk:  Ci\Users\catamaniuk\Desktop\GWAY-. 1.0-0429. nightbuild-472-HyperV-VTxoc, vhd (VH
<] m >

To create the virtual machine and dose the wizard, dick Finish.

| < Previous |

| Mext =

Do not start the virtual machine at this point.
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Step 2. Networking of the Virtual Machine

By default, Barracuda SecureEdge appliances use 5 network interfaces. Therefore, 4 network
interfaces must be added and connected according to the configuration you applied in the How to
Create a T/VT Site Configuration in Barracuda SecureEdge.

1. Launch Hyper-V Manager.
2. Right-click on your virtual machine deployed in Step 1.
3. Click Settings.

Virtual Machines

F S

Mame
g
= Bamacuda F Connect...
% CudaCFG Settings..
= EngWs1 S
3 EngWs2 tart
2 Linux Checkpoint
< Move...
Checkpoin Bxport..
I | Rename...
Delete... ine b
Enable Replication...
Help

Click on the first Network Adapter entry.

Click + next to the first Network Adapter entry.

Click Advanced Features.

In the MAC address section, select Static and enter a MAC address. This lets you move the VM
later without invalidating your license.

No v e
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A Settings for Barracuda CloudGen WAN VTx on PMLAB-HYPERV [= [ O =
|Barracuda CloudGen WAM YTx V| b |G
# Hardware | Advanced Features Kad
% Add Hardware
1% BIOS M.?C address
Boot from CD () Dynamic
= Memory @ st
femory [ staic ]

n Praocessor
1 Virtual processor
= B IDE Controller 0
s Hard Drive
GWAY-8, 1.0-0429.nightbui. ..
[= B IDE Controller 1
% DVD Drive

MAC address spoofing allows virtual machines to change the source MAC
address in outgoing packets to one that is not assigned to them.

[] Enable MAC address spoofing

DHCP guard

None
E¥E 5CSI Controller

E@ Network Adapter
Mot connected

DHCP guard drops DHCP server messages from unauthorized virtual machines
pretending to be DHCP servers.

[[] Enable DHCF guard

Hardware Acceleration

Advanced Features Router guard
157 CoM 1 Router guard drops router advertisement and redirection messages from
Nane unauthorized virtual machines pretending to be routers.
1’?’ oM 2 [] Enable router advertisement guard
None
H Diskette Drive Protected network
MNone

Move this virtual machine to another duster node if a network disconnection is
detected.

Protected network

% Management

|L] Mame

Barracuda CloudGen WAN WTx
¥ Integration Services

Some services offered I
{3 Checkpoint File Location

Port mirroring

Port mirroring allows the network traffic of a virtual machine to be monitored by

WM copying incoming and outgoing packets and forwarding the copies to another
I wirtual machine configured for monitoring.
%é Smart Paging File Location
CH\WM “ Mirroring mode: |None W | “
| oK | | Cancel | | Apply |
8. Click Add Hardware.
9. Select Network Adapter.
10. Click Add.
I
=B Settings for Barracuda CloudGen WAN VTx on PMLAB-HYPERV \;‘i-
|Barracuda CloudGen WaAN VTx V| & '.,-i
Hardware -~ ‘ﬁ]]l Add Hardware
Hil Add Hardware
1A BIOS You can use this setting to add devices to your virtual machine.
Boot from CD Select the devices you want to add and dick the Add button.
i [Memory
4096 MB

ety
Legacy Network Adapter
Fibre Channel Adapter

RemoteFy 30 Wideo Adapter

[} Processor
1 Virtual processor
= i IDE Controller 0
@ Hard Drive
GWAY-8. 1.0-0429.nightbui...
= IEE IDE Controller 1
[ &) DVD Drive
MNone =
®2 5CSI Controller

11. Repeat Step 8 to Step 10 until you have 5 network adapters configured.
12. Click on the entry of the 4th network adapter.

If the Internet connection of the virtual appliance is secured by a firewall, verify that SSL
Inspection is disabled between the Barracuda SecureEdge appliance and the Internet.

13. From the Virtual switch drop-down menu, select a network with Internet connection using
DHCP.

A network adapter requires drivers that are installed when you install integration
services in the guest operating system.
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| Barracuda CloudGen WAN VTx

vl 4 »|Q

# Hardware

‘{’m Add Hardware
& BIOS
Boot from CD
i Memory
4096 MB
R Processor
1 Virtual processor
[= i} IDE Controller 0
— Hard Drive

(=) IEE IDE Controller 1
% DVD Drive
MNone
@ 5CSI Controller
[0 Network Adapter
Mot connected
0 Metwork Adapter
Mot connected
0 metwork Adapter
Mot connected
L Network Adapter
VSwich_ethl
U metwork Adapter
Not connected

T comi

Mone

T comz

Mone
Diskette Drive
Mone
® Ma t

GWAY-8. 1.0-0429.nightbui. ..

A~ | @ Network Adapter

Specify the configuration of the network adapter or remove the network adapter.
Virtual switch:
|vswich_eth1i |
VLAM ID
[] Enable virtual LAN identification

The VLAN identifier spedifies the virtual LAN that this virtual machine will use for all
k communications through this netwark adapter.

!

Bandwidth Management
[] Enable bandwidth management

Spedfy how this network adapter utiizes network bandwidth. Both Minimum
Bandwidth and Maximum Bandwidth are measured in Megabits per second.

@ To leave the minimum or maximum unrestricted, spedify 0 as the value.

Minimum bandwidth:

Maximum bandwidth:

To remove the network adapter from this virtual machine, dick Remove.,

@ Use a legacy network adapter instead of this network adapter to perform a
network-based installation of the guest operating system or when integration
services are notinstalled in the guest operating system.

9

|I] Name
Barracuda CloudGen WAN VTx

SR | =N

14. Connect the other network adapters according to the configuration created in How to Create a

T/VT Site Configuration in Barracuda SecureEdge.
15. Click OK.

You can start the virtual machine now.

Step 3. Enter the License Token

1. Select the virtual machine created in Step 1 and click Start.
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Actions
Virtual Machines
PMLAB-HYPERV
Mame - State .
I Baracuda CloudGen WAN VTx Barracuda CloudGen WAN
§ Bamacuda Firewall Insights Running E:ﬂ Connect..,
2 CudaCFGVx Off 4 Seftings..
; EngW51 Running
§ EngWs2 Running @ Start
2 Linx Running g_ﬁg Checkpoint
; Move...
o Export...
=] Rename...
?H Delete...
dﬂ Enable Replication...
ﬂ Help
2. Right-click in the virtual machine and click Connect to open the console of the virtual machine.
Virtual Machines
Mame “ State
ATAC, - Running
§ Bamacy Running
3 cudaC Settings Off
= ] _
; EngWW's Turn OFf... Rurining
; EngW'2 - Running
2 Linux HE SO Running
Save
Pause
Reset
Checkpoint
Mave...
Export...
Rename...
< Enable Replication...
Checkp Help

The Barracuda SecureEdge VTx unit boots.
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Checking filesystems

s clean, 28781-27891Z2 files, 328933-1882379 blocks

sart: recovering jourmal

sart: clean, 19-131872 files, 176553524112 blocks
+phionB: recovering journal

s#phionB: clean, 193-4775936 files, 347825-19875179 blocks
+boot: clean, 72-26184 files, 19134-184388 blocks

Remounting root filesystem in read-write mode:
Mounting local filesystems:

Enabling ~setc/fstab swaps:

Entering non-interactive startup
Applying Intel CPU microcode update:
Starting irgbalance:

Adding udev persistent rules

Set Loopback interface up

Starting syslog dispatcher:

Starting system logger:

Starting system message bus:
Starting NG Firewall:

Starting crond:

Starting lcd4linux: disabled

3. For a basic configuration, the SecureEdge unit launches the Active Recovery
Technology menu.

1 Insert a new IP Address and Default
CloudGen WAN Route to access to the box over the
MAC Addresses network.
Reboot
Exit

4. Select SecureEdge with the arrow keys and press Enter.
5. Enter the license token:
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3o E-BEBE-IE 6 BE 33 306 BEBE-IEIE I IE

* CloudGen WAN =

3o 0 B B 0 SO B 0 0 R0

License Token

[ Cancel 1

6. Select OK with the arrow keys and press Enter.
7. The appliance connects to the SecureEdge service and applies the configuration set in How to
Create a T/VT Site Configuration in Barracuda SecureEdge.
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