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Point-to-Site
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Barracuda SecureEdge offers point-to-site capabilities. Point-to-site connections are used to connect
an individual device, such as a laptop, to the company network. The VPN client running on the client
connects to the VPN service of Barracuda SecureEdge. Site authentication allows devices physically
located within the network to authenticate against the Barracuda SecureEdge service to

enforce Security Policies.

Before You Begin

e If you want to use your Microsoft Entra ID users and groups for User Connectivity, Site
Authentication, and Security Policies, you must first connect your Microsoft Entra ID with
Barracuda Cloud Control in order to synchronize users and groups.

e |f you do not synchronize Microsoft Entra ID with Barracuda Cloud Control, you must create a
user account in Barracuda Cloud Control for each of your users using User Connectivity. For
more information, see How to Connect Your Microsoft Entra ID with Barracuda Cloud Control.

e Create a SAML endpoint in Microsoft Azure. For more information, see How to Create a SAML
Endpoint in Microsoft Azure and Basic User Connectivity & Personal Security Configuration.

e If you are using a firewall, you must allow certain Barracuda and Microsoft domains before you
continue. For more information, see List of Required Barracuda Authentication & Discovery
Services for Point-to-Site & Personal Security.

Step 1. Enable / Disable User Connectivity and Site Authentication

For more information on the configuration, see Step 2 of How to Create a SAML Endpoint in Microsoft
Azure and Basic User Connectivity & Personal Security Configuration.

1. Go to https://se.barracudanetworks.com and log in with your existing Barracuda Cloud Control
account.
2. Go to Infrastructure > Settings.
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3. The Settings window opens. Specify values for the following:
o Enable User Connectivity - Click to enable/disable.

o Enable Site Authentication - Click to enable/disable.
Point To Site

@ Enable User Connectivity E
@ Enable Site Authentication El

CLIENT NETWORK CONFIGURATION

The Client Network is used to assign IPs to clients that connect via User Connectivity. It is divided into pools that are then distributed to the Edge Services and sites. Sites are provided one pool for each User
Connectivity enabled static WAN. Edge Services are automatically provided multiple pools depending on their deployed Scale Unit.

4. Click Save.

Step 2. User Enrollment

1. Go to https://se.barracudanetworks.com and log in with your existing Barracuda Cloud Control
account.
2. Go to Infrastructure > Settings.
3. Scroll down to USER ENROLLMENT.
4. Copy the enroliment link and send it to the user, or click on Email Invites.
USER ENROLLMENT

Users can download the VPN client and enroll from this page: https://cloudgenwan-demofeaturestr.dev.ga.cudaops.com/enrol/1 B

You can also email enrollment invitations using the tool below:

Email Invites

5. After clicking on Email Invites, the Send Enrollment Invitations window opens. Specify
values for the following:

o To - Enter an email address, or select user/groups from the drop-down menu. Note: To
select user or groups, you must enable synchronization between Cloud Control and your
Microsoft Entra ID. For more information, see How to Connect Your Microsoft Entra ID with
Barracuda Cloud Control.
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o Subject - Keep the subject or enter your own subject.
o Body - Keep the text or enter your own text.
6. Click Send.

Step 3. Connect a Client

1. Install the VPN client. Open the link for enrollment retrieved in Step 2 and download the VPN
client.
o For more information on the installation on a Windows client, see Installing the Barracuda
Network Access/VPN Client for Windows.
o For more information on the installation on a Mac client, see Installing the Barracuda VPN
Client for macOS.

1— Barracuda
\L | CloudGen WAN"

Welcome to the remote access portal for
Barracuda CloudGen WAN.

Step 1 - Get Barracuda CloudGen VPN client for Windows.

To install, please click on the download button below.

Download

Step 2 - Complete enrollment.

Click to enroll now and you are all set.

Enroll now

2. Click Enroll now.
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4| CloudGen WAN"

Welcome to the remote access portal for
Barracuda CloudGen WAN.

Step 1 - Get Barracuda CloudGen VPN client for Windows.

To install, please click on the download button below.

Download

Step 2 - Complete enrollment.

Click to enroll now and you are all set.

Enroll now

3. The Barracuda VPN client opens and the user must log in with the credentials that were either
synchronized from Microsoft Entra ID or created by the admin in Barracuda Cloud Control.

3 Barracuda Control Center Login = o X

English (US) ~

k[ Barracuda

Sign In

with your Bamracuda Account

© 2021 Barracuda Networks, Inc. Privacy Policy Terms of Sefvice
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4. Click NEXT.
5. Enter your password and click SIGN IN.

English (US) ~

LI Barracuda.

your_email@address.at

Password

-----------------------------------

Forgot password?

6. The profile is imported in the VPN client and opens automatically.
7. Select the Virtual WAN and hub you want to connect to and click OK.

Barracuda Network Access Chient (Administrator)

I% NewProfile |8 Edit Profie s Delete Profile (i; Import Profile  [8g Export Profile

VPN/Gateway Profiles

Description/Virtual WAN [ Barracuda Metwork Access Client X
(@) defauit
0 VPN Profile Import
Virtual WAN | vwan3 -1
Paint-To-Site VPN Gateways
MName Hub Region
1| | appeastusz fwan3-hub-eastus2 EastUS2
\ appeastjp wwan3-hub-eastjapan Japan East

Profile Store  ® Machine Current User

N

8. The new profile is imported and appears in the list.

Point-to-Site 5/9


https://campus.barracuda.com/doc/98223657/

Barracuda SecureEdge l(Barracuda@

Your journey, secured.

Barracuda Network Access Client (Administrator)

%y NewProfile "E-'- Edit Profile ['a Delete Profile t.,\ Import Profile f..\ Export Profile

VPN/Gateway Profiles

Descrption/Virtual WAN Server Address/Region Authentication Method Turnel Parameters D Profile Availability
["I\| vwan3 lapan East SAML TCP+UDP, AFS256, None 111158 Machine

9. Follow this guide to establish a connection: How to Establish a VPN Connection Using Barracuda
VPN Client for Windows or How to Establish a VPN Connection Using Barracuda VPN Client for
macQS.

10. All available Barracuda SecureEdge VPN endpoints are in the Barracuda VPN client.

Step 4. (Optional) Download the VPN Profile from the Edge Service or Site

Note: When importing the VPN profile, you can either import a Site VPN profile or a Gateway

VPN profile. Barracuda SecureEdge will automatically add all available VPN endpoints to connect
to in your Barracuda VPN client.

Barracuda VPN Client
Connect to
fbu-cgwan-vwan &
Wiest Europe =

Ea.;t‘:" Azia
East US 2
Japan East
West Europe

Connect

1. Go to https://se.barracudanetworks.com and log in with your existing Barracuda Cloud Control
account.

2. In the left menu, click the Tenants/Workspaces icon.
3. From the drop-down menu, select the workspace containing your gateway.
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\d  Tenants/ Workspaces b4
— Demo Enterprises Inc / Testing ®
LA

Q,
i 2 Tenanls [ Y
[£] Demo Enterprises Inc )
Default Tenant
ml Production
e hy production workspace
Testing
,Q! by testing workspace
Demao Deutschland Gmbh ~

4. Go to Infrastructure > Edge Services. The Edge Services page opens.
5. Next to your edge service, click on the download icon to download the client VPN configuration.

Infrastructure > Edge Services el
e Y Add filter
=
‘!i NAME TYPE UPSTREAM LOCATION CONNECTION STATUS SIZE SITES
= fbuPoPAmSterdam /A fou-secedge-wwan pop-Amsterdam West Europe online 2 Scale Units - 1.0 Gbps 0 l:li -

fbuPoPAustralia /A fou-secedge-vwan popAustralia Australia Southeast Online 2 Scale Units - 1.0 Gbps 0 [ s

6. When importing the downloaded VPN configuration file, make sure to select SecureEdge. For
more information, see How to Establish a VPN Connection Using Barracuda VPN Client for
Windows or How to Establish a VPN Connection Using Barracuda VPN Client for macOS.

Connect

Disconnect

MNew k
Edit

Delete

Copy »

Import b CloudGen WAN...
Export... File...

Create shortcut ¥

Further Information
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e For more information on enabling User Connectivity via a site, see How to Enable User
Connectivity on a Site.

e For more information on the VPN client, see VPN Client & Network Access Client.

e For more information on importing VPN profiles, see How to Import a *.vpn File into the VPN
Client.

e For more information on configuring the VPN client, see How to Configure the Barracuda VPN
Client for Windows and How to Configure the Barracuda VPN Client for macOS.

e For more information on establishing VPN connections, see How to Establish a VPN Connection

Using Barracuda VPN Client for Windows and How to Establish a VPN Connection Using
Barracuda VPN Client for macOS.
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© Barracuda Networks Inc., 2024 The information contained within this document is confidential and proprietary to Barracuda Networks Inc. No
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