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How to Deploy a Workbook via Microsoft Sentinel
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To add a Log Analytics workspace to Microsoft Sentinel in Microsoft Azure, you must first connect your
Barracuda SecureEdge with a Log Analytics workspace. Microsoft Sentinel allows you to create custom
workbooks across your data. Workbooks are used for querying data from multiple sources in Azure
and visualising data for reporting and analysis. The template used will deploy a workbook into a new
or existing Log Analytics workspace and provide basic information on VPN Status, Device Availability,
Device Performance, Device Bandwidth, and WAN Latency.

Barracuda SecureEdge Workbook

The Barracuda SecureEdge workbook is available in the Barracuda Networks GitHub account:

https://github.com/barracudanetworks/secureedge/tree/main/azure-workbook

Before You Begin

¢ Create a Microsoft Azure account.

e Create a Log Analytics workspace and connect Barracuda SecureEdge with the Microsoft Azure
Log Analytics workspace. For more information, see How to Configure Log Streaming to
Microsoft Azure Log Analytics Workspace.

Step 1. Add Log Analytics Workspace to Microsoft Sentinel

1. Log into the Azure portal: https://portal.azure.com
In the left menu, click All services and search for Microsoft Sentinel.
3. Click Create.

All services

N

Microsoft Sentinel =

cudazure
Manage view ':_:' Refresh  + Export to CSV

| Filter for any field... | Subscription equals all Resource

4. Select the newly created Log Analytics workspace. For example, in this case: Campus-
LogAnalytics-workspace.
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All services > Microsoft Sentinel

Add Microsoft Sentinel to a workspace X

t Create a new workspace () Refresh

@ Microsoft Sentinel offers a 31-day free trial. See Microsoft Sentinel pricing for mare details.

[ Filter by name...

Workspace Ty Location Ty ResourceGroup 1y Subscription Ty Directory s
o Campus-LogAnalytic-workspace westeurope campus-loganalytic NetSec-cust2 cudazure
#® maxamplecoLogAnalytics westeurope mz-xamplecovwan Netsec-cust2 cudazure
[ |

5. Click Add.

Step 2. Deploy a Workbook

1. Log into the Azure portal: https://portal.azure.com

2. In the left menu, click All services, search for the Log Analytics workspace you created, and
pin it to your dashboard.

3. In the Campus-LogAnalytic-workspace menu, select Workbooks. Create
an Empty workbook.
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All services » Campus-LogAnalytic-workspace

o Campus-LogAnalytic-workspace | Workbooks | Gallery =

Log Analytics workspace

o

Search

| «

Legacy activity log connector
Legacy storage account logs

Legacy computer groups

= & H @O

Legacy solutions
~  System center

== Workspace summary
(depracated)

Service map (depracated)
Virtual machines (deprecated)

®] Scope configurations
(depracated)

Monitoring
@ Insights
K plerts
il Metrics

i Diagnostic settings

Workbooks

-

New () Refrash ©) Feedback 7 Help OCommunityGitrepov a

All

Workbooks Public Templates My Templates

| Subscription : All Resource Group :.

"

~ Log Analytics Workspace Insights (7)

| L Filter by name or category

. Quick start

Empty

A completely empty workbook.

Default Template
A report with text and query sections.

o

~ Recently modified workbooks (0)

Mo items found.

Insights Cverview
Query Audit Change Log

. Activity Logs Insights (1)

Activity Logs Insights
Activity Logs Insights

o

4. Click the Advanced Editor icon and delete the existing content of Gallery Template.

Home » Campus-LogAnalytic-workspace

o Campus-LogAnalytic-workspace | Workbooks | Workbook 2 #

Log Analytics workspace

£ Search

‘«

B Legacy activity log connector -
[ Legacy storage account logs

“ Legacy computer groups

#® Legacy solutions

# System center

== Workspace summary
(deprecated)

‘Wnrkhooks El Done Editing P iér‘z f ~ O ﬁ

2| ©

This Workbook has no content.

\ﬁ_ Use the add button below to add items.

= Add

5. Open the SecureEdge workbook. For example, in this case: SecureEdgeWorkbook.json.
6. Click Raw to copy the content of a workbook and paste it in your workbook's Gallery

Template.
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All services > Campus-LogA

o Campus-LogAnalytic-workspace | Workbooks | Workbook 1 #
N :

:

& Legacy activity log connector
BB Legacy storage account logs
B8 Leoacy computer groups

i Legacy solutions

* System center

= Workspace summary
(deprecated)

®> Service map (deprecated)
K3 virtual machines (deprecated)

3] Scope configurations
(deprecated)

Monitoring
@ insights

5 plerts

fid Metrics

& Diagnostic settings
@l Workbooks
Automation

% Tasks (preview)

5 export template
Support + troubleshooting

@ Resource health

@ Shown below is 2 JSON reprasentation of the current item.

Any changes you make here will be reflected when you press 'Apply'

Template Type @

(CTETED ARM Template )

"showBorder”: false,

"sortCriteriaField™: “"CounterValue",
"size": "full"
s
"customhidth”:
"name": "query
“stylesettings”
“margin®: “2@px”,
"padding”: "
"showBorder”: true
¥
]

1

"conditionalVisibility": {

"comparison”
"value": "

1.
“fallbackResourcelds": [
“/subscriptions/

"$schema”: "https://github.com/Microsoft/Application-Insights-Workbooks/blob/master/schema/uorkbook. Json”

/resourceGroups/fbu-cgnan-vuan-rg/providers/microsoft. Operationalinsights/workspaces/fbu-logana"

7. 6Iick Apply. You can see that a new workbook has been created. Wait briefly to fetch the log

data.

8. To save this workbook, select Done Editing in Advanced Editor, and then click Save.

9. The Save As page opens. Enter the name of workbook.
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Save As X

Campus-Log&nalytic-workspace

Title * (D)

Myworkbook w

Subscription * (0

‘ MNetSec-cust2 e |

Resource group * (D

‘ Campus-LogAnalytic o |

Location * (i)

| (US) East US v |

|:| Save content to an Azure Storage Account. (D

ooy I

10. Click Apply.

You can now see the log data streaming to a Log Analytics workspace. On the SecureEdge workbook,
the Overview page opens. Select the Site device and Time frame from the drop-down list.

The Overview page provides following details:
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* SecureEdge Device Availability

ome > Campus-LogAnalytic-workspace

o Campus-LogAnalytic-workspace | Workbooks | myworkbook  #
Log A workspace

Classic
o Legacy agents management

& Legacy activity log connector
SecureEdge Portal

Overview

@l workbooks 7 kit O a £ 0O

9 SecureEdge Workbook

Gateways  Sites  User  SD-WAN

? Help D Auto refresh: Off

Ksmenev.(e Al

Worl mmary
(deprecated)

3 Service map (deprecated)

SecureEdge Device Availabilty (30Days)

B virtual machines (deprecated)

[P search
i) Scope configurations
(deprecated)
DOC-T-VIE
Monitoring
99.9%

@ Insights

R Alerts

i Metrics
@ Diagnostic settings

o workbooks

e SecureEdge Site Performance Summary

SecureEdge Site Performance Summary (1h)

host Ty Latency (Maty  (Min)ty  (Avg)ty  Download Max (Mbps)™y

DOC-T-VIE 42 0

Up WAN connections by Device

Accessing Information on the Gateways Page

54

T

The Gateways tab provides the information on gateway throughput. You can see a graphical
representation of the egress and ingress traffic. In addition, it displays information on connected sites

and connected remote clients.

At the top of the workbook, click Gateways. Select Gateways and specify the Time frame from the
drop-down list. Note: To get the complete result for gateways, you must wait several hours.
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@ SecureEdge Workbook

SecureEdge Portal

Overview Sites User  SD-WAN

Gateways

|<Gateways: 2selected ‘] KTimeFvame: Last hour v |j

GW Throughput

e
/\ é M ingress

|50 |Zo0m

Accessing Information on the Sites Page

The Sites tab provides information on the load over a range of time, the latest WAN bandwidth
measurements, and new connections. In addition, it displays information on the firmware version and
the VPN tunnels currently up. In the Load over time illustration, you can see a graphical

representation of the load during a specified time range. The Latest WAN Bandwidth
measurement illustration provides a bar graph.

At the top of the workbook, click Sites. Select Sites and specify the Time frame from the drop-down
list. The Sites page provides following details:

¢ Load over time.
@ workbooks &7 Edit O a 2 o ?

Help 0 Auto refresh: Off

9 SecureEdge Workbook

SecureEdge Portal

181

e Latest WAN Bandwidth measurement and New Connections.
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Latest WAN Bandwidth Measurement New Connect tions

Upload(last) | Counerlue

16.462 . 15.749 s 1235
e Site Device and Site CPU Temperature.

SecureEdge Site Device Temperature (Celsius) SecureEdge Site CPU Temperature (Celsius)

[# searen | [ searcn

DOC-T-VIE DOC-T-VIE

45.5 53

* Firmware Version and VPN Tunnels UP.

Firmware Version <o || VPN Tunnels UP

|;J Search |”) Search

Computer T,  DeviceVersion Ty DOC-T-VIE

DOC-T-VIE 9.0.0-0511 1

Accessing Information on the SD-WAN Page

The SD-WAN tab provides the aggregated data on latency, download bandwidth utilisation, and
upstream bandwidth utilisation. Each of these elements provides an illustration of the data within a
specified time range.

At the top of the workbook, click SD-WAN. Select Sites and specify the Time frame and
Transport from the drop-down list. The SD-WAN page provides following details:

e Latency
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9 SecureEdge Workbook

Securekdge Portal

v oy S

SD-WAN

7 S|
DOC-T-VIE v

I Transport: FW2FW-wanhub-c3eb97¢5-aes... vl

Last hour v

1040

* Download Bandwidth Utilisation

Download Bandwidth Utilisation

TokB/s

1018

1030

1008

e Upstream Bandwidth Utilisation

Upstream Bandwidth Utilisation

sk

s0k/s

s5k3/s.

soksys.

askars

Ankars
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© Barracuda Networks Inc., 2024 The information contained within this document is confidential and proprietary to Barracuda Networks Inc. No
portion of this document may be copied, distributed, publicized or used for other than internal documentary purposes without the written consent of
an official representative of Barracuda Networks Inc. All specifications are subject to change without notice. Barracuda Networks Inc. assumes no
responsibility for any inaccuracies in this document. Barracuda Networks Inc. reserves the right to change, modify, transfer, or otherwise revise this
publication without notice.
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