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INTRODUCTION

This chapter includes the following topics:

e Audience

o  What's New

e About This Document

e ECHOplatform Backup Agent Software Requirements
e Related Documentation

e Partner Support

Audience
This document is intended for IT professionals and partners providing their clients with Barracuda MSP
data backup and security services.

What's New
The following updates apply to the ECHOplatform Physical Imaging Bare Metal Recovery.

e The Windows Assessment and Deployment Kit (ADK) 10 is required to create the pre-installation
media necessary to perform a bare metal recovery.

e The Bare Metal Recovery (BMR) procedures for Physical Imaging Standard and for Physical Imaging
Rapid Recovery have been updated to include new catalog restore page options, as described in the
following table.

Restore Type Catalog Restore Options
Physical Imaging Standard e Restore from Cloud Catalog
e Restore from Secondary Catalog
Physical Imaging Rapid Recovery e Restore from Cloud Catalog
e Restore from Local Catalog (in Local Storage)

About This Document
The following table provides the information contained in this User Guide.

Section Contents

Introduction | Information about this release and this document.

PART | Physical Imaging Bare Metal Recovery
e Physical Imaging Standard Bare Metal Recovery
e Physical Imaging Rapid Recovery Bare Metal Recovery

PART Il How to Prepare for and Contact Partner Support.

Appendix Navigating to the Computer Page.

This document constitutes proprietary and confidential information of Barracuda Networks, Inc. This document may not be disclosed, used or
duplicated, in whole or in part without the prior written consent of Barracuda Networks, Inc.
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Related Documentation
The following documentation is available:

Introduction

e ECHOplatform Physical Imaging Standard to Cloud Backup User Guide v5.8 — provides details on

how to perform backups and restores for Physical Imaging Standard.

e ECHOplatform Backup and Restore Reference Guide — provides details on how to perform backups

and restores for each backup type.

e ECHOplatform Best Practices Partner Guide - provides details on best practices for performing

backups and restores.

e ECHOplatform Quick Start Partner Guide - provides information about setting your preferences,

creating templates, and installing the software.

e ECHOplatform - Autotask Integration Guide - provides information about setting up Autotask

integration with the ECHOplatform Backup Agent.

e ECHOplatform - ConnectWise Integration Guide - provides information about setting up

ConnectWise integration with the ECHOplatform Backup Agent.

ECHOplatform Backup Agent Software Requirements
The following table provides the requirements for running the ECHOplatform Backup Agent software.

ECHOplatform Backup Agent Software Requirements

Supported Operating Systems

e Microsoft Windows Server 2008 SP2/2008 R2
SP1, SP2/2012/2012 R2/2012 R2
Essentials/2016

e Microsoft Windows 7 SP1/8.0/8.1/10

e  Microsoft Windows Small Business Server
2008/2011 sP1

e Microsoft Windows Vista SP2

Physical Imaging and BMR Supported Operating
Systems

e  Microsoft Windows 7.0 (SHA2 is
required)/8.1/10

e Microsoft Windows Server 2008 SP2 (Rapid
Recovery only, Standard is not
supported)/2008 R2 SP1 (SHA?2 is
required)/2012/2012 R2/2012 R2
Essentials/2016

e  Microsoft Windows Small Business Server
2008/2011 SP1

BMR Support
e Microsoft Windows ADK 10

Minimum Requirements for File and Folder
Backups

2 GHz dual-core CPU

1 GB of total RAM (500 MB free RAM during
backup, restore, or delete operation)

Free disk space equaling twice the size of your
largest protected file (not required for VM
backups)

Broadband Internet Connection

MS.NET Framework 4.5.2

Minimum Requirements for Exchange, SQL,
Imaging, VMware, and Hyper-V Backups

2GHz quad-core CPU

4 GB of Total RAM (1 GB free RAM during
backup, restore, or delete operation)

Free disk space equaling twice the size of your
largest protected file (not required for VM
backups)

Broadband Internet Connection

MS.NET Framework 4.5.2 (to allow
backup/restore/delete management from the
web)

Exchange

This document constitutes proprietary and confidential information of Barracuda Networks, Inc. This document may not be disclosed, used or
duplicated, in whole or in part without the prior written consent of Barracuda Networks, Inc.
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ECHOplatform Backup Agent Software Requirements

e Hard Disk Controllers
— SCsl
— IDE
— SATA
e Boot Types/Disk Partition Styles
— MBR
— GPT
e Supported File Systems (for backup source)
— NTFS (Unless it is a System volume
that is part of the Boot Volumes
group.)
e Supported Backup Destinations
— 512 byte sector disks
— 4K native sector disks

Web Portal Requirements

e Chrome (most recent version)

e Edge (most recent version)

e Internet Explorer 10/11 (desktop mode)
e Firefox (most recent version)

e Microsoft Exchange 2007 SP1/2010/2010 SP1,
SP2/2013/2013 SP1/2016 (when installed on
Windows Server 2008 R2 with SP2/2012
Standard Editions or Small Business Server
2008/2011. Does not support DAG or clustered
environments.)

sqL

e SQL 2008/2012/2014/2017 Standard Edition

e SQL Servers must be running in simple recovery
mode

e Support for SQL 2005 is not provided.

Virtual Machines

e VMware ESXi/vCenter 5.0/5.1/5.5/6.0/6.1/6.5/

e VMware vSphere 6.5. (TLS 1.0 must be enabled
on all hosts managed by the vCenter Server.)

e All supported VMware versions require
VMware Essentials license or higher.

e Hyper-V 2012 R2/2012/2008 R2 (does not
include clustered support)

e Windows Server 2012 R2 Essentials is not
supported as a virtualization host

Partner Support
Partner Support is available 8 AM to 9 PM (EST).

Phone: 800-569-0155, option 1 or 617-948-5300

Email: support@barracudamsp.com

You also can use the live chat service 8 AM to 6 PM (EST).

Click the following link:

Link: http://www.barracudamsp.com/support/contact.php

This document constitutes proprietary and confidential information of Barracuda Networks, Inc. This document may not be disclosed, used or
duplicated, in whole or in part without the prior written consent of Barracuda Networks, Inc.
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PART I. PHYSICAL IMAGING BARE METAL
RECOVERY

This part includes the following chapters:

e Physical Imaging Standard Bare Metal Recovery
e Physical Imaging Rapid Recovery Bare Metal Recovery

Chapter 1. Physical Imaging Standard Bare Metal Recovery

This chapter includes the following topics:

e Overview

e Downloading the Recovery Media Creator as an ISO File

e Downloading the Recovery Media Creator as a USB Flash Drive
e Running Recovery Media

e Adding Missing Drivers

Overview

Bare Metal Recovery (BMR) allows you to restore a physical image to either a similar or a dissimilar
physical machine. You can create the Recovery Media as a USB thumb drive or create the Recovery
Media as an .ISO file, which can then be burned to a CD.

The following tasks are performed using BMR:
1. Downloading the BMR Media Creator.

2. Downloading and installing Microsoft ADK is required to create the pre-installation media
required to perform a bare metal recovery.

3. Running recovery media creator generates the Recovery Media restore.

4. Running the Recovery Media restore.

This document constitutes proprietary and confidential information of Barracuda Networks, Inc. This document may not be disclosed, used or
duplicated, in whole or in part without the prior written consent of Barracuda Networks, Inc.
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Downloading the Recovery Media Creator as a USB Flash Drive
To download the Recovery Media Creator, perform the following steps.

1. Navigate to the Computer page. See Navigating to the Computer Page for instructions.

ECHOplatform Physical Imaging
Standard Bare Metal Recovery

—
—-—
==

Home > Manage > Imtranis > D002 (0002) Ed Leave Feedback
== Compuier: 0002 (DO02) n Support | | Seanch for an accowt.. Q |

Wlew Computer (Intronis)

(s Active Recoverles (0} B Acthity 23 System “% software {0 Nottfications i Badmp ¥ Delete [ restore

Backup SetfAction Detailed Event Logs Start Date Result= Status

Computer Information [# Edit
Backup agent: Connected DEME2016 - 1182016
Compuier name- ooo2 )5 GB-
s & & = = 8 = 2
Companer I0: ooo2 T25GE-
544 GE-
Emall acdress:
PTWiNe number- 111-222-3333 6.2 GB-
Group: Default Group 15.1GE—.. - % = = %
Lincal baciosp subsoription: Enabled 00B-— . . .
8112016 we206 10672016 117372015

1. Select the Restore tab.

The Restore Selections page is displayed.

Restore Selections
[+

Bare Metal Recovery
n .
Backed Up Data Type

You have not restored any data during the last 7 days.
L ] @ Physical Imaging Standard

Click on the = icon to perform a restore for the respective Restore Type.

2. Click Bare Metal Recovery.

This document constitutes proprietary and confidential information of Barracuda Networks, Inc. This document may not be disclosed, used or
duplicated, in whole or in part without the prior written consent of Barracuda Networks, Inc.
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The Download Recovery Media Creator screen is displayed.

Download Recovery Media Creator
Create your recovery media before you need to perform a bare metal restore to save time.
Steps to create recovery media:

1. Download the Recovery Media Creator .zip file by dicking "Download” below.

2 Download and install the Windows Assessment and Deployment Kit (ADK) 10:
hittpsfigo. microsoficomifwlink/p?Linkld=845542

3. Run RecoweryMediaCreator.exe and follow the steps in the wizard. You will be able to save
recovery media to a USB flash drive or as a .iso file to burn to CD.

Dowmnload Cancel

3. Click the Download button.

The Recovery Media Creator zip file is downloaded to your Downloads folder.

4. Open the Recovery Media Creator zip file and run the Recovery Media Creator executable (.exe).

The Windows Component Required screen is displayed, if Windows ADK 10 is not installed.

B Recovery Media Creatar

Windows Component Required

Fallow the steps fo download the missing components and re-start
this program o create the recovery media

1. Downiload the Windows Assessment and Deploymeant kit (A0K) 10

hittps:fidevaloper microsaoft. comven-usiwindows/hardwarefwindows
-assessment-deployment-kil

Fun the ADEK installation program and ensure thal you install the
following reguired components:

& Daployment Tools
# YWindows Frainstallation Environment Mindows FE)

Close

5. Click the link, download, and then install ADK.

Note: Ensure that the Deployment Tools and Windows PE check boxes are selected. Save disk space
by clearing the other options.

6. Click the Close button, and restart this procedure.

This document constitutes proprietary and confidential information of Barracuda Networks, Inc. This document may not be disclosed, used or
duplicated, in whole or in part without the prior written consent of Barracuda Networks, Inc.
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The Recovery Media options screen is displayed.

What kind of recovery media would you like to create?

150 File (CD Image)
Create a .iso file to burn to CD in order to boot up the recovery

system from this CD.
& |USB Flash Drive

Write the recovery media to 8 USE flash drive in order to boot
up the recovery system from the USE flash drive.

Mext Cancel

7. Select the USB Flash Drive radio button, and then click Next.

The Platform options screen is displayed.

= mecovery Media Creator J:lﬂ

Choose the recovery media platform:
Both versions can restore 32-bit and 64-bit versions of Windows

* yB6 {H‘H:I'St comrnnn}
Choose x86 in most circumstances, unless you are restonng to
a machine that boots in UEFI mode or whose hardware only
supports 64-bit drivers.

" x64
Choose %64 if you are restoring to @ machine that boots in UEF]
mode or whose hardware only supports §4-bit drivers.

@ he & besl praclice we recommend creating recovery rmedia for each pladorm
50 you 're covered in both cases at resbore ime, and ko check the hardware
vendor's website to find out if thear hardware only support xb4.

Back Mext Cancel

8. Select your recovery media platform’s radio button.

e Select x86 in most circumstances, unless you are restoring to a machine that boots in UEFI
mode, or whose hardware supports only 64-bit drivers.
e Select x64 if you are restoring to a machine that boots in UEFI mode, or whose hardware

supports only 64-bit drivers.

This document constitutes proprietary and confidential information of Barracuda Networks, Inc. This document may not be disclosed, used or
duplicated, in whole or in part without the prior written consent of Barracuda Networks, Inc.
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Note: It is recommended to create recovery media for each platform so you are covered in both
cases at restore time. Check the hardware vendor’s website to determine if their hardware supports
only x64.

9. Click Next.

The Drive Destination screen is displayed.

£ Recovery Media Creator = =] ﬂ

Select a USB flash drive to house the recovery media:
(Any existing data will be deleted)

Drive: [VMWARE-ESXI (F)) (14.92GB) =] Refresh

Back Mext Cancel

10. Type the drive destination and click Next.

CAUTION! The following caution is displayed advising you to back up all the data before it is erased.

= mecovery Media Creator = I"'Iﬂ

The recovery media will be generated at:

F:

I Ewverything on the target drive will be erased, please
: 4 make sure you have backed up all the datal

Back | Create Cancel

11. Back up your data from the USB drive, and then click the Create button.

This document constitutes proprietary and confidential information of Barracuda Networks, Inc. This document may not be disclosed, used or
duplicated, in whole or in part without the prior written consent of Barracuda Networks, Inc.
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The following warning is displayed.

l,“ Al data on Fz wil be erased. Do you want to continue?

e

12. Click Yes.

After the Recovery Media is created, the following screen is displayed.

B

Recovery media has been created at:
F:

Your recovery media has been written and is ready to use,
Boot your recovery machine from this USE flash drive to begin
a bare-metal restore.

Close

13. Click the Close button, and then boot your recovery machine from the USB flash drive to begin a
Bare-Metal Restore.

This document constitutes proprietary and confidential information of Barracuda Networks, Inc. This document may not be disclosed, used or
duplicated, in whole or in part without the prior written consent of Barracuda Networks, Inc.
10
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Downloading the Recovery Media Creator as an ISO File
To download the Recovery Media Creator, perform the following steps.

1. Navigate to the Computer page. See Navigating to the Computer Page for instructions.

Home > Manage > Imtranis > D002 (0002) Ed Leave Feedback
== Computer: DDO2 (DO0Z) n Support | | Seanch for an accowt.. Q |

—
—-—
==

Wlew Computer (Intronis)

‘Computer Information ;’;}En.'n:
Backup agent: Connected 3 ORMIEZD16 - 11NE/2016
Compuier name- ooo2 )5 GB-
s & & = 2 & = &
Companer I0: ooo2 T25GE-
54.4 GB-
Emiall address:
PTWiNe number- 111-222-3333 6.2 GB-
Group: Default Group 15.1GE—.. - % = = %
Lincal baciosp subsoription: Enabled 00B-— . . .
81206 w206 1062016 117372016

(s Active Recoverles (0} B Acthity 23 System “% software {0 Nottfications i Badmp ¥ Delete [ restore

Backup SetfAction Detailed Event Logs Start Date Result= Status

2. Select the Restore tab.

The Restore Selections page is displayed.

Restore Selections
[+

Bare Metal Recovery

Backed Up Data Type You have not restored any data during the last 7 days.

- @ Physical Imaging Standard
- Click on the = icon to perform a restore for the respective Restore Type.

3. Click Bare Metal Recovery.

This document constitutes proprietary and confidential information of Barracuda Networks, Inc. This document may not be disclosed, used or
duplicated, in whole or in part without the prior written consent of Barracuda Networks, Inc.
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The Download Recovery Media Creator screen is displayed.

Download Recovery Media Creator
Create your recovery media before you need to perform a bare metal restore to save time.
Steps to create recovery media:

1. Download the Recovery Media Creator .zip file by dicking "Download” below.

2 Download and install the Windows Assessment and Deployment Kit (ADK) 10:
hittpsfigo. microsoficomifwlink/p?Linkld=845542

3. Run RecoweryMediaCreator.exe and follow the steps in the wizard. You will be able to save
recovery media to a USB flash drive or as a .iso file to burn to CD.

Dowmnload Cancel

4. Click the Download button.

The Recovery Media Creator zip file is downloaded to your Downloads folder.

5. Open the Recovery Media Creator zip file and run the Recovery Media Creator executable (.exe).

The Windows Component Required screen is displayed, if Windows ADK 10 is not installed.

B Recovery Media Creatar

Windows Component Required

Fallow the steps fo download the missing components and re-start
this program o create the recovery media

1. Downiload the Windows Assessment and Deploymeant kit (A0K) 10

hittps:fidevaloper microsaoft. comven-usiwindows/hardwarefwindows
-assessment-deployment-kil

Fun the ADEK installation program and ensure thal you install the
following reguired components:

& Daployment Tools
# YWindows Frainstallation Environment Mindows FE)

Close

6. Click the link, download, and then install ADK.

Note: Ensure that the Deployment Tools and Windows PE check boxes are selected. Save disk space
by clearing the other options.

7. Click the Close button, and restart this procedure.

This document constitutes proprietary and confidential information of Barracuda Networks, Inc. This document may not be disclosed, used or
duplicated, in whole or in part without the prior written consent of Barracuda Networks, Inc.
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The Recovery Media options screen is displayed.

= Recovery Media Creator =]

What kind of recovery media would you like to create?

& 1S0 File (CD Image)
Create a .iso file to bum to CD in order to boot up the recovery
systam fram this CD.

T USB Flash Drive

Write the recovery system to a USE flash drive in order to boot
up the recovery system from the USE flash drive.

Mext Cancel

8. Select the ISO File radio button, and then click Next.

The Platform options screen is displayed.

£ Recovery Media Creator J:lﬂ

Choose the recovery media platform:
Both versions can restore 32-bit and B4-bit versions of Windows

& %86 (most common)
Choose x86 in most circumstances, unless you are restoring to
a machine that boots in UEFI made or whose hardware only
supports 64-bit drivers.

" wB4
Choose =64 if you are restoring to & machine that boots im UEFI
mode or whose hardware only supports 64-bit drivers.

@ Az B besl practice we recommend crealing recovery rmedia for each pladorm
50 you 're covered in both cases at restore time, and ko check the hardware
vendor's website to find out if thear hardware only support xbd.

Back Mext Cancel

9. Select your recovery media platform’s radio button.

e Select x86 in most circumstances, unless you are restoring to a machine that boots in UEFI
mode, or whose hardware supports only 64-bit drivers.

e Select x64 if you are restoring to a machine that boots in UEFI mode, or whose hardware
supports only 64-bit drivers.

This document constitutes proprietary and confidential information of Barracuda Networks, Inc. This document may not be disclosed, used or
duplicated, in whole or in part without the prior written consent of Barracuda Networks, Inc.
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Note: It is recommended to create recovery media for each platform so you are covered in both
cases at restore time. Check the hardware vendor’s website to determine if their hardware supports
only x64.

10. Click Next.

The Path screen is displayed.

& ey Hed o =izl
Where would you like to save this file?

Paih | Browss

Back vt | [ cancet |

11. Select the Browse button and choose your folder location.
The Next button is activated.
MEE:

Where would you like to save this file?

Pallv [ \RecoveryMesatealon Rec s

Back MNexd Cancel

12. Click the Next button.

This document constitutes proprietary and confidential information of Barracuda Networks, Inc. This document may not be disclosed, used or
duplicated, in whole or in part without the prior written consent of Barracuda Networks, Inc.
14
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The Create screen is displayed.

=lC] x|
The recavery madia will be generated at:
C\RecoveryMediaCreatonRec iso
Back | Create Cancel
13. Click the Create button.
The progress screen is displayed.
=0l =]

The recovery media is being generated at
ChARecovaryMediaCreatonRec iso

| |
Completed: 10%, Time Remaining 9 minutes

ECHOplatform Physical Imaging
Standard Bare Metal Recovery

This document constitutes proprietary and confidential information of Barracuda Networks, Inc. This document may not be disclosed, used or

duplicated, in whole or in part without the prior written consent of Barracuda Networks, Inc.
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ECHOplatform Physical Imaging
Standard Bare Metal Recovery

After the Recovery Media is created, the following screen is displayed.

= Recovery Media Creator _

Recovery media has been created at

C:\Windows\Temp\bmr.iso

Your .iso file is ready to bum to a CD. Boot your recoveans
machine from this disk to begin your bare-metal restore.

e

Close

14. Click the Close button, and then burn the .ISO file to a CD.
15. Use the CD to boot your recovery machine to begin a Bare Metal Restore.

Running Recovery Media
To run the Recovery Media, perform the following steps.

1. Boot the recovery machine from the disk or from the flash drive to start the recovery application.

The Bare Metal Restore screen is displayed.

&

Bare Metal Restare

Bare Metal Bestore:

Start Recovery Wizard

Troubleshooting Tools:
Add Drivers to Recovered Machine

Add Drivers for WinFE

Open Command Line

| This wizard will walk you through each step required to
| perform & bare metal restore

Lise goly if you've gone through the recovery wizard and
the restored machine fails to boot.

Use if the recovery application doas nol recognize this
maching's hardwars,

Usze o open the command-line interface (cmd. exe)

This document constitutes proprietary and confidential information of Barracuda Networks, Inc. This document may not be disclosed, used or
duplicated, in whole or in part without the prior written consent of Barracuda Networks, Inc.

16



l( Barracuda
MSP

2. Click Start Recovery Wizard.

The log in screen is displayed.

ECHOplatform Physical Imaging
Standard Bare Metal Recovery

User Login

]

To ensure data securnity, you must enter the log-in credentials associated
with this accounticomputer (not partner log-in credentials).

Username: | Please enter account username |

Computer (D

Login

Password: | Flease enter computer passw

@

3. Type your credentials, select the Computer ID, and then click the Login button.

Note: If you have a private key associated to your computer, you are prompted to enter it.

The SelectBackup Set Type screen is displayed.

= bareewny Ao

Triwct Apciup S Ty
St i b b i 1 R R S TR B P T

4

i 1195]

4. Select the Physical Imaging Standard radio button, and then click Next.

This document constitutes proprietary and confidential information of Barracuda Networks, Inc. This document may not be disclosed, used or
duplicated, in whole or in part without the prior written consent of Barracuda Networks, Inc.
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The Select Backup Restore Source page is displayed.

| v —r—y—

III.'-
CriiT GacAag Feamors it e 3
fen " tens e s k| L aban g Flpda w
& Tproyehen Cosd Trasg
Lt = ] =]
= Eramac
- il

garcrtwa s |

5. Select the Restore from Cloud Catalog or, the Restore from Secondary Catalog radio button.

The Select Recovery Volumes screen is displayed.

= Recoveny Wirsrs .
Saict ROCowary Vokm e - s
Sebe ] o ol ety sl 1 B aien ing il bl 2 it b B n i Fere

SELECT WOLLMES T RESTORE \VOUJVES SELECTED FOR AESTORE
& Bond Volatveni
3 EF1 Gymern Paroian [Sysien)
3 L [Booh
SELECT REVISEON
- ol & Fre
= -
3 VEUDGTR B O Pl e
— i Ban Fimit

6. Select the volumes and the revisions to be restored.

The selections are displayed in the right pane.
Note: The latest version of a volume is selected for restore by default. You can restore older

versions of volumes by clicking on the volume name and selecting the revision in the SELECT
REVISION pane.

This document constitutes proprietary and confidential information of Barracuda Networks, Inc. This document may not be disclosed, used or
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7. Click the Next button.

If the backup was online only, the recovery media downloads the blocks directly from the Cloud.

If the backup was online & local or local only, the Local Vault Location is displayed, as shown below.

T

Local Vault Location = o
Selpci S Local Vit kacafion of your soomoe maching § mmace backops

LT My Compuier|

il Syseen Peservedil |
il- @ OWD_ROME)

il Bosnfr )

Typed dabierarh |oubens of i wed Eaded ibave (o smample, Vb

Fa

oK Carcal
Note: If the backup was local only, you must select the path for Local vault.

If the backup was online & local, you can click Cancel to advance to the Map Recovery Volumes to
Target Disks page.

8. Select the Local Vault location of your source machine’s image backups, and then click OK.

The Map Recovery Volumes to Target Disks screen is displayed.

[E Revoeery Wand =
Map Reciey Viokames fo Tirpel Dy Sty |05
Fecresty e sreprod cizh Gryoss 3 make an msct ooy o iy mackeee o Togs source walames b vodues on B e ged machne inceeaanliy

& ulomeke:
Thwtat ol #0087 Tt o thell rachats Bn BolTEL cAlly el leEts B Sl Lo e pRIL T
M sl

Marsally cresin sndech parktors on B machens waang Dak Massoerest and map e souncs whumes indindsally to e o axnding volumss

Sourcs Woms Targat foiors Wolrss Latal Visurs Lafier  Boolask?
EFI Sytlan Patiten (3000 ME / 10800 ER Sysles Pattios (000 MB /303000 WE EFt Syars PariBan e
C 5768 /55 PGE) CEST 8 5. MGH Yea

| A < Backs | St Hetawesy
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Important!

e The automatic option erases all data on the target machine. You can retain data using the
manual option, but as a best practice it is recommended to back up any data to be kept on the
target machine before starting a bare metal restore.

e Ensure that the disk has enough space to store those volumes.

9. To automatically restore all selected volumes to the target machine’s disk, select the Automatic
radio button.

10. To manually create volumes on the target machine, select the Manual radio button.

The manual fields are displayed.

11. For manual restore, click the Disk Management button, and then select which source volume to
restore to the target volume.
Note: This option allows for a higher degree of flexibility upon restore (for example, you can
restore a source volume as a larger target volume; or change the layout of volumes across disks).
Note: If WinPE cannot recognize the target machine’s disks and the target machine is using a RAID
controller, you are prompted to supply the RAID controller driver.

12. Click the Start Recovery button to begin the restore.

This document constitutes proprietary and confidential information of Barracuda Networks, Inc. This document may not be disclosed, used or
duplicated, in whole or in part without the prior written consent of Barracuda Networks, Inc.
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The Recovery Progress and Logs screen is displayed.
e o " i)
Rirceraid iy Prosgeed and Logs 5” EE'

ok Plumg Pregraa Furtrss
Eymem Rewrerd Crsmpleas i LIS ]
Ak Crampline 10 LR LR
sk 13 € mempleda 0% 1R

Ve s re Bk your muchines moe 1 Bock friom Ehe rectvwsred vihmmas
H yeuy ire pestoring vobsmes 10 & machice with Seimilsr hardware, oo may et seed 12 inect miviing diivers.

Upen gma e Hun chkdak k] Meifare] Ciomtrs Restat

13. Click the View Action Logs button to observe progress.

When successfully restored, the following message is displayed.

N'r Congratulations, Restore Complete!

14. If you are restoring volumes to a machine with dissimilar hardware, inject missing drivers by
rebooting the machine or by clicking the Add Missing Drivers button. See Adding Missing Drivers

If the boot volume is being restored then the following occurs:
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After the restore is completed, chkdsk runs automatically.

Check your boot volume for errors and attempt to fix them

Running chixdsk /r for your boot volumes will atiempt to fix any emors on that wolume
automaticaly.

Please answer any quesies by clicking the Rleply button fypically you need to answer with
¥iM).

Angweer Reply

16367996 KB in 30423 fias,
BEEAD KB in 21079 indexes.
0 KB in bad sectors,
247979 KB in use by the system.
65536 KB occupied by the log file.
B7E33280 KB avadable on disk.

4036 bytes in each allocation uni.
26078575 tetal allocation unids on disk
21508320 allocation units avadable on disk.
Failed to transfer logged messages to the event log with status 50.

Attept regair (/) : e Exit

104315%03 KE total disk spaca, s

15. Check your boot volume for errors:

e If errors are found during chkdsk, click Attempt repair.
e If no errors are found, click the Exit button.

16. Click the Restart button to boot from the recovered volumes.

ECHOplatform Physical Imaging
Standard Bare Metal Recovery
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Adding Missing Drivers
To Add Missing Drivers, perform the following steps.

1. Boot the recovery machine from the disk or from the flash drive to start the recovery application.

The Start Recovery Wizard and Add Missing Drivers screen is displayed.

& Bare Metal Restore [=5=

Bare Metal Bestore:

| This wizard will walk you through each step required to
Start Recovery Wizard | perform a bare metal restare

Troubleshooting Tools:

: - Use galy if you've gone through the recovery wizard and
Add Drivers to Recovered Machine | yhg resiored machine fails to boot.

. Use if the recovery application doas nol recognize this
Add Drivers for WinPE e ognize

Open Command Line Use to open the command-line intedace (cmd axe)

2. If the machine does not boot because of a driver issue, after a BMR, click Add Drivers to
Recovered Machine.

The Missing Drivers screen is displayed.

==
Downkoad missing drivers from the manufacturer's website and save the files
to & local of shared slorage location his maching can Booess.
Chick "Choose Driver Files® 1o select the missing inf driver files
Chooose Drivar Filea Remove Divreer
Inject Cancel

3. Click the Choose Driver Files button, select missing drivers, and then click the Inject button.
The drivers are added.
This document constitutes proprietary and confidential information of Barracuda Networks, Inc. This document may not be disclosed, used or
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Chapter 2. Physical Imaging Rapid Recovery Bare Metal
Recovery

This section includes the following topics:

e Overview

e Downloading the Recovery Media Creator as an ISO File

e Downloading the Recovery Media Creator as a USB Flash Drive
e Running Recovery Media

e Adding Missing Drivers

Overview
Bare Metal Recovery (BMR) allows you to restore a physical image to either a similar or a dissimilar

physical machine. You can create the Recovery Media as a USB thumb drive or create the Recovery
Media as an .ISO file, which can then be burned to a CD.

The following tasks are performed using BMR:

Downloading the BMR Media Creator.
Downloading and installing Microsoft ADK is required to create the pre-installation media required
to perform a bare metal recovery.
3. Running recovery media creator generates the Recovery Media restore.
Running the Recovery Media restore.

This document constitutes proprietary and confidential information of Barracuda Networks, Inc. This document may not be disclosed, used or
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Downloading the Recovery Media Creator as a USB Flash Drive
To download the Recovery Media Creator, perform the following steps.

1. Navigate to the Computer page. See Navigating to the Computer Page for instructions.

Home > Manage > Intranis = 0002 (0002) ¥ Leave Feedback
— [ r
5 Computer: 0002 (0002) 8 support | | sesron for an aceount. Q]
i View Computer (Intronis)
‘Comparter Information |_f Edit
Backup agent: Connected ' DBMEZD16-11M5/2016
CompaUitEr name- ooo2 o] 5 GE-
* e & ® e & * e
Compuiter ID: ooo2 725 GB-
544 GB-
[Emall address:
Phone nammiber: 111-222-3333 382 GB-
Group: Default Group 181 G‘E'u s * = = @
Lincal baciop subsoription: Enabled ooe- . . . .
8112016 WB2016 1e2016 11372016

(o= Active Recoveries (0) B Acthaaty 23 System “¢ software O Nottfications i Backup . Delete I restore

Backup Set/Action Detailed Bvent Logs Start Date Resulis Status

2. Select the Restore tab.

The Restore Selections page is displayed.

Restore Selections
[ ]

Bare Metal Recovery
0 v
Backed Up Data Type

You have not restored any data during the last 7 days.
] fﬁﬁ- Physical Imaging Standard

Click on the = icon to perform a restore for the respective Restore Type.

3. Click Bare Metal Recovery.
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The Download Recovery Media Creator screen is displayed.

Download Recovery Media Creator
Create your recovery media before you need to perform a bare metal restore to save time.
SIEPE 10 Create recovery media:

1. Download the Recovery Media Creator .zip file by dicking "Download” below.

2 Download and install the Windows Assessment and Deployment Kit (ADK) 10:
hittps:figo microsoft. comifdink/p?Linkld=845542

3. Run RecoveryMediaCreator.exe and follow the steps in the wizard. You will be able to save
recovery media to a USB flash drive or as a .iso file to burn to CD.

Dowmnload Cancel

4. Click the Download button.
The Recovery Media Creator zip file is downloaded to your Downloads folder.
5. Open the Recovery Media Creator zip file and run the Recovery Media Creator executable (.exe).

The Windows Component Required screen is displayed, if Windows ADK 10 is not installed.

B Recovery Medis Creator — *

Windows Component Required
Fallow the steps fo download the missing components and re-start

thiz program o create the recoverny media

1. Downlaad the YWindows Assessment and Deploymeant kit (A0K) 10

hittps:fdevaloper microsaoft. comven-usiwindows/hardwarefwindows
-assessment-deploymeant-kil

2. Bun the ADE installation prograrm and ensure that you install the
following reguired components:

& Daploviment Tools
& Windows Prainstallation Esnvironment Mindows PE)

Close

6. Click the link, download, and then install ADK.

Note: Ensure that the Deployment Tools and Windows PE check boxes are selected. Save disk space
by clearing the other options.

7. Click the Close button, and restart this procedure.
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The Recovery Media options screen is displayed.

What kind of recovery media would you like to create?

130 File (CD Image)
Create a .iso file to burn to CD in order to boot up the recovery

gystem from this CD.
= |USB Flash Drive

Wite the recovery media to 8 USB flash drive in order to boot
up the recovery system from the USE flash drive.

Mext Cancel

8. Select the USB Flash Drive radio button, and then click Next.

The Platform options screen is displayed.

MEE

Choose the recovery media platform:
Both versions can restore 32-bit and 64-bit versions of Windows

& %86 (most common)
Choose x86 in most circumstances, unless you are restonng to
a machina that boots in UEFI mode or whoss hardware only
supports 64-bit drivers.

i x64
Choose x4 if you are restoring to & machine that boots in UEFI
mode or whose hardware only supports 4-bit drivers.

@ Az & basl praclice we recommend ereating recovery meadia for each platdorm
50 you 're covered in both cases at restore ime, and to check the hardware
vendor's website to find out if thear hardware only support xibd.

Back Mext Cancel

9. Select your recovery media platform’s radio button.

e Select x86 in most circumstances, unless you are restoring to a machine that boots in UEFI
mode, or whose hardware supports only 64-bit drivers.

e Select x64 if you are restoring to a machine that boots in UEFI mode, or whose hardware
supports only 64-bit drivers.
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Note: It is recommended to create recovery media for each platform so you are covered in both

Physical Imaging Rapid

Recovery Bare Metal Recovery

cases at restore time. Check the hardware vendor’s website to determine if their hardware supports

only x64.
10. Click Next.

The Drive Destination screen is displayed.

(Any existing data will be deleted)

Back Mext

Select a USB flash drive to house the recovery media:

Drive: |VMWARE-ESXI (F) (14.92GB)  +| Refresh

=10] %}

Cancel

11. Type the drive destination and click Next.

CAUTION! The following caution is displayed advising you to back up all the data before it is erased.

= mecovery Media Creator

The recovery media will be generated at:
F:

! ,  make sure you have backed up all the datal

Back | Create

EE

Ewverything on the target drive will be erased, please

Cancel

This document constitutes proprietary and confidential information of Barracuda Networks, Inc. This document may not be disclosed, used or
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12. Back up your data from the USB drive, and then click the Create button.

The following warning is displayed.

l,\ All data on 2 will be erased. Do you want to continue?

]|

13. Click Yes.

After the Recovery Media is created, the following screen is displayed.

T

Recovery media has been created at
F:

Your recovery media has been written and is ready to use.
Boot your recovery machine from this USE flash drive to begin
a bare-metal restore.

Close

14. Click the Close button, and then boot your recovery machine from the USB flash drive to begin a
Bare-Metal Restore.
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Downloading the Recovery Media Creator as an ISO File
To download the Recovery Media Creator, perform the following steps.

1. Navigate to the Computer page. See Navigating to the Computer Page for instructions.

Home > Manage > Intranis = 0002 (0002) ¥ Leave Feedback
— [ r
5 Computer: 0002 (0002) 8 support | | sesron for an aceount. Q]
i View Computer (Intronis)
‘Comparter Information |_f Edit
Backup agent: Connected ' DBMEZD16-11M5/2016
CompaUitEr name- ooo2 o] 5 GE-
* e & ® e & * e
Compuiter ID: ooo2 725 GB-
544 GB-
[Emall address:
Phone nammiber: 111-222-3333 382 GB-
Group: Default Group 181 G‘E'u s * = = @
Lincal baciop subsoription: Enabled ooe- . . . .
8112016 WB2016 1e2016 11372016

(o= Active Recoveries (0) B Acthaaty 23 System “¢ software O Nottfications i Backup . Delete I restore

Backup Set/Action Detailed Bvent Logs Start Date Resulis Status

2. Select the Restore tab.

The Restore Selections page is displayed.

Restore Selections
[ ]

Bare Metal Recovery
0 v
Backed Up Data Type

You have not restored any data during the last 7 days.
] fﬁﬁ- Physical Imaging Standard

Click on the = icon to perform a restore for the respective Restore Type.

3. Click Bare Metal Recovery.
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The Download Recovery Media Creator screen is displayed.

Download Recovery Media Creator
Create your recovery media before you need to perform a bare metal restore to save time.
SIEPE 10 Create recovery media:

1. Download the Recovery Media Creator .zip file by dicking "Download” below.

2 Download and install the Windows Assessment and Deployment Kit (ADK) 10:
hittps:figo microsoft. comifdink/p?Linkld=845542

3. Run RecoveryMediaCreator.exe and follow the steps in the wizard. You will be able to save
recovery media to a USB flash drive or as a .iso file to burn to CD.

Dowmnload Cancel

4. Click the Download button.
The Recovery Media Creator zip file is downloaded to your Downloads folder.
5. Open the Recovery Media Creator zip file and run the Recovery Media Creator executable (.exe).

The Windows Component Required screen is displayed, if Windows ADK 10 is not installed.

B Recovery Medis Creator — *

Windows Component Required
Fallow the steps fo download the missing components and re-start

thiz program o create the recoverny media

1. Downlaad the YWindows Assessment and Deploymeant kit (A0K) 10

hittps:fdevaloper microsaoft. comven-usiwindows/hardwarefwindows
-assessment-deploymeant-kil

2. Bun the ADE installation prograrm and ensure that you install the
following reguired components:

& Daploviment Tools
& Windows Prainstallation Esnvironment Mindows PE)

Close

6. Click the link, download, and then install ADK.

Note: Ensure that the Deployment Tools and Windows PE check boxes are selected. Save disk space
by clearing the other options.

7. Click the Close button, and restart this procedure.
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The Recovery Media options screen is displayed.

= Recovery Media Creator =11

What kind of recovery media would you like to create?

@ 150 File (CD Image)
Create a .iso file to burmn to CD in order to boot up the recovery
system from this CD.

T USE Flash Drve

Write the recovery system to a USE flash drive in order to boot
up the recovery system from the USE flash drive.

Mext Cancel

8. Select the ISO File radio button, and then click Next.

The Platform options screen is displayed.

= Recovery Media Creator J:lﬂ

Choose the recovery media platform:
Both versions can restore 32-bit and 64-bit versions of Windows

& x86 (most common)

Choose x86 in most circumstances, unless you are restoring to
a machina that boots in UEFI mode or whose hardware only
supports 64-bit drivers.

%64
Choose x54 if you are restoring to & machine that boots in UEFI
mode or whose hardware only supparts 64-bit drivers.

@ A= & best practice we recommend crealing recovery rmedia for each platdorm
50 you 're covered in both cases st restore tme, and ko check the hardwars
wvendor's website to find out if thesr hardware only support x4,

Back Nexd Cancel

9. Select your recovery media platform’s radio button.

e Select x86 in most circumstances, unless you are restoring to a machine that boots in UEFI
mode, or whose hardware supports only 64-bit drivers.
e Select x64 if you are restoring to a machine that boots in UEFI mode, or whose hardware
supports only 64-bit drivers.
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Note: It is recommended to create recovery media for each platform so you are covered in both
cases at restore time. Check the hardware vendor’s website to determine if their hardware supports
only x64.

10. Click Next.

The Path screen is displayed.

& By oo s

Where would you like to save this file?

Pain | Browsa

Back vt | [ cancal ]

11. Select the Browse button and choose your folder location.
The Next button is activated.
MEES

Where would you like to save this file?

Palhe [ \RecoveryModatealor Rec s

12. Click the Next button.
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The Create screen is displayed.

! Recowery Hadia Creator .d_l:_ ll

The recavery meadia will be generated at:
CARecovaryMediaCrealonRec iso

Back | Creata Cancel

13. Click the Create button.
The progress screen is displayed.
=|0) =]

The recovery media is being generated at
CARecoveryMediaCreaton\Rec.iso

[ |
Completed: 10%, Time Remaining: 9 menules

Hach Creale | Im
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After the Recovery Media is created, the following screen is displayed.

= Recovery Media Creator _

Recovery media has been created at

C:AWindows\Temp\bmr_iso

Your .iso file is ready to bum 1o a CD. Boot your recoveny
machine from this disk to begin your bare-metal restore.

mEE

Close

14. Click the Close button, and then burn the .ISO file to a CD.
15. Use the CD to boot your recovery machine to begin a Bare Metal Restore.

Running Recovery Media
To run the Recovery Media, perform the following steps.

1. Boot the recovery machine from the disk or the flash drive to start the recovery application.

The Bare Metal Restore screen is displayed.

&

Bare Metal Restore

Bare Metal Restore:

Start Recovery Wizard

Troubleshooting Toaols:
Add Dnvers to Recovered Machine

Add Drivers for WinPE

Open Command Line

| This wizard will walk you through each step required to
| perform a bare metal restore

Use gaoly if you've gone through the recovery wizand and
the restored machine fails to boot.

Use if the recovery application does nat recognize this
maching's hardware.

Use to open the command-line intedface (cmd exe)
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2. Click Start Recovery Wizard.

The log in screen is displayed.

Physical Imaging Rapid

Recovery Bare Metal Recovery

User Login

with this account'computer (not partner log-in credentials).

Username: | Please enter account usemame |

Password: | Flease enter computer password 0

Computer |D: (¥

Login

Ta ensure data security, vou must enter the log-in credentials associated

]

3. Type your credentials, select the Computer ID, and then click the Login button.

Note: If you have a private key associated to your computer, you are prompted to enter it.

The Select Backup Set Type page is displayed with Physical Imaging Rapid Recovery selected as the

default.

T Facovery Wieard
Seinct Backup St Type Stwp (18]

Saluct P backep st 5P vou want i resions phvaical smagng ninisions bom

@ Pryncal Inagrg Mapad Pacowesy

Prycal Fragers Stardard

o ord eug M_l;_.-

4. Click Next.
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The SelectBackup Restore Source page is displayed.

}E-Hunw'l'-ﬁm
itap [25]

Soiact Bscis Fastore Scuton
st b [ i ped ooy sk

ST [P, oo il el M 1T et P

® Flasizrs from Cloed Catabog

Flasicrs from Locs! Cataleg (e
Bp=ar

Ciatislog nisicrnd sucowmafally

Select the Restore from Cloud Catalog or the Restore from Local Catalog (in Local Storage) radio

button.
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The Select Recovery Volumes screen is displayed with the latest full revision selected as the default
(Current State), as shown below.

Seloct Recovery Wolamas Step (315)
Salert the volumes Bnd resisions you would s o restone i fhis machine

SELECT VOLUMES TO RESTORE WOLUMES SELECTED FOR RESTORE
[ Bost Viskomes | = Bool Volume: (27112018 110623 P}
& Sysiem Besarsed (Sysiem) & Gystem Reserved (Symer)
3 C [Boed) & C: (Boat)

[ v Hew Vduma (7
O v KEW YOLUME [G)

[ v M Vb i1

SELECT REVISION

A |
|

I 2NLZF018 110633 Pl (T unerd Shats)

() 2302018 11:06:30 PH (inc)
1 2502 100822 M (e
) 28013 171:08:35 M (lec)

) 27 11,0830 PM (inc) |

£ valigaie the datn

Dpen cmd sag < Back

6. Select the volumes and the revisions to be restored.

The selections are displayed in the right pane.
Note: The latest version of a volume is selected for restore by default. You can restore older

versions of volumes by clicking on the volume name and selecting the revision in the SELECT
REVISION pane.

7. Click the Next button.
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The Map Recovery Volumes to Target Disks screen is displayed.

(B Revireery Wi =
Map Bacowry Volamed 0 Tarpel Dk St (4]
Fleermss e sregpred cizk Sapost 2 maks an essct comy of $an mackse o ssarce ealames b vdues on B barged sk irak el
& Aulomeis

it oll suciog Sets on et rachess §nc sdomedoally racieats B ongrel toace parbtont

Manusl

Maroalty crere oot parkbers o B machine ey Dok Masageee= ord map S sourcs voiames o nduslly b2 reve o pan g veloees
Eource Woume Target 'iciams vols Litwl Vidime Lefler  Bociatls?
EF1 Sytlan Patten (.00 ME 7 10800 - ER Systel Ftiios 2000 B/ 105000 ME EFt Syar Partian Te
C-E5T OB /55 7GE LB 5T GRS 55 TG Viem

Cpae oy wen 4 Bancke | St oy

Important!

e The automatic option erases all data on the target machine. You can retain data using the
manual option, but as a best practice it is recommended to back up any data to be kept on the
target machine before starting a bare metal restore.

[ ]

Ensure that the disk has enough space to store those volumes.

8. To automatically restore all selected volumes to the target machine’s disk, select the Automatic
radio button.

9. To manually create volumes on the target machine, select the Manual radio button.

The manual fields are displayed.

10. For manual restore, click the Disk Management button, and then select which source volume to
restore to the target volume.

Notes:

This option allows for a higher degree of flexibility upon restore (for example, you can restore a
source volume as a larger target volume; or change the layout of volumes across disks).

If WIinPE cannot recognize the target machine’s disks and the target machine is using a RAID
controller, you are prompted to supply the RAID controller driver.

11. Click the Start Recovery button to begin the restore.
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The Recovery Progress and Logs screen is displayed.

Riscermty Presgeiia and Logs

Step [5/5)

ol Flame Pregrem Firtre
System Besereed Complese Vo 00224
CAdimk L Commpsbiae 100 RO B R
[k 122 Cnmplea [ -1R

Wizt rst e B your s hires mo 12 Bxoot rom Bhe recovered vohumeas
I yeuy re pestoring volsmes 10 & machice with Sximilar hardware, oo may it reed 12 inect miviing diivers.

Ypen omd e Hun ghkdzk e R [ ] Restart

12. Click the View Action Log button to observe progress.

When successfully restored, the following message is displayed.

‘u'r Congratulations, Restore Complete!

13. If you are restoring volumes to a machine with dissimilar hardware, inject missing drivers by
rebooting the machine or by clicking the Add Missing Drivers button. See Adding Missing Drivers.
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If the boot volume is being restored then the following occurs:
After the restore is completed, chkdsk runs automatically.

Check your boot volume for errors and attempt to fix them

Running chikdsk /f for your boot volumes will aliempt 1o fix any erors on that volume

automaticaly.

‘ﬁba:lu anawer any quenes by dicking the Flaphy button fypically you need to answer with
M),

Answer Reply

104315503 KB total disk space.
16367536 KB in 30423 fies,
GEG4E KB in 21079 indexes,
0 KB in bad seciors,
247979 KB in use by the system.
G5536 KB occupied by the log file.
BTEA3280 KB avadable on disk.

4036 bytes in each allocation uni.
LE0TE375 total allocation units cn disk.
21508320 allscation unts avaiable on disk.
Failed to transfer logged messages to the event log with status 50.
¥

Eit

Atternpt repair (ir)

14. Check your boot volume for errors:

e If errors are found during chkdsk, click Attempt repair.
e |f no errors are found, click the Exit button.

15. Click the Restart button to boot from the recovered volumes.
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Adding Missing Drivers
To Add Missing Drivers, perform the following steps.

1. Boot the recovery machine from the disk or from the flash drive to start the recovery application.

The Start Recovery Wizard and Add Missing Drivers screen is displayed.

& Bare Metal Restore ===

Bare Metal Restore:

| This wizard will walk you through each step required to
Start Recovery Wizard | perform a bare metal restore

Troubleshooting Toaols:

. . Use galy if you've gone through the recovery wizand and
Add Drivers to Recovered Machine | he resiored machine fails to boot.

. Use if th ication doas not ize thi
Add Drivers for WinPE e oognize s

Open Command Line Use to open the command-ine intedace (cmd.exe)

2. If the machine does not boot because of a driver issue, after a BMR, click Add Drivers to
Recovered Machine.

The Missing Drivers screen is displayed.

===
Downioad missing drivers from the manufaciurer's websie and save the files
lo & local of shared slorage Iocation his maching can BOOEss.
Clhick "Choose Duiver Files™ [0 select Ihe missing .inf driver files
Chooas Drrsar Filea Romoyn D
Inject Cance

3. Click the Choose Driver Files button, select missing drivers, and then click the Inject button.

The drivers are added.
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PART Il. CONTACTING PARTNER SUPPORT

This chapter includes the following topics:

e How and When to Contact Partner Support
e Common Issues You Can Check
e Preparing for Support

How and When to Contact Partner Support
Partner Support hours are Monday — Friday 8 am —9 pm EST. Contact Partner Support by:

e Phone at 1-800-569-0155, option 1.
e Live chat from the website or management portal.
e Email support@barracudamsp.com.

During weekends and holidays, coverage during business hours is provided via email only.

Before contacting the Partner Support Team, attempt level-one troubleshooting of the issue.

Common Issues You Can Check
Here are some common issues you can check before seeking support.

e Access the logs for flagged issues through the management portal or on the local software.
e When a failed backup notice is received, try to reproduce the issue or manually run a backup.
e Check the network and environmental variables that could cause a backup to fail.

— Check Event Viewer for corresponding errors
— VSS writers

— Permissions

— Connection/Firewall/Anti-virus

e Check the Knowledge Base for relevant articles.

Preparing for Support
When you contact the Partner Support Team, be ready to provide the following:

e The user name of the account with the issue and the computer ID.
e Any warnings, exceptions, or error messages.

If an existing case, have that case number available so Support can access it to find all relevant
information. Depending on the backup solution, a remote connection to the machine may be necessary.
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APPENDIX

This appendix includes the following topics:

e Navigating to the Computer Page
e Backup Options

e Archiving Rules

e Backup Schedules

Navigating to the Computer Page

Appendix

To navigate to the Computer page, perform the following steps.

1. Loginto your account.

The Home page is displayed.

View Reports

v v w v

Pay Bill Dowmloads Preferences

ECH® a .
i
Pl AL Home Manage  More Services
Home
A
EBarracuda Dashboard

Select Group to Display- (4]l Computers (No Group)

+ Backups finished in the last| 24 Hours |

B Leave Feedback

:: Support | Soanch for an J0couwTt..

=Y

¥l inciude Recurring-interval Based Badkups

MNow

Last Updated
11/3/2016 at 1:16 PM

71\

v

=

0% 0% 100% 0
oz o2 a2
FAILED WARNINGS COMPLETED RUNNING
Fites O & [ &[]  FiltersAffiec: | Most Recent Status|v| Time Displayed as: Elapsed Time || Apply

Sort By: | ACCOUNT Mame {A-Z) Acoounts Displayed Per Page: |25 Currently Viewing Page 1 of 1[¥| Expand an (]
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2. At the ECHOplatform ribbon, click Manage.

The Management Dashboard is displayed.

More Services  View Reports Pay Bill

Dowmiloais

Appendix

-
O B

Preferences

Home > Manage

3 Dashiboard

.

= View Edit and Manage Your Accounts. Groups. and Camputers
MANAGE

Manage Accounts/Packapges Manage your accounts and devices, backup packages and acoount billing plans.
Manage Essentials Services Assign Essentials senvices to your subpartners

&3 support

ACOOHUTS ViEw Group View
AcoountfComputer Version Badup padages Cloud usags ér_l = ;f E—- LrF"
4 BR2 106.03 GB 12 ] | 1 1
[ carwasn Entry Plus 18.05 GB 7 4 0 0 L]
|+ Lanar Office Availanilicy 87.98 GB 5 4 1 1 1

B Leave Feedback

Search or 80 J0C0WTE... Q |
&8 Add Account
’
oo
o
[t}

3. Click the Account/Computer you want to access.

The Manage Account page is displayed.

Dowmnloads

Preferences

o Suppaort

12n2016

[# Add Computer

E C H a ‘ﬂ';:r.." |1EE bt
PLATFORM
Manage More Services  View Reporis Pay Ball
Home > Manags > Lew Office
== Account: Law Office
-_
ey Manage Account
ACCOUNT IMFORMATION
Comparry narme: Law Office
Name: test]
Contact and billing addrecs test 296 GB-
e 797 GB- _
USA 527 GB- -
Gl
Phone number: 1235423142 798 GB-
129 GB-
Ernail address: = 3
00B- -
Online usage: 90.53 GB AP0
Badkup package: Availapility &
Acoourit billing plan: Default Home 1 &
Portal access: Create/Edit, Delete, and Restore
Custom field: -
oy Computers Bl Activity 4| Biling, = Licersing <y Alerts .4 More Services
5 Backup Agentls) Installed
Computes Version Cloud usage Local backup Preferences
Law Office-0000 571 5066 GB - -
Law Office-0004-0004 571 62 56 GB - -

Bl Leave Fesdback

Q

Segrch for an aorount

& Change Password | [ Edit

T2E2006 - D1/2652017

127232016 1262017

} Apply Template | 3 Delete
&
&
&
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4. Select a computer from the Computer list.

The Computer page is displayed.

Appendix

‘Computer Information

Backup agent:
CHMPULET Name-
Computer ID:

(4 Active Recoveries (0]

Home > Manage > Barracuda >

= Computer- Priysical (0001)

-—
- wiew Computer (Barraouda)

Physical (0001}

Connected &
Prysical
0001

1mmnn
Default Group

Local backup subsoription: Enaoled

I Acy

5.0 KE-
4.0 KE-

622017

<% software 0 Nofications 1 Badkup

Leave Feedback

ﬁ Support | | Seanoh foran accourt. Q, |

[# Edit

DANAHNT - 072N T

¥ Delete [ Restore

5. Follow the procedures in this guide to perform your backups, restores, and deletes.
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