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INTRODUCTION

This chapter includes the following topics:

e Audience

e  What’s New

e About This Document

e Backup Agent Software Requirements
e Related Documentation

e Partner Support

Audience
This document is intended for IT professionals and partners providing their clients with cloud backup
and recovery support.

What's New

This release contains the following new features:

e A new software user interface.
e Support for Hyper-V Offline Mode backups.
e Support for vSphere 6.5 and Windows 2016.

About This Document
This User Guide provides the following information:

Part Contents

Introduction | Information about this release and this document.

1 New Software User Interface. This release provides an HTML5 user interface that
replaces the Silverlight wizard. This change enhances the software user interface.
2 New Technical Features includes the following new features:

e Hyper-V Offline Mode backups
e Support for vSphere 6.5 with TLS 1.0 Enabled

New ConnectWise and Autotask Sections

Files and Folders Backup and Restore

VMware Standard Backup and Restore

VMware QuickSpin Backup and Restore

SQL Server Backup and Restore

0 N o Ll b W

Physical Imaging Backup and Restore

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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Part Contents
9 Hyper-V Standard Backup and Restore
10 Hyper-V Rapid Recovery Backup and Restore
11 Exchange Mailbox Level Backup and Restore
12 Exchange Information Store Backup and Restore
13 System State Backup and Restore
14 How to prepare for and contact partner support.
15 Appendix

Related Documentation
The following documentation is available:

Backup and Restore Reference Guide — provides details on how to perform backups and restores for
each backup type.

Best Practices Partner Guide - provides details on best practices for performing backups and
restores.

Quick Start Partner Guide - provides information about setting your preferences, creating templates,
and installing the software.

Autotask Integration Guide - provides information about setting up Autotask integration with the
Backup Agent.

ConnectWise Integration Guide - provides information about setting up ConnectWise integration
with the Backup Agent.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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Backup Agent Software Requirements

Introduction

The following table provides the requirements for running the Backup Agent software.

Backup Agent Software Requirements

Supported Operating Systems

e MS Windows Server 2008 SP2/2008 R2 SP1,
SP2/2012/2012 R2/2012 R2 Essentials/2016

e MS Windows 7 SP1/8.0/8.1/10

e MS Windows Small Business Server 2011

e MS Windows Vista SP2

Physical Imaging and BMR Supported Operating
Systems

e MS Windows 7.0/8.1/10

e MS Windows Server 2008 SP2/2008 R2
SP1/2012/2012 R2/2012 R2 Essentials/2016

e MS Windows Small Business Server 2011

BMR Support

e Hard Disk Controllers
— SCsl
— IDE
— SATA
e Boot Types/Disk Partition Styles
— MBR
— GPT
e Supported File Systems (for backup source)
— NTFS
e Supported Backup Destinations
— 512 byte sector disks
— 4K native sector disks
e Sparse file systems do not support Rapid
Recovery to Hyper-V hosts. Hyper-V does not
support running virtual machines from sparse
file systems.

Web Portal Requirements
e Internet Explorer 10/11 (desktop mode)
e Firefox (most recent version)

Minimum Requirements for File and Folder

Backups

e 2 GHz dual-core CPU

e 1 GB of total RAM (500 MB free RAM during
backup, restore, or delete operation)

e Free disk space equaling twice the size of your
largest protected file (not required for VM
backups)

e Broadband Internet Connection

e MS.NET Framework 4.5.2

Minimum Requirements for Exchange, SQL,

Imaging, VMware, and Hyper-V Backups

e 2GHz quad-core CPU

e 4GB of Total RAM (1 GB free RAM during
backup, restore, or delete operation)

e Free disk space equaling twice the size of your
largest protected file (not required for VM
backups)

e Broadband Internet Connection

e MS.NET Framework 4.5.2 (to allow
backup/restore/delete management from the
web)

Exchange

e MS Exchange 2007 SP1/2010/2010 SP1,
SP2/2013/2013 SP1/2016 (when installed on
Windows Server 2008 R2 with SP2/2012
Standard Editions or Small Business Server
2011. Does not support DAG or clustered
environments.)

sQL

e SQL 2008/2012/2014 Standard Edition

e SQL Servers must be running in simple recovery
mode

e Support for SQL 2005 is not provided.

Virtual Machines
e VMware ESX/ESXi/vCenter

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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Backup Agent Software Requirements

5.0/5.1/5.5/6.0/6.1/6.5/

e VMware vSphere 6.5. (TLS 1.0 must be enabled
on all hosts managed by the vCenter Server.)

e All supported VMware versions require
VMware Essentials license or higher. Includes
support for clustered environments.

e Hyper-V 2012 R2/2012/2008 R2 (does not
include clustered support)

e Windows Server 2012 R2 Essentials is not
supported as a virtualization host

Partner Support
Partner Support is available 8 AM to 9 PM (EST).

Phone: 800.569.0155 or 617.948.5300

Email: support@intronis.com

You also can use the live chat service 8 AM to 6 PM (EST).
Click the following link:

Link: http://www.intronis.com/support/contact.php

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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New Software User Interface

PART I. NEW SOFTWARE USER INTERFACE

This release provides an HTML5 user interface that replaces the Silverlight wizard. This change enhances

the software interface.
This part includes the following chapters:

o New Pages

e New Display Features

e New General Features

o New Template Interface

Chapter 1. New Pages

This chapter includes the following topics:

e New Computer Page Tab Settings
e New System Page

e New Software Page

e New Notifications Page

e New Backup Selections Page

e New Restore Selections Page

e New Delete Selections Page

New Computer Page Tab Settings

The following tabs have been added to the Computer page:

e System
e Software
e Notifications

Figure 1 provides a display of the new tabs.

(54 Active Recoveries (0)

M Actvity || 5 System

{» Notifications

i Backup 3 Delete

Figure 1. New Computer Page Tab Settings.
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The System page is where you can specify computer-specific settings to determine how the agent on the

local computer behaves.

The System page allows you to do the following:

Specify how many items are backed up or restored at the same time.

Specify how many times a file should be retried if it fails to back up.

Set wildcard exclusions to exclude items from your backup sets.

Specify how Stray Files are managed.

Figure 2 provides a display of the System page.

(G4 Active Recoveries (0) BB Activity s system 4 software D Notifications 1l Badkup ¥ Delete ] Restore

Set computer-specific settings to determine how the software agent on the local computer will behave. m

Concurrent Workers

File Retries

Wildcard Exclusions

Stray File Retention

For files, work on 3 file(s) concurrently.
For Hyper-V, work on 3 VM(s) concurrenty.
For VMware, work on 3 VM(s) concurrently.

For mailbox backups, work on 1 mailbox(es) concurrenty.

Retry each file 1 time(s).

Exdude: *\$Recycle.Bin*, *:\System Volume Information®, *A\RECYCLER*, *\Windows*, *\Users\*\AppData\Local\Temp*

No stray files retained.

Figure 2. System Page.
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Editing the System Page
To edit the System page, perform the following steps.

1. Atthe Computer page, click the System tab.

The System page is displayed.

(2= ACtive Recovenes (0} & Acnmy @ System < software 0 Noufications {i Backap 3 Delete Il mestore
Set computer-spedific settings to determine how the sofoware agant on the local computer will behave. m

Concurrent Workers For files, work on 3 file(s) concurrenthy.
For Hyper-V, wark on 3 V(=) conourrenthy.
For Viware, work on 3 YM(s) concurrently.

For mailbox backups, work on 1 mailbox{es) concurrently.

File Retries Retry each file 1 tme(s).
Wildcard Exclusions Exclude: *\$Recycle Bin*, *\System Volume Information®, *\RECYCLER*, *:\Windows*, *\Users\*\AppData\Local\Temp*
Suray File Retention Mo stray files retained.

2. Click the Edit button.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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The fields are enabled.

(o Active Recoveries (03 B Activity (i System ¢ Software ¥ Notfications {ii Backup ¥ Delete Il mestore
Set computer-specific settings to determine how the software agent on the |ocal computer will behave.
Concurrent Workers For files, workom 3 : file{=) conourrenthy.
For Hyper-V, work on | 3 : VM(s) conourrenthy.
For Viware, work on | 3 : ViNd{=h conourmenthy.

For mailbox backups, work on | 1 + | mailbodes) concurrently.

File Retries Retryeachfile[1 | % |time{s).

Wildcard Exclusions

Stray File Retention [ Automatically remaove stray files after | 30 » | days.

O
O

{anml ﬂ

3. Atthe Concurrent Workers section, specify how many VMs are backed up or restored at the same
time.

Note: Increasing this value may improve the performance of these operations, but may consume
more resources on this computer.

4. At the File Retries section, specify how many times a file should be retried if it fails to back up.
Note: The default setting is 1.

5. At the Wildcard Exclusions section, set wildcard exclusions to exclude items from your backup
sets.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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Note: Separate each phrase with commas. Commit each phrase by pressing Enter.
Example: The following is an example of committed wildcard exclusions.

Exclude:
5Ers) pplataiLocalilemp

6. At the Stray File Retention section, optionally select the following:

e Automatically remove stray files after x days.
Note: The default is 90 days.

e  Skip file removal if volume or share is not found.

e Always keep the most recent copy of each file.

Note: The last two options are enabled only when the first item is selected.
Definition: Stray files are any backed-up files that have been removed from the local machine, the
backup set or excluded above.

7. When you have completed your selections, click the Save button.

The confirmation pop-up is displayed.

Are you sure you want to save the changes?

g -

8. Click Yes.

Your new settings are displayed.

New Software Page
The Software page is where you can specify computer-specific settings that determine how the backup
agent on the local computer behaves.

The Software page allows you to do the following:

e Specify a temporary folder.

e Disable or synchronize the Local Vault folder with the remote servers.
e Set bandwidth throttling limits.

e Upload logs

e Create a backup installer

e Apply templates

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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Figure 3 provides a display of the Software page.

Temporary Folder

Local Vault

Bandwidth Throttling

Upload Logs

(G4 Active Recoveries (0) BB Activity {3 System 4 software €D Notifications 1l Badkup ¥ Delete ] Restore

Ser computer-specific settings to determine how the software agent on the local computer will behave. [~ e Py TPy I Apply Template m

Path: C:\Windows\TEMP\BackupAgent

Local Vault Disabled

Sync the Local Vault folder with the remote servers. Any data backed up to the remote servers while the Local Vault is
unavailable will be downloaded to the Local Vault in the background once it is made available.

Do not limit bandwidth usage

Automatically upload logs for online viewing

Figure 3. Software Page.

Editing the Software Page
To edit the Software page, perform the following steps.

1. Atthe Computer page, click the Software tab.

The Software page is displayed.

(o= Artive Recoveries (0}

& Acmy 5 System <+ software D Noufications {i Bacdmp » Delete [ mestore

Set computer-specific settings to determine how the software agent on the local computer will behave. [l gl Y T == 4 I Apply Template m

Termnporary Folder Path: CWindows\TEMP'\BackupAgent

Local Vault Local Vault Disabled

Syni the Local Wault folder with the remote servers. Any data backed up to the remote servers while the Local Vault is
unavailable will be downloaded to the Local Vault in the background once it is made available.

Bandwidth Throttling Do niot limit bandwidth usage

Upload Logs Automatically upload logs for online viewing

2. Click the Edit button.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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The fields are displayed.

Temporary Folder

Local Vault

Determine software-agent behaviors by modifying these settings.

Path: IE:'\Windows\TEMF'\Eacb.lpP.gen:

Enable the Local Vault

Path: I

(s ACtive ReCoVeries (0 0 Aoty (23 System % software 0 Noufications 1 Badmp ¥ Delete Il restore

Sync the Local Vault folder with the remote servers. Any data backed up to the remote servers while the Local Vault is

unavailable will be downloaded to the Local Vault in the background once it is made available.

[ Badkup directly to the Local Vault first. All data will be uploaded to the remote server in the badkground. This option is
designed for businesses with low bandwidth and smaller backup sets as it only uses one thread to upload to the cloud to

ensure low bandwidth utilization.

Process | 1 » | iemis) concurrently when synchronizing the Local Vault folder with the remote servers.

The Local Vault is where local copies and local-onlky data are caved.

® Limit bandwidth uzage (O Do net limit bandwidth usage

Sunday v | through| Sunday v (from|12:00 AM | (D [t0{12:00AM (D Limit to| 64

M

Uplaad warning and error log éntried to enable onling viewing.

& | Kbis
v

=

3. Atthe Temporary Folder section, accept the default, type a new path, or click the Browse button

to locate the temporary folder.

Browse Option

a. Click the Browse button.

The folder options are displayed.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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Please select a folder below:
Current selection:
- Local Disk{C:A) >
- e Volume{EDy) >
A »
Type neowork location if it is not listed abowe [(for example, Vwserver'share):
Path:
Cancel

b. Select the destination.

The OK button is activated.

crcet 0

c. Click OK.

The address is displayed in the Path field.

Panh: [L:'lLGcalﬁturage-

To add a network location that is not listed, perform the step below.
Adding a Network Location

a. To back up files and folders on another network location that is not listed,
type the network path address in the Path field as shown in the example
below.

Type nebwork location if it is not listed abowve (for example, Viserver\share):

Path: | Yiexample ®

The add button is activated.

This documentcorsututes PTUPTTELATy artu COTTITUETTUAT MITOTTITa UuTT UT TN OIS, TS UUTUTTTETTU Ty TTUT UE UTSTIUSEU, USEU UT UupT cated, in
whole or in part without the prior written consent of Intronis.
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b. Click the add button.

4. At the Local Vault section, optionally select the Enable the Local Vault check box.
Definition: The Local Vault is where local copies and local-only data are saved.

a. If enabled, click the Browse button to locate the Local Vault. See Browse Option above.
b. Optionally, select one of the following check boxes.

e Sync the Local Vault folder with the remote servers.
Note: Any data backed up to the remote servers while the Local Vault is unavailable is
downloaded to the Local Vault in the background once it is made available.

e Backup directly to the Local Vault first.
Note: All data is uploaded to the remote server in the background. This option is designed for
businesses with low bandwidth and smaller backup sets as it only uses one thread to upload to
the cloud to ensure low bandwidth utilization.

c. Select from 1 to 5 items to process concurrently when synchronizing the Local Vault folder with
the remote servers.

5. At the Bandwidth Throttling section, optionally select the Limit bandwidth usage radio button.
The usage fields are enabled.

6. Setyour usage limits.
Note: The default setting is Sunday through Sunday from 12 AM to 12 AM with a limit of 64 Kb/s.

7. Atthe Upload Logs section, optionally select the Automatically upload logs for online viewing
check box.

Note: This option uploads warning and error log entries to enable online viewing.

8. When you have completed your selections, click the Save button.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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The confirmation pop-up is displayed.

Are you sure you want to save the changes?

o -

9. Click Yes.
Your new settings are displayed.

About the Custom Backup Installer
You can create a custom installer file that allows the software to self-install with the proper username,
and Computer ID.

This option also allows you to configure the Backup Agent’s settings from the Management Portal.

Creating a Custom Backup Installer
To create a custom backup installer, perform the following steps.

1. Atthe Computer page, click the Software tab.

The Software page is displayed.

(o= ACtve Recovenes (0} [ Acoviy 723 System ¢ software {0 Nofications 1 Badmp ¥ Deletz [l restore

Set computer-specific settings to determine how the software agent on the local computer will behave. [l W g PETey (123 I Apply Template m

Temporary Folder Path: CWindows\TEMP\BackupAgent

Local Vault Local Vault Disabled

Sync the Local Vault folder with the remote servers. Any data backed up to the remote servers while the Local Vault is
unavailable will be downloaded to the Local Vault in the background once it is made available.

Bandwidth Throttling Do not limit bandwidth wsage

Upload Logs Auromatically upload logs for online viewing

2. Click the Create Installer button.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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The Installer Created pop-up is displayed.

Installer Created

https:/!

@intronlstest.com

oK

3. Copy and paste the link or email it to the contact for this computer, and then click OK.

Run the installer.

The Setup Wizard is displayed. See Installing the Backup Agent Software in the Quick Start Partner

Guide for procedure.

Applying a Template to a Single Computer from the Software Page
To apply a template to a single computer, perform the following steps.

1. Atthe Computer page, click the Software tab.

The Software page is displayed.

Termmporary Folder

Local Vault

Bandwidth Throttling

Upload Logs

(== Active Recoveries (0} [ Activity 2% System ¢ software 0 Notfications 1 Badkup ¥ Deleta I Restore

Set computer-spedific settings to determine how the sofoware agent on the local computer will behave. [l W Tl == I Apply Template m

Path: C\Windows\TEMP'\BackupAgent

Local Vault Disabled

Sync the Local Vault folder with the remote servers. Any data backed up to the remote servers while the Local Vault is
unavailable will be downloaded to the Local Vault in the background once it is made available.

Do not limit bandwidth usage

Auromatically upload legs for online viewing

2. Click the Apply Template button.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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The Apply Template pop-up is displayed.

Apply Template

-:h.:m:—;. — [+] -fh:".."I.E;u [+]

Apply Cancel

3. Select the desired template from the drop-down menus, and then click Apply.

e [f applying Preferences templates, the changes are applied to the selected agent the next time
the agent checks in. Agents that are running check in every 15 minutes.

e Note that a Pending status for a Preference template is displayed on the Computers section of
the Manage Account page until the template is applied, as shown below.

3 Backup Agent(s) Installed ¥ Add Computer |/ Manage Semtingsxml | [%3l Create Installer [} Apply Template | 3 Delete
Computer Version Ooud usage Local nackup Preferences &
Law Office-0000 571 5.66 GB - - &
Law Office-0004-0004 571 5403 GB = Pending &

e If applying Notifications templates and/or Overage Alerts templates, the Append pop-up is

displayed, as shown below.

Apply Template

Would you like to append any new email addresses to the existing notification emails on
each computer, or replace all listed email addresses with those in the template?

Append Replace Cancel

e Append adds settings not already specified (good for modifying notifications settings).
e Replace overwrites all settings with exactly what was chosen in the template (good for resetting
or clearing notifications settings).
This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in

whole or in part without the prior written consent of Intronis.
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4. Click Append or Replace.

The new email notifications are added or replaced.
See Templates for more information.

New Notifications Page
The Notifications page allows you to assign backup notifications for various backup outcomes to be sent
to any number of email addresses.

The Notifications page allows you to do the following:

e Specify what email addresses that receive backup notifications and define the report criteria.

e Customize the content of the Backup Complete, Backup Warning and Backup Failed notifications.

e Control how often you receive notifications that a backup set has not run.

o Set how long a backup set can run before sending an email notification and specify how often to
send the email notification.

e Control email notifications for VMware QuickSpin, Images, and Files & Folders backup sets that are
using recurring-interval schedules.

e Specify how many times (1-25) these same backup sets using recurring-interval schedules must fail
consecutively before receiving a notification.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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Figure 4 provides a display of the Notifications page.

(G« Active Recoveries (0) B Activity {3 system <% software €D Notifications 1l Backup ¥ Delete ] Restore

Assign backup notifications for various backup outcomes to be sent to any number of email addresses. m
Emails
EmailRecipients (1)
Determines what email addresses you would
like to receive backup notifications and define y@intronistest.com +* Completed, 4 Warning, @ Failed, © No RecentBackups
the criteria in which these notifications report.
The default email address for this account is
automatically included.

Settings

Notification Preferences Include Failed ltams

Customize the content of the Backup Complete,
Backup Warning and Backup Failed
notifications.

©No Recent Backups

Control how often you receive notifications that  If a backup has not run in 1 week(s) send an email notification every 1 day(s)
a backup set has not run.

Z Backup Runtime

Set how long a backup set can run before
sending an email notification and specify how
often to send the email notification.
Recurring-Interval Scheduled Backups
Control email notifications for QuickSpin,
Images, and Files & Folders backup sets that are
using recurring-interval schedules.

£ Send "Backup Warning™ email notifications

Also, specify how many times (1-25) these same
backup sets using recurring-inteval schedules
must fail consecutively before receiving a
notification.

Include No Files Notice

If a backup runs longer than 48 hour(s) send an email notification every 1 day(s)

+# Send "Backup Complete” email notifications

D Send “Backup Failed" email notification only after 1 recurring-interval scheduled backup(s) in a row failed.

Figure 4. Notifications Page.

Editing the Notifications Page
To edit the Notifications page, perform the following steps.

1. Atthe Computer page, click the Notifications tab.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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The Notifications page is displayed.

(= ACtive Recovenes (0 B Acovey (25 System ¢ software 0 Nottfications {i Backap % Deletz [l pestore

Assign backup natifications for various backup outromes to be sent to any number of email addressas.  Edit Emails
Emails
EmailRecipients (1)
Determines what email addresses you would
like to receive backup notfications and define yi@intronistest.com +* Completed. & Warning. @ Failed, ) Mo Recent Backups
the criteria in which these notifications report.
The default email address for this account is
automatically included.

Settings

Maotification Preferences Inciude Esiled It
Customize the content of the Backup Complete, neuge Fal ms
Backup Warning and Backup Failad

notifications.

“'No Recent Backups
Control how often you receive notifications that  If a backup has mot run in 1 weekls) sand an email notification every 1 dayl(s)
a backup set has not run.
i Backup Runtime
Set how long a backup set can run before
=ending an email notification and specify how
often to send the email notification.

Recurring-Interval Scheduled Backups
Contral email netifications for QuickSpin,
Images. and Files & Folders backup setsthatare s Send "Backup Complete” email notifications
using recurring-interval schedules.
ik Send "Backup Warning” email notifications:
Alzn, specify how many times (1-25) theze same
backup sets using recurring-inteval schedules
must fail consecutively before receiving a
notification.

Indude Mo Fles Notice

If & backup runs longer than 48 hour(s) send an email notficaton every 1 day(s)

i) Send “Backup Failed” email natification only after 1 recurring-imterval scheduled backup(s) in a row failed.

2. To add email recipients and select the events with which to notify them, click the Edit Emails
button.

The Emails template is displayed.

Add email recipients and select the events with which to notify them,

Emails
o B o]
Add Extra Email o o B £
Completed Warning Failed Backup(s) Missed Mo Recent Backups Backup Runtime
ra@intronis.com p p p I_ I7 |7 X

Eance' =

3. To add email recipients, click the Add Extra Email button.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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A new field is displayed.

A Exera it iy - i . . .
Add Extra Email . : . .
Completed Warning Failed Backup(s) Missed Mo Recent Backups Backup Runtime
rai@intronis.com p p I7 I_ p p
[ r r r r r r

4. At the new field, type the email address, and then select the event checkboxes with which to

notify the recipients. To remove the field, click the remove icon.
5. After completing your selections, click the Save button.

The Notification page is displayed with your new email recipients.

(= ACtive Recovenes (0 B Acovey (25 System ¢ software 0 Nottfications {i Backap % Deletz [l pestore

Acsign backup notifications for various backup outcomes to be sent to any number of email addresses. m
Emails
EmailRecipients (1)
Determines what email addresses you would

like to receive backup notfications and define yi@intronistest.com +* Completed. d Warning. @ Failed, ) Mo Recent Backups
the criteria in which these notifications report.

The default email address for this account is
automatically included.

Settings

Maotification Preferences

Customize the content of the Backup Complete,
Backup Warning and Backup Failad
notifications.

Indude Failed ltems

Indude Mo Fles Notice

“'No Recent Backups
Control how often you receive notifications that  If a backup has mot run in 1 weekls) sand an email notification every 1 dayl(s)
2 backup set has not run.
i Backup Runtime
Set how long a backup set can run before
=ending an email notification and specify how
often to send the email notification.

If & backup runs longer than 48 hour(s) send an email notficaton every 1 day(s)

Recurring-Interval Scheduled Backups
Control email notifications for QuickSpin,
Images. and Files & Folders backup sets thatare s gong "Backup Complete” email notifications
using recurring-interval schedules.
ik Send "Backup Warning” email notifications:
Alzn, specify how many times (1-25) theze same . . . . o . i
backup sets using recurring-inteval schedules i) Send “Backup Failed” email natification only after 1 recurring-imterval scheduled backup(s) in a row failed.

must fail consecutively before receiving a
notification.

6. To assign notification settings, click the Edit Settings button.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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The settings fields are enabled.

Edit the criteria for which your notifications are triggered
Settings

MNetification Preferences
Custamize the cantent of the Backup Complete, IF Include Failed ltems IF Include Mo Files Matice
Backup Warning and Backup Failed

noiificatons.

©MNo Recent Backups
Control how often you receive notifications that  If a backup has net runin | 1
a backup set has not run.

: Week(s) * s==nd anemail notification every | 1 : Day(s) *

E Backup Runtime

Set how long a backup set can run before

If a backup runs longer than | 48 : Hour{s}) ¥ | zend an email notification every | 1 : Day{s) «

sending an email notification and specify how
often to send the email notification.
Recurring-Interval Scheduled Backups
Contral email notifications for QuickSpin,
Images, and Files & Folders backup sets that are
using recurring-interval schedules. IF + Send "Backup Complete™ email notifications F.ﬂ. Send "Backup Warning" email notifications

Alsa, specify how many times (1-25) these same @ Send “Backup Failed" email notification cnly after |1 : recurring-interval scheduled badeup(s) in a row failed.
backup sets using recurring-inteval schedules
must fail consecutively before receiving a

notification.

Eance' n

7. Make your edits, and then click the Save button.

The Notification page is displayed with your new settings.

Manage Templates
View, Add and Edit Templates

@ Noocatons | G Preferences || 17 Overag Nt

3‘ Suppert | | Search for an aooount.. Q |

Cnoose who should receive notification emalls for @ computer or group of computers
+ Add Template

}' Name Emalls

& Template 1

Q

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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New Backup Selections Page
Figure 5 provides a display of the new Backup Selections page.

Backup Selections
Backup Type Type Backup Set Run Next Backup Scheduled Remaove
@ @ Files and Folders (4) / @l Filesand Folders 1 » 1voroeeossorm @) x
0 __ Physical Imaging (2) f’ i Files and Folders 2 [ 3 - x
© &2 HyperV Standard / @l Filesand Folders 3 > - *
o _=E_ Hyper-V Rapid Recovery / il FilesandFolders4 >  vozucetoorm @) x
(4] ’@.' VMware Standard (1) }‘ & Physical Imaging 1 > - x
] _@_ VMware QuickSpin (3) & B Physical imaging 2 »  vozoceioorm @) x
O =sotsener & €3 VMware Standard 1 b onoeatioorn @ X
© L Exchange Mailbox Level # @ vMware Quickspin 1 > - x
’ e VMWare QuickSpin 2 | - X
f’ 5 VMWare QuickSpin 3 > = x
> E sqQL1 > - X
>~ E sqQL2 > - X

a1 v b 1-12 of 12 items

Figure 5. New Backup Selections Page.

Backup Selections Icons
The following table provides descriptions of the new Backup Selections page icons.

Icon Description
4 0 Add a new backup selection.
}.a Edit the backup selection.
> Run the backup selection.
D A backup is scheduled.

A backup is not scheduled.

Manual backup running with option to cancel.

z0

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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Icon Description

b4 Remove backup set.

New Restore Selections Page
Figure 6 provides a display of the new Restore Selections page.

Restore Selections

]

T | Type Status Completed

Backed Up Data Type @l Files and Folders 0 Itemis) Restored D1/04/2017 @ 12:43 PM

@ Files and Folders

ﬁ' VMware Standard

@ VMware QuickSpin

B Physical Imaging iKY

ke

1-10of1items

Figure 6. New Restore Selections Page.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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Restore Selections Icons
The following table provides descriptions of the new Restore Selections page icons.

Icon

B2« 8 x|e

Description
Manually configure the respective Restore selection.
Currently restoring.
Stop action.
Filter the displayed column items.

Locate a secondary catalog. See Restoring from a Secondary
Catalog.

Download and create Bare-Metal Restore media.

New Delete Selections Page
Figure 7 provides a display of the new Delete Selections page.

s MmE

1
K
I

e s 8 8 3

1
K

Delete Selections

Backed Up Data Type
Files and Folders
5QL Server
VMware Standard
VMware QuickSpin

Physical Imaging

Type Status Completed

i Files & Folders 4 Item(s) Deleted 11/04/2016 @ 10:33 AM

IR BRI | vk k 1-10of1items

Figure 7. New Delete Selections Page.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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Delete Selections Icons
The following table provides descriptions of the new Delete Selections page icons.

Icon Description

m Manually delete the respective Delete selection.
= Currently deleting.

[ | Stop action.
T Filter the displayed column items.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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Chapter 2. New Display Features

This chapter includes the following topics:

e Navigating the Software
e Expanding and Contracting Page Displays
e Drilling Down to Specific Volumes, Folders, and Versions

Navigating the Software
There are two ways to navigate in the software: linearly by clicking the Next button, or selecting the
tabs.

. . Mext > . .
First time users may want to use the Next button that is displayed on most pages, which
allows you to experience the full functionality of the software to become familiar with all the features.

More experienced users may want to navigate by using the tabs to make modifications to only some of
the default settings.

Tab features are specific to the different backup and restore types and therefore vary in their display.
This guide addresses these types of differences in their respective sections.

For instance, Figure 8 provides an example of the tabs that display when performing a Files and Folders
backup. See the respective backup type tabs section for more details.

Create Backup
/7 wm Files & Folders »

—_—

- Select

Figure 8. Files and Folders Tab Feature.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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Expanding and Contracting Page Displays
Many of the software pages allow you to expand and contract page views.

By clicking the expand/contract arrows as shown in Figure 9, you can modify the page display. This
feature is particularly helpful when drilling down to select specific files.

Select Your Files andfor Folders:

| Current seleation: C:lProgram Files\Commeon Files\Services

m [ @& $Recyde.Bin [ m CCleaner )] MEE )
(& )  Climperflogs ) mE )

O @ Program Files ) (] @ CrystalDiskMark ) Om )

LUl Program Files (xB6) )} (@ Internet Explorer > Um >
[l @& ProgramData ) L] @ Microsoft Silverlight )
[l @ Recovery ) [ m@ MSBuild )
O Systermn Volume Inf... [ | @ Reference Assembl.. ¥
[ mm Users ) U] @ Uninstall Informati... »
[ @ VHD TrackLogs ) U mm Viware )

- . Vindows ) U @ Windows Defender ¥

DH .rnd U] Windows Mail )
(] | batman - Copy.jpg U] @ Windows Media Pla... »
[l | batman.jpg L] @@ Windows NT b
U g msdiag0.dll U @ Windows Photo Vie... ¥
[ g pagefile.s) [l Windows Portable... )
[ Windows Sidebar )

£

L] | desktop.ini

Figure 9. Page Display Feature.
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whole or in part without the prior written consent of Intronis.

28



New Software User Interface

( 1 Intronis

MSP Solutions by Barracuda

Drilling Down to Specific Volumes, Folders, and Versions

The arrow L at the right of the displayed items indicates that there are files and folders, volumes,
and/or versions under that folder that can be displayed, as shown in Figure 10.

Note: The grayed-out items indicate that the item may be included in another backup set, or for some
other reason.

Select Youwr Files and/or Folders:

| Current selection: G\Perflogs\Admin |

Oac Y O sreqyciesin
Oaen

[ @& Program Files
L] @& Program Files (x86)
[l @m ProgramData

LY

[ @ Recovery
] @& Systemn Volume Inf..
[ mm Users
(] @@ VHDTrackLogs
‘ [ m Windows
[l .md
U] | batman - Copy.jpg

N gl Mgt s gt gt gy

L] | batman.jpg
(] W msdiag0.dll
[ g pagefile.sys

£ >

Figure 10. Selection Arrow.
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Chapter 3. New General Features

This chapter includes the following topics:

e About Restoring from a Secondary Catalog
e Changing Backup Set Names

e Manual Backup

e Error Handling

About Restoring from a Secondary Catalog

New Software User Interface

There may be occasions when you want to restore from a secondary catalog using a restore drive. For

example:

e Bandwidth limitations restrict restoring a large amount of data

e A primary catalog is corrupt

You can request a restore drive of your data instead of restoring over the Internet by contacting Partner

Support. See Partner Support.

When the restore drive arrives, use the secondary catalog option to perform the restore.

Restoring from a Secondary Catalog

To restore from a secondary catalog, perform the following steps.

1. Navigate to the Computer page. See Navigating to the Computer Page for instructions.

The Computer page is displayed.

Home > Manage > Imtranis > D002 (0002)

== Computer: 0002 (D002)
L ] .
. Wlew Computer (Inoronis)

‘Comparter Infonmation

Manage ECHOShare Leave Feedback

ﬁ Support | | Search for an acoowt.. Q |

[# Edit

C ted DRME2016 - 11082016
COMpAURET Naime: ooo2 90.6 GB-
# & & = & & » &
Companer I0: ooo2 725 GE-
ACCOUN WSETMamE- 544 GB-
[Emall aadress:
Phone number: 111-222.3333 3.2 G
Group: Default Group 181 GE'. a & = = @
Lincal baciosp subsoription: Enabled 0.0B- . . .
812016 WB2016 1ve2018 11732016
(o= ACtve RECOVEres (0} B Acomy &3 System <+ software {0 Notfications 1 Badkup » Delete [l restore
Badup Set/Action Detailed EBvent Logs Start Date Resuls Siatus

2. Click the Restore tab.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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The Restore Selections page is displayed.
Note: The example below has the catalog icon highlighted.

Restore Selections
T Type Status Completed
Backed Up Data Type i Files and Folders 0 Itemn(s) Restored 01/04/2017 @ 12:43 PM
® G Filesand Folders
! ﬁ VMware Standard
® @ vMware QuickSpin
® G enysical imaging I8
" 4 1 - . ¥ 1-10of1items

3. Click the catalog a button.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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The catalog selection pop-up is displayed.

Please select a catalog file below:
| Current selection: WINZ
= WINT 3 BRI b ]
- E- )
Cancel

Clicking the arrow L at the right of the items displays more files and folders.

4. Select the catalog file, and then click OK.
5. Referto the restore procedures in this guide.

Changing Backup Set Names

To change the name of backup set when creating or editing the backup, perform the following steps.

1. At the backup set name on any page, click the edit icon.

The placement of the icon is indicated in the example below.

Create Backup
ys Files & Folders|/]

- Select

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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The name field is activated and the edit icons are displayed.

@ Files and Folders X

X

2. Click the delete icon to erase the current name.

The name is erased.

. x|,
Note: To cancel the name change and restore the current name, click the escape icon.

R

3. Type the new name of the backup set in the field, and then click the enable I:I icon.

The new backup set name is displayed.

@ Files and Folders 1 X x

Manual Backup
At the Backup Selections page, you can run a manual backup at any time.

Figure 11 shows a backup running with no schedule that can be run manually. You can also run a manual

backup that has a schedule.

Backup Selections

Badup Type Type Backup Set Run  Mext Backup Scheduled  Remove
€5 @ Files and Folders 3) /& @l Filesand Foiders 1 p wzazmeEosdorw @) X
© &l Physical imaging @) # @ Fiesand Folders2 [ x
© (%' HyperV Standard F @ Filesand Foiders 3 Chck oo Moty Run Deckw .

Figure 11. Manual Backup.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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The backup running and stop icons are displayed while the backup is running.

Z0

Manually Running a Backup Set
To run a backup manually, perform the following steps.

1. At the Backup Selections page, click the blue play > button in the Run column.

Depending on the backup type, the run Full or Incremental pop up is displayed.

) Full Backup
(") Incremental Backup

2. Make your selection, and then click Continue.

The backup begins to run and status is displayed.

Error Handling

When creating, editing, or restoring a backup set, if an error is found, a prompt is displayed asking if you
would like to correct or ignore the error. The error message specifically lets you know how to correct it.
In addition, a red exclamation point is displayed on the tab of the known error location.

Figure 12 provides an example where errors occurred, and the corresponding error message.

-
-

| Sedect
Select

= Af least one selection required

1 Schedule:

= Af least bwo items have overlapping times

Figure 12. Error Display.

Clicking Fix Now displays the first page where the error occurred.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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Chapter 4. New Template Interface

This section includes the following topics:

e About Templates

e About Setting Preferences Templates

e Creating a New Preferences Template

e Creating a New Email Notification Template

e Assigning Notification Settings

e Editing Templates

e Deleting Templates

e About Applying a New Template

e Applying a New Template to a Single Computer
e Applying a New Template to a Computer Group

About Templates
Templates are predefined groups of preferences, alerts, and notifications settings that can be applied to
a computer or group of computers at one time.

Newly applied templates overwrite any existing preferences, notifications settings, or overage alerts.

Figure 13 provides a display of the Manage Templates page.

Manage Templates a Support | Search for an account. Q|

View, Add and Edit Templates

3 Notifications {# Preferences [ Overage Alerts
Choose who should receive notification emails for a computer or group of computers
+ Add Template

’ Name Emails

There are no templates created. Click the Add Template option above to create your first template.

Figure 13. Manage Templates Page.

Applying Templates
A template may be applied from Apply Template tabs located on the following pages:

e Management Dashboard under both the Accounts View and Group View tabs
e Manage Account page under the Computers tab.
e Computer page under the Software tab.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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About Setting Preferences Templates
When setting preferences, you can set

e System preferences
e Software preferences

Applying a preferences template requires the backup agent to be connected and may take up to 15
minutes during which a pending message is displayed on the Computer section of the Manage Account

page.

System Preferences
Under the System Preferences tab, you can configure the following options:

e Concurrent Workers
e File Retries

e Wildcard Exclusions
e Stray File Retention

Concurrent Workers

This option allows you to determine how many files and VMs the software can back up, restore, or
delete at the same time. Increasing this value may improve the performance of these operations, but
may consume more resources on the computer.

File Retries
This option allows you to determine how often a file can be retried if it fails to back up.

Wildcard Exclusions
This option allows you to set wildcat exclusions to add to each computer’s exclusion list. Each phrase
must be separated by a comma and committed by pressing Enter.

Stray File Retention
This option allows you to set the following retention rules:

e Automatically remove stray files after a number of days.
e Skip file removal if the volume or the share is not found.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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Software Preferences
Under the Software Preferences tab, you can configure the following options:

e Bandwidth Throttling
e Upload logs

Bandwidth Throttling
This option allows you to set the bandwidth usage limits and times, or to deselect limits.

Upload logs
This option allows you to upload warning and error log entries to enable online viewing.

Creating a New Preferences Template
Note: By leaving a preference setting unselected, the template, when applied, does not overwrite that
setting for the computer.

For example, if you create a template that adjusts only the Bandwidth Throttling setting, the other
settings are not overwritten by this template. See About Setting Preferences for more information.

To create a new Preferences template, perform the following steps.

1. At the ECHOplatform ribbon, click Preferences.

The Preferences drop-down menu is displayed.

ECH® : -

PLATFORM )
- Pay Bill

Home > Preferences: Manage Templates Configure Reporting

Manage Templates Manage Integrations

View Acd and Edit Templates

T Notifications 5 Preferences T Manage Templates

2. Select Manage Templates.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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The Manage Templates page is displayed.

Home = Preferences: Manage Templates &) Manage ECHOShare Leave Feedback
Manage Templates ﬂ Support Search for an aocount.. Q|
View, Add and Edit Templates
0 Notifications & Preferences "% Owerage Alerts
Cnoose wno should receive notfication emalls for a computer or group of computers
+ Add Templats
)‘ Name Emalls
There are no templates created. Click the Add Temiplate option above to create your first template.
3. Click the Preferences tab.
The Preferences page is displayed.
0% Motifications £} Preferences 'y Owerage Alerts
Determine the preferences that you wisnh to apply to @ computer or & group of computers
+ Add Template
)‘ Hame Custom System Preferences Custom Software Preferences
There are no templates created. Click the Add Template option above to create your first template.

4. Click the Add Template tab.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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The System Preferences template is displayed.

Add Template
& Template 17

System

O 3

-

cancel ﬂ

5. Click the edit icon to display the Add Template name field, as shown below.

Ten Click here to rename

& Template 17

The Add Template name field is displayed.

Press ENTER to confirm, ESC to cancel

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in

whole or in part without the prior written consent of Intronis.
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6. Type a template name and then click the confirm [] icon.
The new template name is displayed.
7. At the Concurrent Workers section, click the check box,

The fields are enabled.

E oncurrent Workers For files, work on ile(s) concurrently.
W C t Worke fil 3 : file(=) Iy

For Hyper-V, work on| q : Wivl{s) conourrenthy.
For Wivhware, work on | 3 : VM(=s) concurrenty.

For mailbox bacdkups, work on | 4 A | mailbox{es) concurrently.
v

8. Click the arrows to specify how many items are backed up or restored at the same time.

Note: Increasing the value may improve the performance of these operations, but may consume
more resources on the computer.
The following table provides the default settings.

Item Concurrent Workers Default Setting
Files 3
Hyper-V 3
VMware 3
Mailbox backups 1

9. At the File Retries section, click the check box.

The fields are enabled.

F File Retries Retry eadh file | 1 : time(s).

10. Click the arrows to specify how many times a file should be retried if it fails to back up.
Note: The default setting is 1.

11. At the Wildcard Exclusions section, click the check box.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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The fields are enabled.

[w! Wildcard Exclusions Exclude: | EEPERSTATT.

12. Set wildcard exclusions to exclude items from your backup sets.

Note: Separate each phrase with commas. Commit each phrase by pressing Enter.
Example: The following is an example of committed wildcard exclusions.

Erclude:

13. At the Stray File Retention section, click the check box.

The fields are enabled.

|7 Stray File Retention |_ Automatically remove stray files after 90 »  days.

|_ Skip file remowval if wolume or share is not fownd.

|_ Always keep the most recent copy of each file.

14. Optionally select the following:

e Automatically remove stray files after x days.
Note: The default is 90 days.

e  Skip file removal if volume or share is not found.

o Always keep the most recent copy of each file.

Note: The last two options are enabled only when the first item is selected.
Definition: Stray files are any backed-up files that have been removed from the local machine, the
backup set or excluded above.

15. To configure software preferences, click the Software tab.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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The Software Preferences page is displayed.

Software

Cance' n

16. Click the Bandwidth Throttling check box
The usage fields are enabled.

17. Select the Limit bandwidth usage or the Do not limit bandwidth usage radio button.
18. If Limit bandwidth usage is enabled, set your usage limits.

Note: The default setting is Sunday through Sunday from 12 AM to 12 AM with a limit of 64 Kb/s.
19. Click the Upload Logs check box.

The check box is enabled.
Note: This option uploads warning and error log entries to enable online viewing.

20. Optionally, clear the Automatically upload logs for online viewing check box.
21. When you have completed your selections, click the Save button.

The confirmation pop-up is displayed.

Are you sure you want to save the changes?

3 -

22. Click Yes.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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The Preferences template is displayed.

Manage Templates
View, Add and Edit Templates

13 Notifications £} Preferences

# Name

& oot NewTemplate

ty Owerage Alerts

Determine the preferences that you wish to apply to a computer or & group of computers

Custom System Preferences

ﬁ' Support | | Search foran account.. Q |

Custom Software Preferences

+ add Template

You can now apply the template to a single computer or a group of computers. See About Applying a

New Template.

Creating a New Email Notification Template
To create a new Email Notification template, perform the following steps.

1. At the ECHOplatform ribbon, click Preferences.

The Preferences drop-down menu is displayed.

ECHO

PLATFORM

Home > Preferences: Manage Templates

Manage Templates

View_ Add and Edit Templates

{1 Notifications & Preferences

[ ll =
View Reports

40}
==

Pay Bill

v

2. Select Manage Templates.

Configure Reporting
Manage Integrations

Manage Templates

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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The Manage Templates page is displayed with Notifications as the default view.

Home = Preferences: Manage Templates

Manage Templates
View, Add and Edit Templates

0 Notifications & Preferences "% Owerage Alerts

Cnoose who should receive notification emalls for a computer or group of computers

)‘ Name Emalls

There are no templates created. Click the Add Temiplate option above to create your first template.

'b Manage ECHOShare [l Leave Feedback

& support

Search for an sooownt.. Q |

+ Add Templats

3. Click the Add Template button.

The Add Template page is displayed.

Add Template
Template 17

e

v iy 0 ]

Add Main Email i Add Extra Email
n Completed Warning Failed Backup(s) Missed

2

Mo Recent Backups Backup Runtime

cance' =

4. To add a new template name, click the existing template name, as shown below.

A( Click hers to renams .e‘

Template 17

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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Template 1

5. Type atemplate name, and then click the check mark El icon.
6. Click the Add Main Email button.

The Main Email check box notification options are displayed.

Template 17

Emails

Main email on each computer

Add Extra Email

Ak

r (I

Warning

Ll

Failed

r

[ 1]
Backupis) Missed

r

Mo Recent Backups

r

-
Backup Runtime

r X

7. Select the check box for each notification you want emailed.
8. To add additional emails, click the Add Extra Email button.

The extra email text box is displayed.

Extra v db LE [1] ® E
Add Email Completed Warning Failed Backup{s) Missed Mo Recent Backups Backup Runtime
Main email on each computer I- I- I- I- I- I_ b4
| r r r r r r X
9. Make your selections, and then click Save.
The new Notifications template is displayed as shown below.
Manage Templates ﬂ SUpPOrt | | Search for an acoount... Ql
View, Add and Edit Templates
{ Motifications | Preferences 'y Overage Alerts

& hame

* Template 1

Choose who should receive notification emalls for @ computer or group of computers

Emalls

[ %]

+ Add Template

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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Assigning Notification Settings
To assign notification settings, perform the following steps.

1. Atthe ECHOplatform ribbon, click Preferences.

The Preferences drop-down menu is displayed.

ECHO® ah v ¢ ]~ B~
FLATEORM View Reports Pay Eill Downloads  Preferences

F

Home > Preferences: Manage Templates Configure Reporting

Manage Templates Manage Integrations

View Acd and Edit Templates

T Notifications {3 Preferences T Manage Templates

2. Select Manage Templates.

The Manage Templates page is displayed with Notifications as the default view.

Home = Preferences: Manage Templates ®) Manage ECHOShare I Leave Feedback

Manage Templates ﬂ Support | | Search foran account. 'Q|
View, Add and Edit Templates

[ Motifications &3 Preferences v Overage Alerts

hoose whe should recelve notification emalls for a cemputer or group of compurers

+ Add Template

)l Name Emaills

There are no templates created. Click the Add Template ogtion above to create your first ternplate.

3. Click the Add Template button.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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The Add Template page is displayed.

Add Template

Template 1~

J Emails

o+ 1y 0 [ ® -4

Add Main Email Add Extra Email
o Completed Warning Failed Backup(s) Missed Mo Recent Backups Backup Runtime

Eance' n

4. Click the Settings tab.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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The settings template is displayed.

Settings

Motification Preferences

Customize the content of the Badkup Complete,
Backup Warning and Backup Failed
natifications.

&'No Recent Backups

Control how often you receive notifications that  If & backup has notrunin | 1 : Week(s) * send anemail notification every 1 : Day(s) v

p Include Failed ltems |7 Include Ma Files Notice

a backup set has not run.

EZBackup Runtime

et how long a backup set can run before
zending an email notification and specify how
often to send the email notfication.
Recurring-Interval S5cheduled Backups
Control email notifications for QuickSpin,

Images, and Fles & Folders backup sets that are
using recurring-interval schedules. ¥/ send "Backup Complete™ email notifications ¥ & send "Backup Warning" email notifications

f 3 backup runs longerthan 48 : Hour{s) * =end an email notification every 1 : Dayis)

: recurring-interval scheduled backup(s) in & row failed.

Also, specify how many times (1-25) these same ) Send “Backup Failed" email notification only after | 1
backup sets using recurring-inteval schedules
must fail consecutively before receiving a

notification.

cance' H

5. At the Notification Preferences section, optionally clear the Include Failed Items and/or
the Include No Files Notice check boxes.

6. Atthe No Recent Backups section, optionally control how often you receive notifications that a
backup set has not run.

7. At the Backup Runtime section, optionally set how long a backup set can run before sending an
email notification and specify how often to send the email notification.

8. At the Recurring-Interval Scheduled Backups section, optionally control email notifications for
QuickSpin, Images, and Files & Folders backup sets that are using recurring-interval schedules.

9. Specify how many times (1-25) backup sets using recurring-interval schedules must fail
consecutively before receiving a notification.

10. After completing your selections, click the Save button.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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The Notifications template is displayed.

Manage Templates
View, Add and Edit Templates

0 Notifications & Preferences 1% Owerage Alerts

Cnoose who should receive notification emalls for & computer or group of computers

‘}' Name Emalls

e Template 1

[

8 support

Search for am account.. Q |

+ Add Template

You can now apply the template to a single computer or a group of computers. See About Applying a

New Template.

Editing Templates
To edit templates, perform the following steps.

1. At the ECHOplatform ribbon, select Preferences.

The Preferences drop-down menu is displayed.

ECH'D D E lllY

PLATFORM
- Manage View Reports

Home > Preferences: Manage Templates

Manage Templates

View Acd and Edit Templates

{1 Notifications & Preferences

40}
==

Pay Bill

v

Configure Reporting

Manage Integrations

Manage Templates

2. Select Manage Templates.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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The Manage Template page is displayed.

Manage Templates
View, Add and Edit Templates

2 Notifications {l Preferences [ Overage Alerts

Choose who should receive notification emails for a computer or group of computers

’ Name Emails

There are no templates created. Click the Add Template option above to create your first template.

+ Add Template

3. Select the Notifications, Preferences, or the Overage Alerts tab.

The Notification templates are displayed in the example below.

Manage Templates

View, Add and Edit Templates

0 Motifications (3 Preferences 1y Overage Alerts

Cnoose who should receive notification emalls for @ computer or group of computers

)r Name Emalls

e Template 1

[ 5]

n Suppert | | Search for an aooount.. Ql

+ Add Template

4. Click the Edit icon to the left of the template you want to modify.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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The Edit Template page is displayed.
Example: The Notification options are displayed in the example below.

Edit Template

Template 17

J Emails |

4 a 0 [+ ® 4
Add Extra Email
_ Completed Warning Failed Backup(s) Missed Mo Recent Backups Backup Runtime
Main email on each computer [ I v = I = *»
info@intronis.com I r i I - | x

5. Make your edits, and then click Update.

Deleting Templates
To delete templates, perform the following steps.

1. Atthe ECHOplatform ribbon, select Preferences.
The Preferences drop-down menu is displayed.

ECHO s ~ o g

PLATFORM
- View Reports Preferences

F

Home > Preferences: Manage Templates Configure Reporting

Manage Templates Manage Integrations

View Acd and Edit Templates

T Notifications {3 Preferences T Manage Templates

2. Select Manage Templates.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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The Manage Templates page is displayed.

Manage Templates a Support | Search for an account. Q|

View, Add and Edit Templates

2 Notifications {l Preferences [ Overage Alerts
Choose who should receive notification emails for a computer or group of computers
+ Add Template

’ Name Emails

There are no templates created. Click the Add Template option above to create your first template.

3. Select the Notifications, Preferences, or the Overage Alerts tab.

The Notification templates are displayed in the example below.

Manage Templates n Support || Sesrch for an account.. Ql

View, Add and Edit Templates

[ Notifications {# Preferences 'y Overage Alerts

Cnoose who should receive notification emalls for @ computer or group of computers

+ Add Template

)‘ Name Emalls

a

e Template 1

4. Click the Delete - icon to the right of the template you want to delete.

The Delete Template prompt is displayed.

Delete Template

Yes Mo

5. Click Yes.

The template is deleted.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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About Applying a New Template

Templates can be applied to a single computer, or applied to a group of computers.

Applying a New Template to a Single Computer
To apply a new template to a single computer, perform the following steps.

1. At the Management Dashboard, display a partner’s accounts/computers by clicking the expand

arrow IEI to its left, and then click the specific account/computer, as shown below.

] Management Dashiboard a Support | | Search foran sccount... Q|
== wlew Edit, and Manage Your Accounts, Groups, and Camputers
WANMAGE
Manage Aocount=Padapes Manage your accounts and devices, backup packages and accownt billing plans.
Acoounts View Group View 03} Add Partner | fl Add Account
Acoountf Computer Version Badoup packages Cloud usage @J == a.. E— L,'I"f &
A BR2 111.78 GB 12 5 1 2 1 0o
[ Intronis fcarmash) Entry Plus 1805 GB 7 4 [+] o 0 o
[+ Lanar Office Availability 893.73 GB 5 4 1 2 1 o

The Manage Account page is displayed.

T =
o ¥ -

Pay Bill Preferences

Home > Manage > Law Office {(®) Manage ECHOShare EJ Leave Feedback
== ACCount: Law Office
= n Support | | Seancn for an sccount... Ql
—_— Manage ACcount
ACCOUNT INFORMATION 4 Change Password | [ Edit
Company name: Law Office
Name- Test] 12M8206 - IS/E2017
‘Comtact and Mng address: test sadfigasg 103.2 GB
Masnua, MH -——— iy ———8
03062 B2EGEB~
United States 619 GE-
Phone number- 1235423142 o
41.3GBE-
Usemame:
206 GB-
Onilne usage: 9373 GE L — )
12142016 1207 2BR2NT Ja2m7
Backup package: Availapility &
ACCount biEng plan: Default OBS S £
Portal aoress: Create/Edit, Delete, and Restore
Custom fleld:
& Computers BN Activity . | Billing ] Licensing 3 Alerts
5 Backup Agent(s) Installed #. Add Computer | [} Apply Template
Computer Version Ooud usage Local badoup Preferences: &
Law Office-000D 571 5.66 GB - - &

2. Click the Apply Template tab.
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The Apply Template pop-up is displayed.

Apply Template

-:h.:m:—;. — [+] -fh:".."I.E;u [+]

Apply Cancel

3. Select the desired templates from the drop-down menus, and then click Apply.

e If applying Preferences templates and/or Overage Alerts templates, the changes are applied to
the selected agent the next time the agent checks in. Agents that are running check in every 15
minutes.

e Note that a Pending status is displayed on the Computer section of the Manage Account page
until the template is applied, as shown below.

3 Backup Agemt(s) Installed # Add Computer |/ Manage Settingsxml | [T Create Installer [} Apply Template | 3 Delete
Computer Version Ooud usage Lol backup Preferences &
Law Office-0000 571 566 GB - - &
Lawr Office-0004-0004 571 54.03 GB - Pending &

e If applying Notifications templates, the Append pop-up is displayed, as shown below.

Apply Template

Would you like to append any new email addresses to the existing notification emails on
each computer, or replace all listed email addresses with those in the template?

Append Replace Cancel

e Append adds settings not already specified (good for modifying notifications settings).
e Replace overwrites all settings with exactly what was chosen in the template (good for resetting
or clearing notifications settings).
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4. Click Append or Replace.

The new emails are added or replaced.

Applying a New Template to a Computer Group
To apply a new template to a computer group, perform the following steps.

1. At the Management Dashboard, select the Group View tab.

The groups are displayed.

==  Management Dashboard § support | | Searen for an account.. Q]
== View_Edit and Manage Your Accounts. Groups, and Camputers
MAMAZE
Manage Aocounts/Packages Manage your accounts and devices, backup packages and acoount billing plans.
ACCOUNTS View Group view (B Add Group | B3 Add Partner
Acoount Computer WVersion Ooand usapge Local backups Preferences &
4 BR2 111.78 GB ]
| Default Group - The Default Group - 13 computer(s) 11178 GB ]
|+ BRISUB 0.00EB 0
2. Click a specific group row to highlight it.
The Apply Template tab is displayed, as shown below.
= Management Dashboard &3 support | | Searon for an accoun.. Q]
== View Edit and Manage Your ACCOunts. GToups, and COmpuUters

MANAGE

Manage Accounts/Padages Manage your accounts and devices, backup packages and account billing plans.

Acoounts View Group View (B Add Group u, Apply Template
4 BR2 111.78 GB :
|* Default Group - The Default Group - 13 computer(s) 111.78 GB 8

3. Click the Apply Template tab.
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The Apply Template pop-up is displayed.

Apply Template

-fh.:’le;;. — [~] -fh.:‘1.l:-;u. [~]

Apply Cancel

4. Select the desired templates from the drop-down menus, and then click Apply.

e If applying Preferences templates, the changes are applied to the selected agent the next
time the agent checks in. Agents that are running check in every 15 minutes.
e If applying Notifications templates, the Append pop-up is displayed, as shown below.

Apply Template

Would you like to append any new email addresses to the existing notification emails on
each computer, or replace all listed email addresses with those in the template?

Append Replace Cancel

5. Optionally, click Append or Replace email addresses.

e Append adds settings not already specified (good for modifying notifications settings).
e Replace overwrites all settings with exactly what was chosen in the template (good for resetting
or clearing notifications settings).
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PART Il. NEW TECHNICAL FEATURES

This part includes the following chapters:

e Hyper-V Offline Mode
e Support for vSphere 6.5 with TLS 1.0 Enabled

Chapter 1. Hyper-V Rapid Recovery Offline Mode

With Hyper-V Offline Mode, you are able to back up Hyper-V Rapid Recovery VMs in an offline state if an
online backup cannot be taken. For instance, if the guest VM has dynamic disks, this mode allows guest
VM s to be backed up in a non-quiesced, offline state.

The default behavior is always to perform online Hyper-V backups.

At the Settings page, when the Backup Mode is enabled (Figure 14), the software performs an offline
backup of the Hyper-V VM only if the online backup fails.

The software attempts to make an online backup first. If unable to back up, an offline backup is created,
the virtual machine pauses into a saved state while the snapshot is taken, and then the virtual machine
is resumed. The virtual machine may become unavailable during the snapshot process.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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Figure 14 provides an example of the Hyper-V Rapid Recovery Advanced page with the Offline Backup

Mode option.

Advanced

Temporary Folder

Define where the temporary folder that's used in backing up
V(=) resides. Manually type in a path or browse to the desired
location.

Force Full Backups
Diefine how often full backups are performed after incremental
backups.

Pathc IC:‘.'.I'l.ﬁnd ows\ TEMP\BackupAgant

A full backup is forced every 21 | | | incremental backup(s).

Backup Mode

This software will attermnpt to make an online backup first if
unable, an offline backup is created, pausing the wvirtual
machine into 3 saved state while the snapshopt is taken and
the virtual machine is resumed.

[ Enable Offline Backup Support

When enabled, the virtual machine may become unavailable during the snapshot

process.

MNotes -

and potentially shorter recovery times.

< Previous

= Taking a full VM backup periedically ensures the stability of the backup dhain. Full backups take longer to run but result in shorter incremental dhains

MNext >

Figure 14. Hyper-V Offline Backup Mode.
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Chapter 2. Support for vSphere 6.5 with TLS 1.0 Enabled

This release provides support for vSphere 6.5 with TLS 1.0 enabled.

vSphere API Configuration
This section provides a description of how to configure a VMware 6.5 host to allow the Backup Agent to
back up and restore data to and from the host.

By default, VMware ESXi 6.5 does not support TLS 1.0. TLS 1.0 is the version of the TLS/SSL protocol used
by the VDDK library (version 5.1) that the Agent uses to connect to an ESXi host.

For managed hosts, TLS 1.0 must be enabled on all the hosts managed by the vCenter Server. This
requirement is necessary because the host that is responsible for transferring data from the disk may
not be the host on which the VM resides (or the one to which a VM is being restored).

The vCenter Server chooses from its unordered list of hosts the first host with read/write access to the
pertinent data store to perform the data transfer (whether backup or restore).

Enabling TLS 1.0 on an ESXi 6.5 Host
To enable TLS 1.0 on an ESXi 6.5 Host, perform the following steps.

1. Connect to the ESXi host via ssh.

2. Add the following line to /etc/vmware/config: t1s.protocols=t1s1.0,tls1.1,tls1.2

3. Restart the rhttpproxy service by running the following command: /etc/init.d/rhttpproxy
restart
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PART Ill. NEW CONNECTWISE AND AUTOTASK
SECTIONS

This part includes the following chapters:

e ConnectWise
e Autotask

Chapter 1. Connectwise

The following sections from the ConnectWise Integration Guide have been updated because of the
Silverlight removal. Refer to the ConnectWise Integration Guide for more information.

This chapter includes the following topics:

e Ticketing Setup
e Billing Setup
e Billing Strategies

Ticketing Setup
This section includes the following topics:

o QOverview
e Mapping Tickets

Overview
Setting up ticketing integration means that the current backup notifications can be automatically sent to
ConnectWise, assigned to a specific Service Board, and given a pre-defined:

e Status

e Priority

e Required Date
e Service Type

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.

63



vé

Mapping Tickets

Intronis

MSP Solutions by Barracuda

New ConnectWise and
Autotask Sections

To map tickets to ConnectWise companies, perform the following steps.

1. Atthe ConnectWise Integration page, click the Tickets tab.

Status
Integration status:

Accourts:
Tickets:
Biming:
iy Accoumts
ACCOUNTS

Intronis Accownt

anwash- James Smith

Connectwise Integration

ﬂ Manage Connectwise Integration

CONMECTWISE INTEGRATION INFORMATION

Wotices Presemt

2 Accounts are not linked
Ticket mappings not set up
Billing not set up

L) mckes | 47| Bmng | g Logs

Conneciiise Company

ﬁ Support

Saarch far an J0COWTE..

=Y

Preferences
COMmpaITy name-
R
Connechifise usemame [emalll: pm

Integration guide- & Download

imronis_f

Staturs
Unlinked

[# Edit

ﬂ. Refresh Accounts

The Tickets page is displayed.

* Accounts
Tickets

Backup Status

5 Tickets & Billing o Logs

Service Board Status

Priority

Required Date

There are no ticket mappings set up. Click the Map Tickets option above to map your first ticket.

gl Map Tickets

Service Type

2. Click the Map Tickets button.
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The Map Tickets page is displayed.

Map Tickets D

& Add Ticket Mapping v

Cancel m

3. Select the Add Ticket Mapping drop-down arrow.

The Mapping Status Menu options are displayed.

& Add Ticket Mapping T

Add Ticket Mapping

" Backup Completed
i Backup Warning

) Backup Failed

& Backup Missed

il Mo Recent Backups

4. Select the status options you want to map.
You can map the following backup statuses:

e Backup Complete
e Backup Warning

e Backup Failed

e  Backup Missed

e No Recent Backups
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5. For each ticket that you would like to send to Connectwise, select the appropriate Service Board,

Status, Priority, Priority, Due Date, and Service Type from your available options using the drop-

down menus in each row.

The following example displays all the status options.

& All backup statuses added.

Service Board Stanus Prioricy Required Date Sarvice Type

Backup Completed - 1 * Dayis) v X
Service Board Status Prioricy Required Date Sarvice Type

Backup Failed - 1 * | Dayis) = X
Service Board Stanus Prioricy Required Date Sarvice Type

Backup Warning = 1 * | Dayls) = b
Service Board Stanus Prioricy Required Date Sarvice Type

Backup Mis=ed - 1 * | Dayls) - X
Mo Backups for Service Board Status Priority Required Date Sarvice Type

7 |, Dais v 1 | & Dayis) - X

Cancel m
Note: The Required Date fields range from 1 - 99 days.
The following example displays a completed ticket page.
& All backup statuses added. »

Service Board Status Priority Required Date Sarvice Type

Backup Completad Intronis - Data Back .. Closed (resohwed) v Priority 3 - Mormal_.. 1 +  Dayls) Proactive . X
Service Board Status Priority Required Date Sarvice Type

Eaduniaied Intranis - Data Back... New (not responded) * Priority 1 - Emergen... 1 | 5 Dayis) Reactive v *
Service Board Status Priority Required Date Sarvice Type

Backup Warning Integration Man of Action v Priority 1 - Emargen... 1 % Dayls) Running » b
Service Board Status Priority Required Date Sarvice Type

B e Intranis - Data Back... Assigned (responded) = Priority 3 - Mormal... 1 | 5 Dayis) Break-fix v *
Mo Backups for Sarvice Board Status Priority Required Date Sarvice Type

7 | . Dayis) Intronis - Data Back .. Closed (resohed) b3 Priority 3 - Mormal_.. 1 + Dayis) Warranty - X

Cancel m

6. When you are done, click the Save button.
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Billing Setup

This section includes the following topics:

o QOverview
e Setting Up Billing

Overview
ConnectWise billing integration allows you to bill directly from within ConnectWise for the following

items:

e Backup usage

e Local backup subscriptions
e QuickSpin host licenses

e Imaging licenses

e Hyper-V licenses

Setting up Billing
To set up billing, perform the following steps.

1. Inthe Portal, at the ConnectWise Integration page, click the Billing tab.

The Billing page is displayed.

A ConnecaWise Integration Search for an account... Q |
ﬂ Manage ConnectWise Integration
CONNECTWISE INTEGRATION INFORMATION [# Edit
Status Preferences
Integration status:  MNotices Present ‘Company name:
Accounts: 1 Accounts are not linked URL: staging.connectwisedev.com
Tickets: No Notices in the last 24 hours ConnectWise username (email: pm
Billing: Billing not set up Integration guide: 9 Download

* Accounts =] Tickets @ Billing .'_-51 Logs
Billing %] setup Billing

Plan Lewvel

Billing is not yet set up. Click the Set up Billing option above to map your plans to ConnectWise services.

Usage

Usage Value - Update total usage

2. Click the Set Up Billing button.
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The ConnectWise Billing page is displayed.

ConnectWise Billing D

usage value ® Update Total Usage

Determine whether you would like to update total usage
for each account or only the additional usage over the
account’s plan size

Update Additional Usage

Cancel m

3. Click Add Plan.

The plan fields are displayed.

Plan: v Level: | )

4. Select the Plan drop-down arrow to display your plan options.

(Al Plans)

Default OBS 1
Default OBS 2
Default OBS 3
Default OBS 4
Default OBS 5
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Notes:

o Selecting (All plans) means that every account is billed the same rate. Every account is updated
with the same set of products on ConnectWise agreements.

e Other plan options are mapped to their own level. This means accounts update a different set of
products based on the plan that they are on allowing you to charge different price points in
ConnectWise.

5. Atthe Level field, enter a level for each plan being mapped.

Requirement: The level name must match a level set up in your Managed Devices Integration setup
table Cross-References, and is case sensitive. See Creating Cross-references.

6. Atthe bottom of the page, select a Usage Value radio button.

Note: The following table provides descriptions of the Usage Value options.

Usage Value Description
Update total usage This option sends the total amount of data (in GB) that each account is
using to ConnectWise.

This option is best used when billing a flat rate per GB. See Universal
Price-per-GB or Price - per-GB by Plan billing strategies for an example of
how this is used.

Update additional usage | This option sends only the usage over the base plan size for each
account. For example, if an account has a 20 GB plan and uses 25 GB,
only the 5 GB value is sent to ConnectWise.

This option is best used when billing a base rate for a certain block of
storage, and then billing overage using a per-GB rate See Block Storage
billing strategy for an example.

7. Click the Save button.

Your new billing plan is displayed.

oy Accounts. ./ Tickets | Bing . Logs

Billing & Set Up Billing
Plan Lewed
AllPlans

-

Usage

Usage Value - Update total usage
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Billing Strategies
This section includes the following topics:

e Overview

e Universal Price-per-GB
e Price — per - GB by Plan
e Block Storage Billing

Overview
The ConnectWise integration provides a flexible interface for setting up billing integration, which allows

you to bill for your service the way you like. Outlined below are three potential billing strategies that
you may choose to follow when billing for our services through ConnectWise.

Note: All strategies described below involve billing for usage. Local backup, QuickSpin Host Licenses,
Hyper-V licenses, and Imaging licenses are billed at a price-per-license in all cases. These licenses require
their own cross-references of type LocalBackup, VMwareHostLicensing, Hyper-V, and ImageLicensing
for each level.

The billing strategies are as follows:

e Universal Price-per-GB
e Price-per-GB by plan
e Block storage

Universal Price-per-GB
Use this billing strategy when choosing to bill at the same flat price-per-GB of backup storage for all of
your backup customers.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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Setting Up Universal Price-per-GB
To set up universal price-per-GB, perform the following steps.

1. Atthe ConnectWise Integration page, select the Billing tab, as shown below.

)&, ConneaWise Integration Search for an account... Q |
ﬂ Manage ConnectWise Integration
CONNECTWISE INTEGRATION INFORMATION [# Edit
Status Preferences
Integration status:  MNotices Present ‘Company name:
Accounts: 1 Accounts are not linked URL: staging.connectwisedev.com
Tickets: No Notices in the last 24 hours ConnectWise username (email: pm
Billing: Billing not set up Integration guide: 9 Download

* Accounts =] Tickets @ Billing .:__Ei Logs
Billing %] setup Billing
Plan Level

Eilling is not yet set up. Click the Set up Billing option above to map your plans to ConnectWise services.

Usage

Usage Value - Update total usage
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The ConnectWise Billing page is displayed.

ConnectWise Billing D

usage value ® Update Total Usage

Determine whether you would like to update total usage
for each account or only the additional usage over the
account’s plan size

Update Additional Usage

Cancel m

2. Click the Add Plan button.

The plan fields are displayed.

Plan: v Level: | X

3. At the Plan drop-down menu, select (All Plans).
Note: This selection ensures that every account is included in this mapping.

4. Atthe Level field, type a level for this entry.
5. At the bottom of the page, select the Update Total Usage radio button in the Usage Value section.

Note: This selection ensures that every account is billed per-GB for total usage value.

6. Click the Save button.
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The Plan is displayed on the Billing page.

i Accounts =] Tickets <% | Billing !d Logs

Billing %] setup Billing
Plan Level

All Plans Backup

Usage

Usape Value - Update total usage

7. In ConnectWise, create the cross-reference for this level and BackupUsage type with the correct
agreement type and your chosen product. See Creating Cross-references.

Price - per - GB by Plan
The Price-per-GB by Plan billing strategy allows you to bill at a flat price-per-GB. Different accounts are
can be billed at a different price-per-GB. The price-per-GB an account that is billed depends on the plan

it is associated with, and the usage service to which that plan is mapped.

Setting Up Price-per-GB by Plan
To set up the Price-Per-GB by Plan, perform the following steps.
1. Make sure you have products created in ConnectWise for each price point you would like to

charge. See Product Creation in ConnectWise.

The following display is an example of three highlighted products (and a block storage product).

Products
Products

-+ Actions W Search  Clear Export \View (Mo View) v @ 1-40f4 W
roduct - escription rice. ost axable erialize erialized Cost  Type ategory ubcategory ass

O product o D P € Taxable  Serialized  Serialized Cost T c Sub cl SLA
Wwerkd Backup | Al

[ World Backup 20 GB Block 20 GB block Fixed CostService  Managed Services Managed Services Hon-Inventory

] Werd Backup Gold per GB Fixed CostService  Managed Services Managed Services Hon-Inventory

[ Wers Backup Flatinum per GB Ficed CostService  Managed Services Managed Services Hon-Inventory

[ work Backup Siver per GB Fixed Cost Service  Managed Services Managed Services Non-Inventory

Note: Each product has a different price.
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2. At the ConnectWise Integration page, select the Billing tab, as shown below.

/\ ConnecaWise Integration Search for an account... Q |
ﬂ Manage ConnectWise Integration
CONNECTWISE INTEGRATION INFORMATION [# Edit
Status Preferences
Integration status:  MNotices Present ‘Company name:
Accounts: 1 Accounts are not linked URL: staging.connectwisedev.com
Tickets: No Notices in the last 24 hours ConnectWise username (emaily pm
Billing: Billing not set up Integration guide: 9 Download

* Accounts =] Tickets @ Billing. .:_Ei Logs
Billing %] setup Billing
Plan Lewvel

Eilling is not yet set up. Click the Set up Billing option above to map your plans to ConnectWise services.

Usage

Usage Value - Update total usage

The ConnectWise Billing page is displayed.

ConnectWise Billing D

Usage Value 4 ypduce rotal usage

Dretermine whether you wiould like to update total usage u _—
ate Additional Usage
for each account or only the additional usage over the pd
account’s plan size

Cancel m
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3. Click the Add Plan button.

The plan fields are displayed.

Plan: v Lewvel: I

4. At the Plan drop-down menu, select a plan.
5. Atthe Level field, type a level for this entry.

Note: The accounts associated with this plan have their usage sent to the products associated with
this level through the cross-reference.

For this example, the following display corresponds to the ConnectWise plans highlighted in Step 1
of this procedure.

Plan: Silver 10 GE - Level: [Silver
Plan: Gold 20 GE » Levek: }Gcld
Plan: platinum 20 GE v Lewel: IF'Ia:inum

6. Select the Update Total Usage radio button in the Usage Value section.
Note: This selection ensures that every account is billed per-GB for total usage value.

7. Click the Save button.
8. In ConnectWise, create the cross-reference for this level and BackupUsage type with the correct
agreement type and your chosen product. See Creating Cross-references.

Block Storage Billing

Block storage billing is useful for billing for a block of storage (for example, 20 GB) and then billing at a
certain price-per-GB for any usage above that block size. This method is also useful for including a
certain amount of storage at no cost, and billing at a certain price-per-GB after that cost-free storage
block is used. The following example shows how to set up for a 20 GB plan/block size.
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Setting Up Block Storage Billing
To set up block storage billing, perform the following steps.

1. In ConnectWise, create a product to charge for the base 20 GB block. See Product Creation in

ConnectWise.

The following display is a highlighted example of a block storage product.

Price Cost| Taxable  Serialized Serislized Cost Type Category Subcategory

2. At the portal, click Preferences, Configure Billing Plan and then set up a billing plan that with a
Base Plan Size set to the size of the block (in this case, 20 GB).

Note: This setting ensures the usage value for overages that is sent to the service, does not start
until the account reaches 20 GB.

An example of this plan’s relevant fields is displayed below.

New Billing Plan

Billing Plan Name * | World Backup 20 GE Block
Base Plan
20

Base Plan Size{GE) * (] unhmited

Note: Only the Base Plan Size value has an impact on this billing strategy, the other values are
ignored.
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3. At the ConnectWise Integration page, select the Billing tab, as shown below.

/\ ConnecaWise Integration Search for an account... Q |
ﬂ Manage ConnectWise Integration
CONNECTWISE INTEGRATION INFORMATION [# Edit
Status Preferences
Integration status:  MNotices Present ‘Company name:
Accounts: 1 Accounts are not linked URL: staging.connectwisedev.com
Tickets: No Notices in the last 24 hours ConnectWise username (emaily pm
Billing: Billing not set up Integration guide: 9 Download

* Accounts =] Tickets @ Billing. .:_Ei Logs
Billing %] setup Billing
Plan Lewvel

Eilling is not yet set up. Click the Set up Billing option above to map your plans to ConnectWise services.

Usage

Usage Value - Update total usage

The ConnectWise Billing page is displayed.

ConnectWise Billing D

Usage Value 4 ypduce rotal usage

Dretermine whether you wiould like to update total usage u _—
ate Additional Usage
for each account or only the additional usage over the pd
account’s plan size

Cancel m
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4. Click the Add Plan button.

The plan fields are displayed.

Plan: v Level: | »

5. At the Plan drop-down menu, select a plan that corresponds to the ConnectWise plans highlighted
in Step 1 of this procedure.
6. At the Level field, type a level for this entry.

Note: The accounts associated with this plan have their usage sent to the products associated with
this level through the cross-reference.

For this example, the following display corresponds to the ConnectWise plans highlighted in Step 1
of this procedure.

Plan: Silver 10 GE - Level: [Silver "
Plan:| Gold 20 GE * Level: [Gold
Plan: platinum 20 GE v Lewel: IF'Ia:inum X

7. At the bottom of the page, select the Update Additional Usage radio button in the Usage Value
section.

Note: This selection ensures that every account is billed per-GB for any usage that exceeds the Base
Plan Size value on the specified plan.

8. Click the Save button.

9. In ConnectWise, create the cross-reference for this level and BackupUsage type with the correct
agreement type and your chosen product. See Creating Cross-references.

10. In ConnectWise, select Companies, Companies, type your company name and then select
Agreements, select your agreement and then select Additions.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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11. At the Total Quantity field, for any companies in ConnectWise billed for a 20-GB base block size,

add an addition to their agreement for 1 unit of the 20 GB Block product you created, as shown

below.

Backup Test
Agreement
- B

Additions
Product 1D

Diescription:

*

Additions  [=] Adjustments | 1)

@ C

‘World Bat kup 20 GB Block
20 GB bleck

Company Search » Agreement Search » Additions » Agreement Addition

Agreements | 1 Work Roles

Total Qiuantity :

1

Less Included:
Quantity to Bill:
LUnit Price:

Unit Cost:

Taxable

Effective Date:
Cancelled Date:
Serigl Number:

Opportunity

20 GB bleck

*

Thu 09012016

Product Inveoice Description:

0D
0D

Sequence:

Bill Customer: *  Billable
UOM:

Ext Price:

Ext Cost:

Margin:

Special Order

Purchase ltem

0

Work Types [

a8 ~
4,00
-

Manth
0.00
0.00
0.00

Sitf

Note: Un-mapping plans from your ConnectWise integration may generate Past Plans errors in your

logs. For information on these errors as well as the steps for resolution, see the ConnectWise

Integration Guide.
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Chapter 2. Autotask

The following sections from the Autotask Integration Guide have been updated because of the
Silverlight removal. Refer to the Autotask Integration Guide for more information.

This chapter includes the following topics:

o Ticketing Setup
e Billing Setup
e Billing Strategies

Ticketing Setup
This section includes the following topics:
e Overview

e Mapping Tickets

Overview
Setting up ticketing integration means that the current backup notifications can now be automatically
sent to Autotask and assigned to specific statuses, priorities, and queues.

Mapping Tickets
To map tickets to Autotask companies, perform the following steps.

1. Atthe Autotask Integration page, click the Tickets tab.

)a\ Autotask Integration o Support | | Sesroh foran sccount.. Q |

Manage Autotask Integration

ALTCTASK INTEGRATION [NFORMATION + Edit
Status Preferences

Integration status:  Motices Present AUtEsH USEITIEmE :
Accounts: 2 Accounts are not linked Integration gulde-
Tickets: Ticket mappings not set up

BImIng- Billing not set up

4 Download

& Accounts L] Tckets “ | Bilng o Logs
ACCOUNTS ﬂ. Refresh Accounts

Intronis Aocownt Auiotask Aocount
arwash- james Smith -

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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The Tickets page is displayed.

New ConnectWise and
Autotask Sections

* Accounts =/ Tickets @ Billing d Logs
Tickets
Backup Status Service Board Status Priority

There are no ticket mappings set up. Click the Map Tickets option above to map your first ticket.

gl Map Tickets

Required Date Service Type

2. Click the Map Tickets button.

The Map Tickets page is displayed.

Map Tickets

& Add Ticket Mapping v

Cancel m

3. Select the Add Ticket Mapping drop-down arrow.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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The Mapping Status Menu options are displayed.

& Add Ticket Mapping T

Add Ticket Mapping

" Backup Completed
i Backup Warning

) Backup Failed

& Backup Missed

il Mo Recent Backups

4. Select the status options you want to map.
You can map the following backup statuses:

e Backup Complete
e Backup Warning

e Backup Failed

e  Backup Missed

e No Recent Backups

New ConnectWise and
Autotask Sections

5. For each ticket that you would like to send to Autotask, select the appropriate Service Board,

Status, Priority, Priority, Due Date, and Service Type from your available options using the drop-

down menus in each row.

The following example displays all the status options.

All backup statuses added. =

Service Board Status

Backup Completed = =
Service Board Status

Backup Failed - -
Service Board Status

Backup Warning - -
Service Board Status

Backup Mis=zed = =

No Backups for Service Board Status

7 . Dayis) v v

Priority

Prioricy

Priarity

Priority

Pririty

Required Date
v 1 | * Dayls)

Required Date
v 1 | & Dayis

Required Date
v 1 % Dayls)

Required Date
v 1 | 5 Dayis)

Required Date
v 1 o Dayis)

Sarvice Type

Sarvice Type

Service Type

Sarvice Type

Sarvice Type

= b
= X
= *
= *

Cancel m

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in

whole or in part without the prior written consent of Intronis.

83




Billing Setup

vé

Note: The Required Date fields range from 1 - 99 days.

Intronis

MSP Solutions by Barracuda

New ConnectWise and
Autotask Sections

The following example displays a completed ticket page.

7

Backup Completed

Backup Failed

Backup Warning

Backup Miszed

Mo Backups for

L Dayls)

& All backup statuses added. »

Service Board

Intrenis - Data Back_..

Service Board

Intrenis - Data Back...

Service Board

Integration

Service Board

Intronis - Data Back .

Service Board

Intranis - Diata Back_..

Status
COlosed (resohwed)

Status
MNew (not responded)

Status
Plan of Action

Status
Assigned (responded)

Status
Closed (resohwed)

Priority

Priority 3 - Mormal...

Priority

Priority 1 - Emergen...

Priority

Priority 1 - Emergen...

Priority

Priority 3 - Normal._..

Priarity

Priority 3 - Mormal...

Required Date
1 | Dayls)

Required Date
1 | 5 Dayis)

Required Date
1 | Dayis)

Required Date
1 | . Dayis)

L

Required Date
1 . Dayis)

Sarvice Type

Proactive

Sarvice Type
Reactive

Sarvice Type
Running

Sarvice Type
Break-fix

Sarvice Type
Warranty

6. When you are done, click the Save button.

This section includes the following topics:

Overview

Setting Up Billing

Billing Strategies

Overview
Autotask billing integration allows you to bill directly from within Autotask for the following items:

Backup usage

Local backup subscriptions

QuickSpin host licenses

Imaging licenses

Hyper-V licenses

Each plan is mapped to its own set of services for usage, local backup, and VM host licenses. This feature

is useful if you have deferent services set up for different package amounts or a different price-per GB.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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Setting up Billing
To set up billing, perform the following steps.

1. Inthe Portal, at the Autotask Integration page, click the Billing tab.

The Billing page is displayed.

o Accounts ] Tickets | Bilng L Logs
Billing & SetUp Billing
Pran haoge Sevvin & S = &
Billing is not yet set up. Click the Set up Billing option above to map your plans to Autotask services.
Settings

Contract Mame - [ntronis Backup
Usage Value - Update total usage

Rounding - Round to nearest whole number

2. Click the Set Up Billing button.

The Autotask Billing page is displayed.

Autotask Billing D

€ Add Service

Contract Name .
Set the comtract name. The name of the contract oreated for each account in |ntrﬂn|5 BEC ku p/

Autotask must match this exactly.

Usage Value & Update Total Usage
Determine whether you would like to update total usage for each account or ) Update Additional Usage
only the additional usage ower the account’'s plan size

Rounding @& Round to Nearest Whole Number
Autotask only accepts whole numbers. Determine how youwould ike toround gy g Usage Up

uzage values O Round U D
i e Do concel [
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3. Click Add Service.

The plan fields are displayed.

&) Add Service

Plan: Select Option... v  Local Backup Service: Select Option._..
U=zage Service: Select Option.. » Imaging License Senvice: Select Option...
QuickSpin Host License Senvice: Select Option... »  Hyper-V Host License Senvice: Select Option...

4. Select the Plan drop-down arrow to display your plan options.

(Al Plans)

Default OBS 1
Default OBS 2
Default OBS 3
Default OBS 4
Default OBS 5

Notes:

e Selecting (All plans) means that every account is billed the same rate. Every account is updated
with the same set of products on Autotask agreements.

e Other plan options are mapped to their own level. This means accounts update a different set of
products based on the plan that they are on allowing you to charge different price points in
Autotask.

5. For each plan you would like to map to a set of services, choose the appropriate services from the
drop-down menus in each row.

These will be populated with your available Autotask services. The services you choose are
automatically added to the Backup contract you created for each account if they do not already

exist.
a. At the Usage Service field, select an option from the drop-down menu.
b. At the QuickSpin Host License Service field, select an option from the drop-down menu.
c. At the Local Backup Service field, select an option from the drop-down menu.
d. Atthe Imaging License Service field, select an option from the drop-down menu.
e. Atthe Hyper-V Host License Service field, select an option from the drop-down menu.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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6. At the Contract Name section, to type a new name for the contract, click the currently displayed
name.

Requirement: The name of the contract created for each account in Autotask must match this name
exactly.

Click here to rename

master~

The name field is activated and the edit icons are displayed.

mastel|

7. Click the delete |:| icon to erase the current name.

The name is erased.
8. Type the new name, and then click the confirm |:| icon.

Note: To cancel the name change and restore the current name, click the escape EI icon.

The name is displayed.
9. Select a Usage Value radio button.

Note: The following table provides descriptions of the Usage Value options.

Usage Value Description

Update Total Usage This option sends the total amount of data (in GB) that each account is
using to Autotask.

This option is best used when billing a flat rate per GB. See Universal
Price-per-GB or Price - per-GB by Plan billing strategies for an example of
how this is used.

Update Additional This option sends only the usage over the base plan size for each
Usage account. For example, if an account has a 20 GB plan and uses 25 GB,
only the 5 GB value is sent to Autotask.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.

87



( Intronis

MSP Solutions by Barracuda

New ConnectWise and
Autotask Sections

Usage Value

Description

This option is best used when billing a base rate for a certain block of
storage, and then billing overage using a per-GB rate See Block Storage
billing strategy for an example of how this is used.

10. At the Rounding section, select one of the following round usage values radio buttons:

¢ Round to Nearest Whole Number
e Round Usage Up
e Round Usage Down

Note: Autotask only accepts whole numbers
11. Click the Save button.

Your new billing plan is displayed.

o Accounts | Tickets. 4| Biling . Logs
Ellling
Plan Usage Service
Default OBS 1 1gn 1GB_EX
Settings

& Set Up Billing

L=

- L"'

=

16GE 20Hyper-v 20LocalBackup

Coniract Mame : Intronis Backup
Usage Value - Update total usage

Rounding - Round to nearest whaole number

Billing Strategies
This section includes the following topics:

e Overview

e Universal Price-per-GB
e Price — per - GB by Plan
e Block Storage Billing
Overview

The Autotask integration provides a flexible interface for setting up billing integration, which allows you

to bill for your service the way you like. Outlined below are three potential billing strategies that you

may choose to follow when billing for our services through Autotask.

Note: All strategies described below involve billing for usage. Local backup, QuickSpin Host Licenses,
Hyper-V licenses, and Imaging licenses are billed at a price-per-license in all cases. These licenses require

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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their own cross-references of type LocalBackup, VMwareHostLicensing, Hyper-V, and ImageLicensing
for each level.

The billing strategies are as follows:

e Universal Price-per-GB
e Price-per-GB by plan
e Block storage

Universal Price-per-GB
Use this billing strategy when choosing to bill at the same flat price-per-GB of backup storage for all of

your backup customers.

Setting Up Universal Price-per-GB
To set up universal price-per-GB, perform the following steps.

1. In Autotask, create the properly named contract with no services as outlined in the Billing Setup
section.
2. At the Autotask Integration page, select the Billing tab, as shown below.

& Accounts | Tickets: % | EBimng o Logs
Billing & Set Up Billing
Plan Usage Service (=] & -3} a5

Billing is not yet set up. Click the Set up Billing option above to map your plans to Autotask services.

Setiings
Contract Mame = Intronis Backup
Usage Value - Update total usage

Rounding - Round to nearest whole number

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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The Autotask Billing page is displayed.
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Autotask Billing

& Add Service

Contract Name
Set the comtract name. The name of the contract created for each account in
Autotask must match this exactly.

Intronis Backup~

Usage Value
Determine whether you would like to updste total uzage for each account or
only the additional usage over the account's plan size

(®) Update Total Usage
(O Update Additional Usage

Rounding & Round to Nearest Whole Number
Autotask only accepts whole numbers. Determine how you would like to round ) Round Usage Up
usage values O Round U D
1] Sage Lown Cancal m
3. Click the Add Service button.
The plan fields are displayed.
) Add Service
x

Plan: Select Option... *  Local Backup Service: Select Option... v
U=age Service: Select Option._. v Imaging License Senvice: Select Option_.. v
QuickSpin Host License Service: Select Option... v | Hyper-V Host License Service: Select Option... v

4. At the Plan drop-down menu, select (All Plans).

Note: This selection ensures that every account is included in this mapping.

5. Select a usage service.

Note: The usage for all accounts updates this service on the correct contract.
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6. At the bottom of the page, select the Update Total Usage radio button in the Usage Value section.

Note: This selection ensures that every account is billed per-GB for total usage value.

7. Click the Save button.

The Plan is displayed on the Billing page.

oy Accounts -] Tickets 4| Biling . Logs
Bllling
Plan Usage Service = - &

Billing is not yet set up. Click the Set up Billing option above to map your plans o Autotask services.

Settings
Contract Mame - Intronis Backup
Usage Value - |Jpdate total usage

Rounding - Round to nearest whole number

& SetUp Billing

Price - per - GB by Plan

The Price-per-GB by Plan billing strategy allows you to bill at a flat price-per-GB. Different accounts are
can be billed at a different price-per-GB. The price-per-GB an account that is billed depends on the plan

it is associated with, and the usage service to which that plan is mapped.

Setting Up Price-per-GB by Plan
To set up the Price-Per-GB by Plan, perform the following steps.

1. Make sure you have products created in Autotask for each price point you would like to charge.

2. At the Autotask Integration page, select the Billing tab, as shown below.

Manage Autotask Imtegration
ALTCTASK INTEGRATION [NFORMATION
Status Preferences

Integration status:  Motices Present AUtEsH USEITIEmE :

Accounts: 2 Accounts are not linked Integration gulde- & Download
Tickets: Ticket mappings not set up
BImIng- Billing not set up
& Accounts | Tickets “ | Bilng o Logs
ACCOUNTS
Intronis Aocownt Auiotask Aocount

arwash- james Smith -

Search for an 00Ot Q |

)6\ Autotask Integration o Support

[# Edit

ﬂ. Refresh Accounts
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The Autotask Billing page is displayed.
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Autotask Billing

& Add Service

Contract Name
Set the comtract name. The name of the contract oreated for each account in
Autotask must match this exactly.

Intronis Backup~

Usage Value
Determine whether you would like to update total usage for each account or
only the additional usage ower the account’'s plan size

(#) Update Total Usage
() Update Additional Usage

Rounding

Autotask onlky accepts whole numbers. Determine how you would like to round
usage values

®) Round to Nearest Whole Number
O Round Usage Up
) Round Usage Down

concel [

3. Click the Add Service button.

The plan fields are displayed.

€3 Add Service

Plar: Select Option.. v
U=zage Service: Select Option.. L
QuickSpin Host License Senvice: Select Option... v

Local Backup Service: Select Option_..
Imaging License Service: Select Option...
Hyper-V Host License Senvice: Select Option...

4. At the Plan drop-down menu, select a plan.

Note: The accounts associated with this plan have their usage and local backup information set to

the services specified on this line.

5. Select a usage service for this particular plan.
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Note: The usage for all accounts associated with the specified plan updates this service on the

correct contract.
6. Select the Update Total Usage radio button in the Usage Value section.

Note: This selection ensures that every account is billed per-GB for total usage value.
7. Click the Save button.

Block Storage Billing
Block storage billing is useful for billing for a block of storage (for example, 20 GB) and then billing at a

certain price-per-GB for any usage above that block size. This method is also useful for including a
certain amount of storage at no cost, and billing at a certain price-per-GB after that cost-free storage
block is used. The following example shows how to set up for a 20 GB plan/block size.

Setting Up Block Storage Billing
To set up block storage billing, perform the following steps.

1. In Autotask, create two contracts for each account to be billed for a 20 GB block of storage.

Note: When creating this contract, add a 20 GB block service to the contract. This service remains on
the contract but is not updated by the integration. This first contract must remain separate from the

contract the integration updates daily.

2. On the second contract, create a properly named contract with no services as outlined in the
Billing Setup section.

Note: It is important that this contract matches the name you set in the billing tab in the
portal, since this is the contract being updated. The block plan contract should be named something

else.

3. Atthe portal, click Preferences, Configure Billing Plan and then set up a billing plan that with a
Base Plan Size set to the size of the block (in this case, 20 GB).

Note: This setting ensures the usage value for overages that is sent to the service, does not start

until the account reaches 20 GB.
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An example of this plan’s relevant fields is displayed below.
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New Billing Plan

Billing Plan Name * | World Backup 20 GE Block

Base Plan
Base Plan Size{GB) * 20

[ untimited

Note: Only the Base Plan Size value has an impact on this billing strategy, the other values are

ignored.

4. Atthe Autotask Integration page, select the Billing tab, as shown below.

Ellling

Plan Usage Service

Default OBS 1 1gn 1GB_EX
Settings

& Set Up Billing
& d*
20Hyper-v 20LocalBackup

Coniract Mame : Intronis Backup
Usage Value - Update total usage

Rounding - Round to nearest whaole number
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The Autotask Billing page is displayed.
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Autotask Billing

& Add Service

Contract Name
Set the comtract name. The name of the contract created for each account in
Autotask must match this exactly.

Intronis Backup~

Usage Value
Determine whether you would like to updste total uzage for each account or
only the additional usage over the account's plan size

(®) Update Total Usage
(O Update Additional Usage

Rounding & Round to Nearest Whole Number
Autotask only accepts whole numbers. Determine how you would like to round ) Round Usage Up
usage values O Round U D
1] Sage Lown Cancal m
5. Click the Add Services button.
The plan fields are displayed.
) Add Service
x

Plan: Select Option... *  Local Backup Service: Select Option... v
U=age Service: Select Option._. v Imaging License Senvice: Select Option_.. v
QuickSpin Host License Service: Select Option... v | Hyper-V Host License Service: Select Option... v

6. At the Plan drop-down menu, select a plan.

Note: The accounts associated with this plan have their usage and local backup information set to

the services specified on this line.

7. Select a usage service for this particular plan.
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Note: The usage for all accounts associated with the specified plan updates this service on the
correct contract.

At the Usage Service field, select an option from the drop-down menu.

At the QuickSpin Host License Service field, select an option from the drop-down menu.
At the Local Backup Service field, select an option from the drop-down menu.

At the Imaging License Service field, select an option from the drop-down menu.

® a0 oo

At the Hyper-V Host License Service field, select an option from the drop-down menu.

8. At the Contract Name section, to type a new name for the contract, click the currently displayed
name.

Requirement: The name of the contract created for each account in Autotask must match this name
exactly.

Click here to rename

master~

The name field is activated and the edit icons are displayed.

master|

9. Click the delete I:I icon to erase the current name.

The name is erased.
10. Type the new name, and then click the confirm |:| icon.

Note: To cancel the name change and restore the current name, click the delete I:I icon.
The name is displayed.

11. Select the Update Additional Usage radio button.
12. At the Rounding section, select the Round to Nearest Whole Number radio buttons:
13. Click the Save button.
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oy Accounts ] Tickees % | Bilng Lo Logs
Billing
Plan Usage Service =]
Default OBS 1 1gb 1GE_EX
Setngs

4| Set Up Billing

]
UL

d®

20Hyper-y 20LocalBackup

{Comtract Mame : |ntronis Backup
Usage Value - Update total usage

Rounding - Round to nearest whole number
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PART IV. FILES AND FOLDERS BACKUP AND

RESTORE

This part includes the following chapters:

e Files and Folders Backup

e Files and Folders Restore

e Files and Folders Delete

Chapter 1. Files and Folders Backup

This chapter includes the following topics:

e Files and Folders Backup Tabs

e Backing Up Files and Folders

e Editing Files and Folders Backup Sets

e Removing Files

and Folders Backup Sets

See Backup Agent Software Requirements for more information.

Files and Folders Backup Tabs
Figure 15 displays the backup tabs.

Select

@ Files and Folders 17

Figure 15. Files and Folders Backup Tabs.

The following table

provides a description of the page features.

Page Description

Select You are required to select at least one File or Folder.

Schedule Optionally edit the schedule. The default schedule is daily every weekday starting at
11 p.m. and the Allow to Finish check box is enabled.

Retention Optionally determine how many versions of each file you would like to retain. The
default is 30 retained versions and no fewer than 10 versions.

Advanced Temporary Folder lets you specify where the temporary folder used in backing up
resides.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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Page Description

Snapshot Mode ensures all files are backed up from the same volume snapshot
(recommended).

Failed File Behavior determines how you want backups to handle failed files.
Wildcard Inclusions let you set wildcard inclusions to back up only certain file types.

Archive Bit enables the agent to skip files with an unset archive bit.

Summary A list of your selections is displayed.

Backing Up Files and Folders

To back up Files and Folders, perform the following steps.

1. Navigate to the Computer page. See Navigating to the Computer Page for instructions.

The Computer page is displayed.

Home > Manage > Imtranis > 0002 (0002] (%) Manage ECHOShare EJ Leawe Feedback
&  Computer: 0002 (0002) 8 support | | sear fir an account.. Q]
s View Computer (Intronis)

‘Comparter Information [#* Edit
Badoup agent- Connected DEMEA016 - 11082016
Computer name- ooo2 20.56 GB-
® & & & & & = a

Compater ID- o2 725 GB-
ACoount usermame:

544 GB-
Emiall address:
Phone numiber: 111-222-3333 382 GB-
Group: Default Group 181 GE" s * = = @
Local badasp subscription: Enabled ooB- . . . .

811206 Y206 1V62016 11732015

(o= Active Recoveries (0) B Acthaaty 23 System “¢ software O Nottfications i Backup ¥ Delete I restore

Backup Set/Action Detailed Bvent Logs Start Date Resulis Status

2. Click the Backup tab.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
100



Files and Folders Backup and

[ ]
‘1 Intronis Restore
MSP Solutions by Barracuda
The Backup Selections page is displayed.
. Export Backup Selecti

Backup Selections e —
Backup Type Type Backup Set Run  Mext Backup Scheduled Remowve

€ @ Files and Folders {4) /& @l Files=nd Foiders 1 p noTzve@oziorm @) x
o _ijl_ Physical Imaging (2] A i@l FilesandFolders2 [ X
+] EE Hyper-¥ Standard f" i Files and Folders 3 > - K
© =5 HyperV Rapid Recovery # @ Filesand Folders 4 meens@oory @0 X
0 ﬁ VMware Standard (1) f _@_ Phiyzical Imaging 1 [= - "
© @ vMware QuickSpin (3) & B prysical maging 2 p  tozzme@tioorM @) x

-_—

O = soLserver@ A B VMware Smndard 1 » eve@itoorm @) x
O (i Exchange Mailbox Level > & WMWare QuickSpin 1 > - *
}" = WMWare QuickSpin 2 > - *

> @ VMware QuickSpin 3 [ *

A = sa > - X

A = sz > - x

N CEDIOIE 1-12 of 12 tems

3. Inthe Backup Type pane, click the select icon beside Files and Folders to run the backup type.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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The Select page is displayed.

Create Backup
& Files and Folders 1~ ©

i

Select Storage Location
® £ Online Only

What Files & Folders Would You Like to Backup?

Select from the awvailable Files & Folders below to backup

Select Your Files and/or Folders:

Current selection: Select the items on the left you want to include in

is back
[T = TRAINING ) this backup set.

Exclusions are marked in red.

| - Directories marked with 5 indicate that
Type network location if it is not listed above (for example, Y\serverishare): any new items added to them will be
automatically backed up.
Path:
Next =
Cancel Create Backup Set

4. Click the Backup Name to provide a new name for your backup set, or accept the default.
See Changing Backup Set Names.
5. At the Select Storage Location, click one of the following options.

Note: This procedure applies to all options. See Backup Options for more information.

e Local Only (Local Vault must be enabled and a local subscription is required. Data is not
backed up to the cloud.)

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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e Online Only (An enabled Local Vault disables this option.)

Files and Folders Backup and

e Online and Local (Local Vault must be enabled.)

Restore

The selection is highlighted and the file and folders are displayed in the Current Selection pane.

6. Inthe Current Selection pane, select the row of the files and folders you would like to back up, as

shown below.

Select Your Files and/or Folders:

Current selection:

(= WINT

The computer where the agent is installed, and the available files and folders for backup are

displayed.

Select Your Files and/or Folders:

| Current selection: WINT

!Eﬂlecx

(] E:

7. To back up files and folders on another network location that is not listed, perform the step

below; else proceed to next step.

Adding a Network Location

below.

a. To back up files and folders on another network location that is not listed,
type the network path address in the Path field as shown in the example

Path:  \iexample

Type nebwork location if it is not listed abowe (for example, Viserver\share):

a +

The add button is activated.

b. Click the add button.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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8. Click the check box of the files and folders you would like to back up, as shown below.

Select Your Files and/or Folders:

| Current selection: WINT P
@ >
m_= )

Clicking the arrow L at the right of the items displays more files and folders.

Your selections are displayed in the far right pane. Click the remove icon to remove any
selections, or clear the item check box.

| Current selection: C:| B

m il $Recycle.Bin il Program Files (excluded)

Lm ) e Perflogs mVH DTracklLogs (excluded)
[l Program Files

[ &F Program Files (x86)
[ EE ProgramData

L L e

A &F Recovery
B System Volume Information
[ £F Users

[ VHDTrackLogs )
¥
B Windows
] B bootmgr
[/ & BOOTNXT

Exclusions are marked in red.

Directories marked with &5 indicate that
any new items added to them will be
automatically backed up.

Type network location if it is not listed above (for example, Wserver\share):

Path: +

“ jcon indicates that new items are automatically backed up. By default, selecting a

The green
folder displays the green icon. Selecting files directly under the folder, does not display the icon.

Items marked in red are excluded from the back up.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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TIP: If you want to accept the default settings for the Schedule, Retention, and
Advanced pages, you can back up now by clicking the Create Backup
Set button.

To change the default settings, continue with the following steps.

9. After making your selections, click Next.

The Schedule page is displayed.

Schedule |

How Often Would You Like To Back Up Your Data?
Select the schedule options below

Recurrence Pattern - Schedule -
O By Minute(s) b Bvery Weskday Time of day ——
9] By Howr(s) Start A T00PM | (© Every Weekday
Runmning @ 11200 PM and are allowed to
® 8y Day B4 Allow Ta Finish finish before starting the next schedule

O By Week ooourmence.

Information

= Multiple Daily f Weekly schedules are permitted
= Minutely and Hourly recurrences cannot be mixed with Daily / Weekly recurrences
= There can only be one Minutely or Hourly schedule configured

< Previous Mext >

10. Accept or edit the default schedule. See Backup Schedules for more information.
Notes:

e Multiple daily/weekly schedules are permitted (as long as they do not overlap).
e Minutely and hourly recurrences cannot be mixed with daily/weekly recurrences.
e Only one minutely or hourly schedule can be configured.

Adding a New Daily or Weekly Schedule

a. To add additional daily or weekly schedules, click the Add New button.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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The new Schedule is displayed and the Add New button is highlighted, as
shown below.

Schedule 2

Bvery week

On Sunday @ 11:00 PM and are allowed to
finish before stardng the next schedule

ooourrenoe.

b. Make your selections.

The new schedule details are displayed.

Click the remove E icon to delete the schedule.

Editing Existing Daily or Weekly Schedules

a. To edit existing schedules, in the Schedule column, click the schedule
details.

The Schedule is highlighted.

b. Select your new daily or weekly times.

11. Clearing the Allow To Finish check box allows you to assign an End time to cancel a running
backup the following day. You must select a time before the Start time.

Your schedule is displayed in the Schedule column.

12. After setting your schedule, click Next.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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The Retention page is displayed.

Retention
Archiving Rules . .
0 - N i i
Determine how many versions of each file you would like to retain. Keep | 30 ¥ day(s) and na fewer than | 10 ¥ wersion(s]
I_ Enable Advanced Archiving Add a New Archiving Rule - or  Start From a Template
= Previous Mext =

13. Optionally, select the number of days and versions you wish to archive.
14. Optionally, select the Enable Advanced Archiving check box. For Advanced Archiving information,
see Archiving Rules

The Advanced Archiving fields are displayed.

F Enable Advanced Archiving Add a New Archiving Rule & | or | Start From a Template «

O Keep atleast 30 : day(z) and no feweer than 10 : wersion{s)

This rule applies ta: m Please separate all wildcard filoers with commas.

Example: The setting of a daily backup kept for 30 days and no fewer than 10 versions mean that 30
versions are kept. However, a setting of once a week means that after 10 weeks, 10 versions are
kept.

15. Make your selections, click Save Rule, and then click Next.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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The Advanced page is displayed.
Advanced
Temporary Folder
Define where the temporary folder that's used in backingup  parh- IC:\.Windm-as'\TEMP'\Backup@@e -

files & folders resides. Manually type in 3 path or browse to the

desired location.

Snapshot Mode

Snapshot mode ensures all files are backed up from the same p Enable Snapshot Mode I_ Cancel Backup if Snapshot Mode fails
volume snapshot (recommended).

Falled File Behavior p Retry Failed Files |7 Retry Locked Files

Determine how you want your backups to handle failed files.

Set wildcard indusions to back up only certain file types.
Separate each phrase with commas. Commit each phrase by

Wildcard Inclusions

Include:

oressing Enter.

Archive Bit
I_ Enable Archive Bit

The agent skips files with an unset archive bit.

< Previous

Mext =

16. Use the following table to help make optional selections.

Temporary Folder

Optionally, specify where the temporary folder that is used in backing up
files & folders resides.

Requirement: You must specify a temporary folder located on a disk with
sufficient space.

Snapshot Mode

Snapshot mode ensures all files are backed up from the same volume
snapshot (recommended).

Failed File Behavior

Specify how you want backups to handle failed files by retrying failed files
and/or retrying locked files.

Wildcard Inclusions

Set wildcard inclusions to back up only certain file types.

Separate each phrase with commas.

Commit each phrase by pressing Enter.

Example: To include files that have the .jpg extension or have file names
that end with 2016, enter the following filter: *.jpg, *2016.

Archive Bit

When disabled, the agent skips files with an unset archive bit.
Select the Enable Archive Bit check box to enable archive bit.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.

108




Files and Folders Backup and

( 1 Intronis Restore

MSP Solutions by Barracuda

17. At the Temporary Folder field, accept the default, type a new path, or click the Browse button to
locate the temporary folder that is used in backing up.

Browse option
a. Click the Browse button.

The folder options are displayed.

Please select a folder below:
Current selection:
& Local Disk{C:h) 3
- e Volume(E:) b ]
14 2
Type network location if it is not listed abowve (for example, \\server\=share):
Path:

Cancel

b. Select the destination.

The OK button is activated.

=

c. Click OK.

The address is displayed in the Path field.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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Path: IC:'-L'»."U'lr'd{:ws"._EM PBackupigent

d. To add a network location that is not listed, perform the step below.

Adding a Network Location

a. To back up files and folders on another network location that is not listed,
type the network path address in the Path field as shown in the example
below.

Type nebwork location if it is not listed abowe (for example, Viserver\share):

Path:  \iexample b4

The add button is activated.

b. Click the add button.

18. After making your selections, click Next.

The Summary page is displayed.

Summary
Select Contains: 12,353 File(s) selected, size: 7.44 GB
Destination “ Online
Schedule Schedule 1 Every Weekday
Running Backups are allowed o finish before starting the next schedule ocourrence.
Retention Keep at least 30 day(s) and no fewer than 10 wversion(s). Apply this rule to All files.
Advanced Temp Location:  C\Windows\TEMP\BackupAgent

Enable Snapshot Mode
Retry Failed Files
Retry Locked Files

< Previous

Cancel Create Backup Set

19. Verify your selections, and then click Create Backup Set.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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The Backup Selections page is displayed with your latest backup set.
. Export Backup Selecti

Backup Selections e —
Backup Type Type Backup Set Run  Mext Backup Scheduled Remowve

€ @ Files and Folders {4) # @ FilesandFolders1 p noTzve@oziorm @) x
o _ijl_ Physical Imaging (2] A i@l FilesandFolders2 [ X
+] ﬁ Hyper-¥ Standard }" i Files and Folders 3 > - K
© =5 HyperV Rapid Recovery # @ Filesand Folders 4 meens@oory @0 X
0 ﬁ VMware Standard (1) f’ _@_ Phiyzical Imaging 1 [= - "
4] _@_ VMware QuickSpin (3) }r @ Physical Imaging 2 > TO22016.@ 11:00 P (__: e

-_—

O = soLserver@ & @ VMvare sandard 1 » eve@itoorm @) x
& L4 Exchange Mailbox Level ", @ \Mware Quickspin 1 > - -
}" = WMWare QuickSpin 2 > - *

> @ VMware QuickSpin 3 [ *

A = s > - X

rFs E 50L2 > - x

e ) (&) n 1-12 of 12 tems
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Editing Files and Folders Backup Sets

To edit a Files and Folders backup, perform the following steps.

Restore

1. Navigate to the Backup Selections page. See Backing Up Files and Folders for instructions.

The Backup Selections page is displayed.

Backup Selections
Backup Type Type Backup Set
€ @ Files and Folders (4) & @l FilesandFoiders 1
4] _i]_ Physical Imaging (2) # @ FlesendFoiders2
) EE Hyper-V Standard f i Files 2nd Folders 3
'+ _=E_ Hyper-V Rapid Recovery }' i Files and Folders 4
] ﬁ VMware Standard (1) > @ Physical Imaging 1
4] _lif‘_ VMware QuickSpin (3) 2 @ Physical Imaging 2
-
0 = 50L Server (2) }r ﬁl Wivhware Standard 1
O La Exchange Mailbox Level & @ vwware uickspin 1
f =7 WMWare QuickSpin 2
& @ vMWare QuickSpin 3
& E oL
F = oLz
-
. “ 1 v " "

=
E
=

¥y ¥ ¥ ¥ ¥ v ¥y ¥y ¥y v v ¥

Next Backup

TOFR20M6 @ 09:30 PM
T1/022016 @ 11:00 PM
11022016 @ 11:00 PM

TO22016 @ 11:00 PM

Scheduled Remove
© .
X

»

e x
X

«© -
© .
»

*

»

X

»

1-12 of 12 item=

2. Click the edit icon to edit your backup selection.
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The Backup Set Summary page is displayed.

Restore

Edit Backup

@ Files and Folders 1~

| Summary |

Select

Schedule

Retention

Advanced

= Previous

Contains: 2 File(s) selected, size: $#84.50 KB
Destination n Online
Schedule 1 Every Weekday

Running Backups are allowed to finish before starting the mext schedule ocourrence.
Kesp at least 30 day(s) and no fewer than 10 version(s). Apply this rule to All files.

Temp Location:  C\Windows\TEMP\BackupAgent
Enable Snapshot Mode

Retry Failed Files

Retry Locked Files

Cancel Update Backup Set

3. Select any of the tabs to display and edit your current settings. See Backing Up Files and

Folders for details.

Note: The backup set name may be edited. See Changing Backup Set Names.
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If you have removed some selections from your backup set, the following message is displayed on
the Advanced page (shown below):

Temporary Folder

Define where the temporary folder thats usedin backing up  Parhe [Cawing ATEMP Backuphgent [ ee—
files & folders resides. Manually type in a path or browse o the
desired location,

Snapshot Mode
Snapshol mode ensures all files are backed up from the same 21 Enable Snapshot Mode D{ar\-:-el Backup if Snapzhot Mode fads
walume snapshat (recommended].

Deverming howw you wang yo

You have removed some selections from your backup set.

et wildcard induzions

Separate each phrasewin. WWOUld you like to run a stray file delete to remove any files
that have been removed from the backup sets?

The agent skigefiles e e ammararswie == \

You have removed some selecions from your bacdup ser. Would you lilee to run a stray file delete o remove any files that have been removed from the
backup sets?
Ol telene seray files from online servers

4. To delete stray files from online servers, select the Delete stray files from online servers check
box, as shown below.

| W Delete stray files from online servers

All versions of those files are set for removal during the next backup from the Cloud and/or local
vault.

5. After making all your edits, click the Update Backup button at the bottom of any page, as shown
below.

Cancel Update Backup Set

The Your Backup Sets page is displayed with your updated backup set.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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A File or Folder Selected for Backup Is No Longer Found
When editing a File and Folder backup, if a file or folder that was explicitly selected for backup is no
longer found, the prompt below is displayed asking if you would like to remove that file or folder
from the backup set. Note that the backup set cannot be saved without removing those files or
folders.
Clicking Continue removes the listed items from the backup set after the backup set is updated and
saved. Failure to save this backup set and remove the listed items causes errors in your logs.

A File or Folder Selected for Backup Is No Longer Found

When editing a File and Folder backup, if a file or folder that was explicitly
selected for backup is no longer found, the prompt below is displayed asking if
you would like to remove that file or folder from the backup set.

The following items in this backup set no longer exist or cannot be found:
C\Test].tet

These items will be removed from the backup set upon saving. Failing to save this backup set and remove these items will result in errors in your logs.

Continue

Clicking Continue removes the listed items from the backup set after the
backup set is updated and saved. Failure to save this backup set and remove
the listed items causes errors in your logs.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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115



Files and Folders Backup and
Restore

Intronis

MSP Solutions by Barracuda

vé

Removing Files and Folders Backup Sets
To remove a Files and Folders backup set, perform the following steps.

1. Navigate to the Backup Selections page. See Backing Up Files and Folders for instructions.

The Backup Selections page is displayed.

Backup Selections et Mg e
Backup Type Type  Backup St fun  Mext Backop Scheduled femove

£ S Fles and Folders {4] A @l Fiesand Folders 1 e nateme@okaned *
o @ Pheysical Imaging {2} F il FlesancFodes? e - H
£ 53 Hyper:V Standard & Bl FleseodFoldesd .- *
© EE HyperV Rapid Becowvery & @l e e Folder 4 »  nmcme@noos @0 *
€ 5 Viwars Standard (1) A B ersaimageg - ] *
@ & Viware QuickSgin 3) & F  ersalimagng B nmemegnooem x
© = 0L Serveria) > ﬁ Viiwars Standard 1 B nmmes i "
© L Exchange Mallbox Level F B e cuassind . - =
» _T_ WhiWare QueckSpin 2 e - H

& B e Quiaspin g > - ¢

e E oL - .

F E QL2 > - x

i 1-120f 12 iters

2. At the relevant backup set row, click the remove icon to remove the backup set.

The confirmation pop-up is displayed.

Remove Backup Set
Remaoving a backup set does not automatically delete the assodarted data from the server
or your Local Vaulc

Are you sure that you would like to remove this backup set?

-

3. Click Yes.

The backup set is removed.
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Chapter 2. Files and Folders Restore

This chapter includes the following topics:

e Overview

e Files and Folders Restore Tabs

e Restoring Files and Folders by Folder Hierarchy
e Restoring Files and Folders by Daily Snapshots
e Restoring Files and Folders by Backup Sets

Overview
You can restore Files and Folders by:

e Folder Hierarchy
e Daily Snapshots
e  Backup Sets

Folder Hierarchy

Restoring by Folder Hierarchy lets you restore files and folders from the hierarchy that you originally
backed up. Each file may have been backed up multiple times and therefore have multiple revisions. By
default, the most recent revision is selected, but you can choose any revision that is displayed.

Daily Snapshots

Restoring by Daily Snapshots lets you restore a version of files and folders from a specific date. Seven of
the most recent daily snapshots are available for restore. You can only restore from one daily snapshot
at a time.

Backup Sets
Restoring by Backup Sets lets you restore files and folders organized by the backup sets you have
created.

Files and Folders Restore Tabs
Figure 16 displays the restore tabs.

a8 Files & Folders

Select

Figure 16. Files and Folders Restore Tabs.
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The following table provides a description of the page features.

Page Description
Select You are required to select at least one File or Folder.
Destination Select the destination of your restore and how existing files are treated.

Destination: Choose where the data is restored: Original Path or Alternate Path.

Select from the following options to specify how are existing files treated during
restoration:

e Do not overwrite any existing files with restored files

e Overwrite existing files with restored files

o If afile already exists, rename the restored file — The files you are restoring are
renamed FileName (2).*

Advanced Select from the following options to specify the advanced features of the restore:

e Restore NTFS File Permissions
e Restore File Attributes
e Restore Last Modified Date

Summary A list of your selections is displayed.

Restoring Files and Folders by Folder Hierarchy

To restore Files and Folders by Folder Hierarchy, perform the following steps.

1. Navigate to the Computer page. See Navigating to the Computer Page for instructions.

The Computer page is displayed.

Home > Manage > Intronis » DO0Z (0002) Manage ECHOShare Leave Feedback
E Computer: DDOZ2 (DOOZ) &3 support | | searon for an account.. Q, |

Wiew Compater (Intronis)

‘Comparter Infonmation [# Edit
Backup agent- Connected DEMINE - 110032016
COMPUtEr Name- ooo2 20.56 GB-
[ ] - - - - - - -

Computer IB- oooz T25GB-

544 GB-
[Emall address:
Phone number: 111-222-3333 3.2 G
Group: Default Group 181 GE'" s * = = @
Local backup subsoription: Enabled 0.0E- . . .

8112016 W06 1e2016 11732016

(5= ACtve Recoveries (0) B Acomy ' System <+ software {0 Noufications i Backap 3 Delete 1] mestore
Backup Set/Action Detailed Event Logs Start Date Resulis Siahus
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2. Click the Restore tab.

The Restore Selections page is displayed.

Files and Folders Backup and
Restore

Restore Selections
m T | Type
Backed Up Data Type i Files and Folders
® @ Files and Folders
! ﬁ VMware Standard
® @ vMware Quickspin
® O physical imaging K
o] - 1 L 3

Status

0 ltemis) Restored

Completed

010472017 @ 1242 PM

1-10of1items

3. Click the restore ==l icon of the backup type you want to restore.
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whole or in part without the prior written consent of Intronis.
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The Select page is displayed with By Folder Hierarchy selected as the default.

Restore
@ Files & Folders o

I

® " By Folder Hierarchy 3 By Daily Snapshots = By Backup Sets

What Files & Folders Would You Like to Restore?
Select from the available FAles & Folders below to restore

Select Your Files and/or Folders:

Current selection: Selact the items on the |eft you want to restore.

[ ®winz )

Exclusions are marked inred.

Mext =

cance'

4. Inthe Current Selection pane, select the row of the files and folders you would like to restore, as
shown below.

Select Your Files and/or Folders:

Current selection:

] WINT >

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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The folders available for restore are displayed.
Select Your Files and/or Folders:
| Current selection: WINT
(] Ca\ >
(] E >

5. Click the check box of the folder you would like to restore.

Clicking the arrow L at the right of the items displays more files and folders.

Your selections are displayed in the right pane. Click the remove icon to remove any selections,

or clear the item check box.

r
| Current selection: ClConfig.Msild9e9.rbf (Rev. 11/11/2015 11:33:38 AM)

EERY EMFY EI™Y e o1nizoistissasam
UE >
O >
O 2
O >
O >
U >
O >
Um >
Om >

B d9%0.rbf (Rev.11/11/2015 11:33:38 A... b4

Exclusions are marked in red.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in

whole or in part without the prior written consent of Intronis.
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TIP: If you want to accept the default settings for Destination and Advanced
pages, you can restore now by clicking the Restore button.

Important: If the default setting on the Destination page is selected, then any
existing files are not overwritten with restored files. The result may be that no
files are restored.

To change the default settings, continue with the following steps, or select a
page tab.

After making your selections, click Next.

The Destination page is displayed.

Destination

Where Do You Want To Restore?
Select the destination of your restore and how existing files will be treated.

Destination

Choose where the data is restored

® Original Path

Alternate Path

Existing Files

Howw are existing files treated during restoration?

® Do not overwrite any existing files with restored files
Cruerwrite exizting files with restored files

If a file already exizts, rename the restored file

= Previous

Mext =

At the Destination section, to select the original destination path, click the Original Path radio

button.

To select an alternate path, click the Alternate Path radio button, and then browse to the

destination.

Selecting an Alternate Path
a. Click the Alternate Path radio button.

The following field is displayed.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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s
(®)2lternate Path

Path: I Browse...

b. Click the Browse button to locate the destination.

The folder options are displayed.

Please select a folder below:
Current selection:
& | ocal Disk{C\) h ]
& Mew Volume(E:) h ]
1 I
Type network location if it is not listed abowve (for example, \\server\=share):
Path:
Cancel

c. Select the destination.

The OK button is activated.

crcet 0

d. Click OK.

The address is displayed in the Path field.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in

whole or in part without the prior written consent of Intronis.
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Path: IC:ianaISt-:uragE

Adding a Network Location

below.

Path: | viexamplg

Type nebwork location if it is not listed abowve (for example, Viserver\sharal:

a +

The add button is activated.

b. Click the add button.

To add a network location that is not listed, perform the step below.

a. To back up files and folders on another network location that is not listed,
type the network path address in the Path field as shown in the example

9. At the Existing Files section, select one of the following radio buttons regarding the restoration of

existing files:

e Do not overwrite any existing files with restored files

e Overwrite existing files with restored files

o If afile already exists, rename the restored file

10. After making your selection, click Next.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in

whole or in part without the prior written consent of Intronis.
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The Advanced page is displayed.

Advanced

REStO re 0 pti Dns I_ Restore NTFS Fle Permissions

Choose where the data is restored p a File Aterib
estore File Altnbutes

p Restore Last Modified Date

< Previous Mext =

11. Optionally, select from the following options to specify the advanced features of the restore:

e Restore NTFS File Permissions
e Restore File Attributes
e Restore Last Modified Date

12. Click Next.

The Summary page is displayed.

Summary
Select Recovering: 2 File{s) selected, zize: 884.50 KB
Destination Yaour file{z) will be restored 1o the Original Path
Advanced Restore File Atributes

Restore Last Modified Date

< Previous

cance'

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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13. Verify your selections, and then click the Restore button.

The confirmation pop-up is displayed.

You are about to restore backed up data using the settings you just defined.

o -

Proceed with this restore?

14. Click Yes.

The Restore Selections page is displayed with the latest status.

Restoring Files and Folders by Daily Snapshots

To restore Files and Folders by Daily Snapshots, perform the following steps.

1. Navigate to the Computer page. See Navigating to the Computer Page for instructions.

The Computer page is displayed.

Home > Manage > Intranis > DB02 [DOD2] &) Manage ECHOShare EJ Leawe Feedback
-— [ -
& Computer 0002 (0002) £ support | | search for an account... Q]
==  ¥lew Computer (Intronis)
Camputer Information [ Edit
Backup agent: Connected DBME206 - 11M05/2016
COMARET Naime- 0oon2 90.5 GB-
. e & B & & 8 &
Companer I0: ooo2 725 GB-
ACCoUNt usermame:
544 GB-
Emall achdress:
Phone number: 111-222-3333 36.2GB-
Group: Default Group 181 GE'. a & = = @
Lincal baciosp subsoription: Enabled ooB-—— . . .
an20e wa2016 1062016 117372016

(o= ACtve RECOVEres (0} B Acomy &3 System <+ software {0 Notfications 1 Badkup » Delete [l restore

Backup Set/Action Detailed Event Logs Start Date Results Status

2. Click the Restore tab.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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The Restore Selections page is displayed.

Files and Folders Backup and
Restore

Restore Selections
m T | Type
Backed Up Data Type i Files and Folders
® @ Files and Folders
! ﬁ VMware Standard
® @ vMware Quickspin
® O physical imaging K
o] - 1 L 3

Status

0 ltemis) Restored

Completed

010472017 @ 1242 PM

1-10of1items

3. Click the restore = icon of the backup type you want to restore.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in

whole or in part without the prior written consent of Intronis.
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The Select page is displayed.

Restore
@ Files & Folders o

I

® " By Folder Hierarchy (3 By Daily Snapshots = By Backup Sets

What Files & Folders Would You Like to Restore?
Select from the available FAles & Folders below to restore

Select Your Files and/or Folders:

Current selection: Selact the items on the |eft you want to restore.

[ ®winz )

Exclusions are marked inred.

Mext =

cance'

4. Click the By Daily Snapshots radio button.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.

128



( 1 Intronis

MSP Solutions by Barracuda

The available snapshots are displayed.

Files and Folders Backup and

Restore

Note: Seven of the most recent daily snapshots are available for restore. You can only restore from

one daily snapshot at a time. Selecting a different snapshot clears your current selection.

one snapshot at a time):

Select the snapshot from which you want te restore files and folders. (You can only restore from

Current selection:
B 11/7/2016
B 11/6/2016
{" B 11/5/2016
B 11/42016
" B11/3/2018
| 11/2/2016
B 1112016

=

L L L

Select the itemns on the |eft you want to restore.

5. Inthe Current Selection pane, click the radio button of the snapshot you would like to restore.

Clicking the arrow L at the right of the items displays more files and folders.

Exclusions are marked in red.

Your selections are displayed in the right pane. Click the remove icon to remove any selections,

or clear the item radio button or check box.

Current selection: Local Disk (C:)

& b 11/6/2016
{" B 11/5/2016
" B 11/4/2016
™ B 11/3/2016
& m11/2/2016
™ B11/1/2016

N g N N

" a117201s ¥ ;l & Local Disk () ) ;l |+ i Restore b ;l
>

B /82008 x
B | ocal Disk (C) X

Exclusions are marked in red.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in

whole or in part without the prior written consent of Intronis.
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TIP: If you want to accept the default settings for the Destination and
Advanced pages, you can restore now by clicking the Restore button.
Important: If the default setting on the Destination page is selected, then any
existing files are not overwritten with restored files. The result may be that no
files are restored.
To change the default settings, continue with the following steps, or select a
page tab.
6. After making your selection, click Next.
The Destination page is displayed.
Destination
Where Do You Want To Restore?
Select the destination of your restore and how existing files will be treated.
Destination 4,
Choose where the data is restored Alternsts Path
EXi Sti ng F i IES ® Do not overwrite any existing files with restored files
How are existing files trested during restoration? Owerwrite existing files with restored files
If & filz already exists, rename the restored file
= Previous Mext =

At the Destination section, to select the original destination path, click the Original Path radio

button.

To select an alternate path, click the Alternate Path radio button, and then browse to the

destination.

Selecting an Alternate Path
a. Click the Alternate Path radio button.

The following field is displayed.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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s
(®)2lternate Path

Path: I Browse...

b. Click the Browse button to locate the destination.

The folder options are displayed.

Please select a folder below:
Current selection:
& | ocal Disk{C\) h ]
& Mew Volume(E:) h ]
1 I
Type network location if it is not listed abowve (for example, \\server\=share):
Path:
Cancel

c. Select the destination.

The OK button is activated.

crcet 0

d. Click OK.

The address is displayed in the Path field.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in

whole or in part without the prior written consent of Intronis.
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Path: IC:ianaISt-:uragE

Adding a Network Location

below.

Path: | viexamplg

Type nebwork location if it is not listed abowve (for example, Viserver\sharal:

a +

The add button is activated.

b. Click the add button.

To add a network location that is not listed, perform the step below.

a. To back up files and folders on another network location that is not listed,
type the network path address in the Path field as shown in the example

9. At the Existing Files section, select one of the following radio buttons regarding the restoration of

existing files:

e Do not overwrite any existing files with restored files

e Overwrite existing files with restored files

o If afile already exists, rename the restored file

10. After making your selection, click Next.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in

whole or in part without the prior written consent of Intronis.
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The Advanced page is displayed.

Advanced

REStO re 0 ptiuns I_ Resoare MTFS Fle Permiszions

Chioose where the data is restored |7 . File Attrib
estore File Attributes

|7 Restore Last Maodified Date

< Previous Mext =

11. Optionally, select from the following options to specify the advanced features of the restore:

e Restore NTFS File Permissions
e Restore File Attributes
e Restore Last

12. Click Next.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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The Summary page is displayed.

Restore
@ Files & Folders Q
Summary

Select Recovering: 2 File{s) selected, size: 884.50 KB

Destination Your file(s) will ba restored to the Original Path

Advanced Restore File Atributes

Restore Last Modified Date
= Previous
Cancel

13. Verify your selections, and then click the Restore button.

The confirmation pop-up is displayed.

You are about to restore backed up data using the =settings you just defined.

o - |

Proceed with this restore?

14. Click Yes.

The Restore Selections page is displayed with the latest restore.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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Restoring Files and Folders by Backup Sets

To restore Files and Folders by Backup Sets, perform the following steps.

Restore

1. Navigate to the Computer page. See Navigating to the Computer Page for instructions.

The Computer page is displayed.

Home > Manage > Imtranis > D002 (0002)

Computer- 0002 (D00Z)

View Computer (Intronis)

—
—
e

‘Comparter Infonmation

COMpAURET Naime: ooo2 o5 GB-
Companer I0: ooo2 725 GB-

544 GB-
Emall agdress:
Phone nammiber- 111-222-3333 36.2 GB-
Group: Default Group 181 GE'. - * = =
Local bacoup subscription: Enabled 0.0B- i

an20e

(o= ACtve RECOVEres (0} B Acomy 3 System <+ software {0 Notfications 1 Badkup

Backup Set/Action Detailed Event Logs Start Date Results

(%) Manage ECHOShare [EJ Leave Feedback

n Support | | Seanch for an accowt.. Q |

[ Edit
DEME2016 - 1182016

*® & & & & & = @

W06 162016 11326

¥ Delete [l restore

2. Click the Restore tab.

This document constitutes proprietary and confidential information of Intronis. This document may not be d
whole or in part without the prior written consent of Intronis.

isclosed, used or duplicated, in
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The Restore Selections page is displayed.

Files and Folders Backup and
Restore

Restore Selections
m T | Type
Backed Up Data Type i Files and Folders
® @ Files and Folders
! ﬁ VMware Standard
® @ vMware Quickspin
® O physical imaging K
o] - 1 L 3

Status

0 ltemis) Restored

Completed

010472017 @ 1242 PM

1-10of1items

3. Click the restore = icon of the backup type you want to restore.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in

whole or in part without the prior written consent of Intronis.
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The Select page is displayed.

Restore
@ Files & Folders o

I

® " By Folder Hierarchy (3 By Daily Snapshots = By Backup Sets

What Files & Folders Would You Like to Restore?
Select from the available FAles & Folders below to restore

Select Your Files and/or Folders:

Current selection: Selact the items on the |eft you want to restore.

[ ®winz )

Exclusions are marked inred.

Mext =

cance'

4. Click the By Backup Sets radio button.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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The available Backup Sets are displayed.

Select the items on the left you want to restore.

P= By Folder Hierarchy 3 By Daily Snapshots ® g By Backup Sets

What Files & Folders Would You Like to Restore?
Select from the svailable Fles & Folders below o restore
Select the backup set from which you want to restore files and folders. (You can only restore
from one backup set at a time):

Current selection:

{"" f§ Filz and Folder Backup ) ;I

{" B Files and Folders 1 )

4 2

Exclusions are marked in red.

Mext =

5. Inthe Current Selection pane, click the radio button of the Backup Set you would like to restore.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in

whole or in part without the prior written consent of Intronis.
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Clicking the arrow L at the right of the items displays more files and folders.

Your selections are displayed in the right pane. Click the remove icon to remove any selections,
or clear the item radio button or check box.

Current selection: Clrnd I8 File and Folder Backun
(% {5 File and Folder B... ) _I _I {* 9 03/23/2015 @ 10:37 -f-\M_I
" 1§ Files and Folders 1 ) [v B m=diaz0.dll
L <
vI vI x Exclusions are marked in red.
A k

TIP: If you want to accept the default settings for the Destination and
Advanced pages, you can restore now by clicking the Restore button.

Important: If the default setting on the Destination page is selected, then any
existing files are not overwritten with restored files. The result may be that no
files are restored.

To change the default settings, continue with the following steps, or select a
page tab.

6. After making your selection, click Next.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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The Destination page is displayed.

Destination

Where Do You Want To Restore?
Select the destination of your restore and how existing files will be treated.

Destination

Choose where the data is restored

® Criginal Path
Alternate Path

Existing Files

Haow are existing files reated during restoraton?

® Do not overwrite any existing files with restored files
Crverwrite existing files with restored files

If a file already exists, rename the restored file

= Previous Mext =

7. At the Destination section, to select the original destination path, click the Original Path radio
button.

8. To select an alternate path, click the Alternate Path radio button, and then browse to the
destination.

Selecting an Alternate Path
a. Click the Alternate Path radio button.

The following field is displayed.

'@':'Alnerr'ane Path

b. Click the Browse button to locate the destination.

The folder options are displayed.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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Please select a folder below:
Current selection:
& Local Disk{C:Y) >
& Mew Volume(E:) h ]
1 I
Type network location if it is not listed abowve (for example, \\server\=share):
Path:
Cancel

c. Select the destination.

The OK button is activated.

corce I

d. Click OK.

The address is displayed in the Path field.

Path: IC:iLocaISmrElgE -ﬂ

To add a network location that is not listed, perform the step below.

Adding a Network Location

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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a. To back up files and folders on another network location that is not listed,
type the network path address in the Path field as shown in the example
below.

Type nebwork location if it is not listed abowe (for example, Viserver\share):

Path: | \iexample b4

The add button is activated.

b. Click the add button.

9. At the Existing Files section, select one of the following radio buttons regarding the restoration of
existing files:

e Do not overwrite any existing files with restored files
e Overwrite existing files with restored files
e If afile already exists, rename the restored file

10. After making your selection, click Next.

The Advanced page is displayed.

Advanced

Restore Options

Choose where the data is restored

I- Restore NTFS Fle Permissions
|7 Restore File Attributes
I7 Restore Last Modified Diate

= Previous Mext =

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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11. Optionally, select from the following options to specify the advanced features of the restore:

e Restore NTFS File Permissions
e Restore File Attributes
e Restore Last

12. Click Next.

The Summary page is displayed.

Summary
Select Recovering: 2 File{s) selected, size: 884.50 KB
Destination Your filefz) will be restored o the Original Path
Advanced Restore File Attributes

Restore Last Modified Date

< Previous

(ancEI

13. Verify your selections, and then click the Restore button.

The confirmation pop-up is displayed.

You are about to restore backed up data using the settings you just defined.

o -

Proceed with this restore?

14. Click Yes.

The Restore Selections page is displayed with the latest restore.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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Chapter 3. Files and Folders Delete

This chapter includes the following topics:

e About Deleting by Daily Snapshots
e About Deleting by Backup Sets
e Deleting Files and Folders Backups

About Deleting by Daily Snapshots

You can only delete from a single snapshot and device/share at a time.

About Deleting by Backup Sets

You can only delete from a single backup set at a time.

Deleting Files and Folders Backups
CAUTION! Deleted data is completely purged and cannot be accessed or restored.

To delete a Files and Folders backup, perform the following steps.

1. Navigate to the Computer page. See Navigating to the Computer Page for instructions.

The Computer page is displayed.

Home > Manage > Imtranis > 0002 (0002] %) Manage ECHOShare B Leave Feedback
== Computer: 0002 (0002) &3 support | | Search fior an account.. Q |

—
-
pure

View Computer (Intronis)

‘Comparter Infonmation Q’Ed.it
Badkup agent: Connected rllr DEME2016 - 1182016
COMARET Naime- 0oon2 90.5 GB-
. 4 & = = & 8
Compaer ID: ooz 725 GRB-
B4.4 GE-
Emall address:
Phone number: 111-222-3333 362G+
Group: Default Group 15-1GE'. a & = = @
Local badosp subscription: Enabled 0.0B- . . . .
8112016 we20e E2018 11722015

(o= ACtve RECOVEres (0} B Acomy &3 System <+ software {0 Notfications 1 Badkup » Delete [l restore

Backup Set/Action Detailed Event Logs Start Date Results Status

2. Select the Delete tab.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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The Delete Selections page is displayed.

Delete Selections

Backed Up Data Type Type Status Completed
i Files and Folders i Files & Folders 4 Item(s) Deleted 11047200 @ 10:33 AM
SQL Server

Vitware Standard

|
)
(

®

Vitware QuickSpin

I
(%
I

=== ==
) I

Physical Imaging

'
H
1

3. Select the delete m icon beside the backup type you want to delete.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in

whole or in part without the prior written consent of Intronis.
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The Delete page is displayed.

Delete

i Files & Folders

® ™. By Folder Hierarchy [¥ By Daily Snapshots #m By Backup Sets % stray Files

What Files & Folders Would You Like to Delete?
Choose how to browse the Fles and Folders you want to delete:

Select Your Files andfor Folders:

Current selection: Zelect the items on the left you want to delete.

- ®wing »

Exclusions are marked in red.

Cancel Delete

4, Select the backup type you want to browse by clicking the relevant radio button as described in
the following table.

By Folder Hierarchy Browse the hierarchy of the files and folders you originally backed up
to select the data you want to delete.

By Daily Snapshots View data by dates and delete specific instances.

By Backup Sets Browse the files and folders you want to delete by viewing them
organized by the backup sets you created.

Stray Files Delete files no longer being backed up.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in

whole or in part without the prior written consent of Intronis.
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5. For example, select the Daily Snapshots banner.

The Snapshots from the last 7 days are displayed in the Current Selections panel.

Select the snapshot from which you want to delete files and folders. (You can only delete from
one snapshot at a time]:

Current selection: Select the item=z on the |eft you want to delete.
|8 1172016 ;l
B 11/6/2016
| 1/s206
{8 11/42016
B 1132016
| 11/22016
B 1112016

Lo L L

6. Select the Snapshot radio button of the file you want to delete.

Clicking the arrow L at the right of the items displays more files and folders.

Your selections for deletion are displayed in the right pane. Click the remove icon to remove any
selections for deletion, or clear the item check box.

Note: You can only delete from one daily snapshot and device/share at a time. Selecting a different
snapshot clears your current selection.

Select the snapshot from which you want to delete files and folders. (You can only delete from
one snapshot at a timek
| Current selection: ClRestore B 11/7/2016
B 11/82016 ¥
B 1152016 b
B 1142016 ¥
B 11/22016 ¥
[l = REFFagl )
1208 ¥

7. When satisfied with your selection, click the Delete button.
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The Delete confirmation pop-up is displayed.

You are about to delete 2 file(s){B24.50 KE)!
Deleted data is completely purged and can no longer be accessed or restored.

Are you sure you wish to delete?

o -

8. Click the Yes button.

The Deletes Selections page is displayed with the latest deletion.
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PART V. VMWARE STANDARD BACKUP AND
RESTORE

This section includes the following chapters:

e VMware Standard Backup
e VMware Standard Restore
e VMware Standard Delete

Chapter 1. VMware Standard Backup

This chapter includes the following topics:

e VMware Standard Backup Overview

e Backing up VMware Standard

e Editing VMware Standard Backup Sets

e Removing VMware Standard Backup Sets

See Backup Agent Software Requirements for more information.

VMware Standard Backup Overview
VMware Standard allows you to select VMs running on supported multiple managed and unmanaged
ESXi hosts to do the following:

e Back up to the customer’s local vault, to the cloud, or both
e Back up VMs in clustered environments

A VM cannot be part of more than 1 backup set at a time. However, a VM can be part of a VMware
Standard and a VMware QuickSpin backup set simultaneously.

VMware Standard Backup Tabs
Figure 17 displays the backup tabs.

% VMware Standard 2~

Select

Figure 17. VMware Standard Backup Tabs.
The following table provides a description of the page features.
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Page Description

Select You are required to select at least one VM.

Schedule Optionally select the schedule. The default is once per day.

Retention Optionally determine how many versions of each VM you would like to

the destination for 28 days.

The backup set preserves the current state of the virtual machines only.
User-generated snapshots are not saved.

retain. The default is no fewer than 4 recoverable versions of backups at

Advanced Temporary Folder:

Specify where the temporary folder used in backing up the VM resides.

Summary A list of your selections is displayed.

changed until the next backup set is run.

Changed locations of the destination hosts of the recovery VMs, are not

Backing up VMware Standard

To back up VMware Standard, perform the following steps.

1. Navigate to the Computer page. See Navigating to the Computer Page for instructions.

The Computer page is displayed.

(4= Active Recoveries (0) B Acthaaty 23 System “¢ software O Nottfications i Backup ¥ Delete I restore

Backup Set/Action Detailed Bvent Logs Start Date Resulis Status

Home > Manage > mtranls > 0002 (0002) Manage ECHOShare Leave Feedback
5 Computer: 0002 (0002) 8 support | | searn fiar an aceoun:. Q]
View Comparter (Inbronis)
‘Comparter Information [#* Edit
Backup agemnt- Connected _.f DRMIANG - 11082016
Computer name- ooo2 20.56 GB-
® & & & & & = a
Compater 1D: ooz 725 GB-
Edd GE-
Emiall address:
Phone numiber: 111-222-3333 382 GB-
Group: Default Group 181 GE'" s * = = @
Local backup subscription: Enacled 00E- . . .
811206 W06 1V62016 117372016

2. Click the Backup tab.
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The Backup Selections page is displayed.
. Export Backup Selecti

Backup Selections e —
Backup Type Type Backup Set Run  Mext Backup Scheduled Remowve

€ @ Files and Folders {4) /& @l Files=nd Foiders 1 p noTzve@oziorm @) x
o _ijl_ Physical Imaging (2] A i@l FilesandFolders2 [ X
+] EE Hyper-¥ Standard f" i Files and Folders 3 > - K
© =5 HyperV Rapid Recovery # @ Filesand Folders 4 meens@oory @0 X
0 ﬁ VMware Standard (1) f _@_ Phiyzical Imaging 1 [= - "
© @ vMware QuickSpin (3) & B prysical maging 2 p  tozzme@tioorM @) x

-_—

O = soLserver@ A B VMware Smndard 1 » eve@itoorm @) x
O (i Exchange Mailbox Level > & WMWare QuickSpin 1 > - *
}" = WMWare QuickSpin 2 > - *

> @ VMware QuickSpin 3 [ *

A = sa > - X

A = sz > - x

N CEDIOIE 1-12 of 12 tems

3. Inthe Backup Type pane, click the select icon beside VMware Standard to run the backup

type.
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The Select page is displayed.

Create Backup

% VMware Standard 2~ D

e

Select Storage Location
# 8% Online Only

What Virtual Machines Would You Like to Backup?
Select from the available Virtual Machines below to backup.

Select Your Virtual Machines:

Current selection: Select the items on the left you want to include in
this backup et

[T & TRAINING ] P

4 I

Type the IP address of the server you want to add (e.g. 192.168.1.1:443). If the host is managed by
viCenter, pleaze type the vlenter's [P address:

Path:

MNext =

Cancel Create Backup Set

4. Click the Backup Name to provide a new name for your backup set, or accept the default.
See Changing Backup Set Names.
5. At the Select Storage Location, click one of the following radio button options.

Note: This procedure applies to all options. See Backup Options for more information.
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e Local Only (Local Vault must be enabled and a local subscription is required. Data is not
backed up to the cloud.)

e Online Only (An enabled Local Vault disables this option.)

e Online and Local (Local Vault must be enabled.)

6. To add a new unmanaged ESXi host or vCenter, perform the steps below; else proceed to next
step.

Add New Server

a. At the Path field, type the IP address of the server you want to add.

Type the IP address of the server you want to add (e.g. 192.168.1.1:443). If the host is managed by
vCenter, please type the viCenter's IP address:

Path: |

Note: If the host is managed by vCenter, type the vCenter's IP address. You
can then navigate to the host you want.

After entering the IP address, you are prompted for authenticating with the
host or vCenter. You need to provide administrator level permissions to the
host or vCenter. It is important that the account credentials should not expire
frequently or else the backup fails.

The add button is activated.

Path: | 152 1681.1| ®

b. Click the add button.

The new server address is displayed.

e To change server credentials, perform the steps below; else proceed to next step.
Note: Changing server credentials is primarily used in the event that admin credentials on
the host or vCenter have changed since the last backup set was created.

Change Server Credentials

To change Server Credentials, perform the following steps.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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a. At the Confirm selection pane, select a virtual machine.
The Change Server Credentials button is enabled.
b. Click the Change Server Credentials button.

The credentials pop-up is displayed.

Please sign into the server:

Username:

F'd::-wur i LT T LT RT]

c. Make your changes.

Note 1: The backup set relies on these credentials to perform the backup. Use
credentials that do not change often, else the backup fails.

Note 2: You can authenticate to the following:

¢ Unmanaged ESX host

e vCenter that manages one or more ESXi hosts
d. Click OK.

The new server address is displayed.

7. At the Current selection pane, select the VMs to be backed up.

Note: Any VMs that already are included in other backup sets are grayed out.

Clicking the arrow at the right of the items displays more revisions of the VM.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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Your selection is displayed in the right pane. Click the remove icon to remove any selections, or
clear the item check box.

Note: vApps are currently not supported for backup.
Select Your Virtual Machines:

| Current selection: Andreea

B TRAINING b4
O g5 Andreea h) (4 (7 5.5 Andreea Wing_with_nat 5.5 Andreea 'Wing_with_net x
b
Type the IP addres=s of the server you want to add (2.g. 192.168.1.1:443). If the host is managed by
wiCenter, please type the vCenter's IP address:
Path: +#
Meat =
TIP: If you want to accept the default settings for the Schedule, Retention, and
Advanced pages, you can back up now by clicking the Create Backup
Set button.
To change the default settings, continue with the following steps.
8. Click Next.

whole or in part without the prior written consent of Intronis.
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The Schedule page is displayed.

Schedule

How Often Would You Like To Back Up Your VM(5)?
Select the schedule ocptions below

Recurrence Pattern Schedule
Every week on: Time of day Schedule 1
p Sunday Start Ac 11-00 PM @ Every week
e By Ds |7 Iionday On Sundsy. Monday, Tuesday, Wednesday,
¥ I Tused Thursday, Friday, Saturday @ 11:00 PM and
@ By Week uEsaEy are allowed to finish before starting the next
|7 Wednesday schedule occurrence.
|7 Thursday
|7 Friday
|7 Saturday
Information

= Multiple Daily / Weelkdy schedules are permitted

< Previous Mext =

9. Accept or edit the default schedule. See Backup Schedules for more information.

Notes:

e Multiple daily/weekly schedules are permitted (as long as they do not overlap).
o The Allow to Finish check box is always selected and grayed-out.

Adding a New Daily or Weekly Schedule
a. To add additional daily or weekly schedules, click the Add New button.

The new Schedule is displayed and the Add New button is highlighted, as
shown below.

Schedule 2
Every week
On Sunday @ 11:00 PM and are allowed to

finish before stardng the next schedule
COOUrTEnoe.

b. Make your selections.
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The new schedule details are displayed.

Editing Existing Daily or Weekly Schedules

a. To edit existing schedules, in the Schedule column, click the schedule
details.

The Schedule is highlighted.

b. Select your new daily or weekly times.

10. After setting your schedule, click Next.

Your schedule is displayed in the Schedule column. Click the remove E icon to delete schedule.
11. Click Next.

The Retention page is displayed.

Retention
Archiving Rules
- - " . 2 = e d S — T
Determine how marny versions of each WM you would like to retain Heep |22 h 4 Dayls) v |andna fewer than| 4 versions)
I_ Enable Advanced Archiving Start From a Template  »
< Previous Next >

12. Select the number of versions you wish to archive.
Note: The default retention for VMware Standard is 28 days and no fewer than 4 versions.
13. Optionally, select the Enable Advanced Archiving check box. For Advanced Archiving information,
see Archiving Rules
This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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The Advanced Archiving fields are displayed.
I7 Enable Advanced Archiving Start From a Template  «
Save Rule

E Keep all versions from now to | 28 : Day(s) v ﬂ
After 28 Day(s) keep nothing.

Keep no fewer than | 4 | version(s)
b

14. Make your selections, click Save Rule, and then click Next.

The Advanced page is displayed.

Advanced

Tempeorary Folder

Define where the temporary folder that's used in backing up pgh- CWindows\TEMP\ Backupagen:
WM(s) resides. Manually type in a path or browse to the desired
location.

Force Full Backups
Define how often full backups are performed after incremental A full backup is forced every | 21

ackups.

: incremental backup(s).

Motes

# Taking a full VM backup pericdically ensures the stability of the backup chain. Full badkups take longer to run but result in shorter incremental chains and
potentially shorter recovery times.

< Previous Mext =

Requirement: You must specify a temporary folder located on a disk with sufficient space.

15. At the Temporary Folder field, accept the default, type a new path, or click the Browse button to
locate the temporary folder that is used in backing up.

Browse option
a. Click the Browse button.

The folder options are displayed.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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Please select a folder below:

Current selection:

& Local Disk{C:Y) >
& Mew Volume(E:) h ]
1 I
Type network location if it is not listed abowve (for example, \\server\=share):

Path:

Cancel

b. Select the destination.

The OK button is activated.

corce I

c. Click OK.

The address is displayed in the Path field.

Path: IC:'-L".".I'lr'dcws"._EM P Backuphgent Browse...

d. To add a network location that is not listed, perform the step below.

Adding a Network Location
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a. To back up files and folders on another network location that is not listed,
type the network path address in the Path field as shown in the example
below.

Type nebwork location if it is not listed abowe (for example, Viserver\share):

Path: | \iexample b4

The add button is activated.

b. Click the add button.

16. At the Force Full Backups section, use the arrows to specify how often full backups are performed
after incremental backups.

Note: The default setting is a full backup is forced every 21 incremental backups.

TIP: Taking a full backup periodically ensures the stability of the backup chain.
Full backups take longer to run but result in shorter incremental chains and
potentially shorter recovery times.

The Summary page is displayed.

Summary
Select The Standard backup set contains 1 VM(s).
Destination “ Online
Schedule The backup will run 7 day(s) 2 week. running a total of 7 time(s) per week.
Retention Keep all versions from now to 28 Day(s). After 28 Day(s) keep nothing. Keep no fewer than 4 version(s).
Advanced Temp Location:  C\Windows\TEMP\BackupAgent

A full backup is forced every 21 incremental backup(s).

< Previous

Cancel Create Backup Set

17. Verify your selections, and then click Create Backup Set.
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VMware Standard Backup and

Your scheduled backup is displayed on the Backup Selections page.

Editing VMware Standard Backup Sets

To edit a VMware Standard backup, perform the following steps.

Restore

1. Navigate to the Computer page. See Navigating to the Computer Page for instructions.

The Computer page is displayed.

Home > Manage > Imtranis > D002 (0002)

Computer- 0002 (D00Z)

View Computer (Intronis)

—
—
e

‘Comparter Infonmation

Backup agent: Connected
COMpAURET Naime: ooo2
Compaer I0: 0oon2

ACCOUN WSETMamE-

Emall agdress:

Phone number- 111-222-3333
Group: Default Group

Local bacoup subscription: Enabled

(2= Active RECOVEres (0} B Acomy 25 System

Backup Set/Action Detailed Event Logs Start Date

“ ¢ software

90.5 GB-
T25GB-
B4.4 GE-
362 GB-

18.1 GB-
PR S

0.0B-

s Notfications

Results

8112016

i Backup

\®) Manage ECHOShare EJ Leawe Feedback

Search for an SCcout.. Q |

£ support

[ Edit
DEME2016 - 1182016

* & & & & & # @

W06 162016 11326

¥ Delete [l restore

2. Click the Backup tab.
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The Backup Selections page is displayed.

Backup Selections i ——
Backup Type Type Backup Set Run MNext Backup Scheduled Remove

€ i@ Files and Folders (4) # @ FilesandFolders1 p noTzve@oziorm @) x
o _ijl_ Physical Imaging (2] A i@l FilesandFolders2 [ X
© &% Hyper-V Standard / @l FiesandFoiders3 > - X
© =5 HyperV Rapid Recovery # @ Filesand Folders 4 meens@oory @0 X
© 75 VMware Standard (1) & B prysical maging 1 > - X
4] _'J—ff'_ VMuware QuickSpin (3) y _@_ Physical Imaging 2 P meve@itoorv @) x
o E SQL Server (2) F 2  \Muare Standard 1 P noe@ioorw @) X
& L4 Exchange Mailbox Level ", @ \Mware Quickspin 1 > - -
}" = WMWare QuickSpin 2 > - *

> @ VMware QuickSpin 3 [ *

A = s [ S x

rFs E 50L2 > - x

NG 1-12 of 12 items

3. Click the edit

icon of the backup selection to edit.
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The Backup Set Summary page is displayed.

Edit Backup

% VMware Standard 1/

| Summary |
Select The Standard backup set contains 1 VM(s).
Destinaticn “ Online
Schedule The backup will run 7 day(s) a week. running a total of 7 timie(s) per week.
Retention Keep all wversions from now to 28 Day(s). After 28 Day(s) keep nothing. Keep no fewer than 4 version(s).
Advanced Temp Location:  C:\Windows\TEMP\BackupAgent

A full backup is forced every 21 incremental backup(s).

= Previous

Cancel Update Backup Set

4. Select any of the tabs to display and edit your current settings. See Backing up VMware Standard
for details.

Note: The backup set name may be edited. See Changing Backup Set Names.

5. After making all your edits, click the Update Backup Set button at the bottom of any page, as
shown below.

Cancel Update Backup 5et

The Backup Selections page is displayed with your current backup status.
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Removing VMware Standard Backup Sets

To remove a VMware Standard backup set, perform the following steps.

Restore

1. Navigate to the Backup Selections page. See Backing up VMware Standard for instructions.

The Backup Selections page is displayed.

Backup Selections
Backup Type Type Backup Set
€ @ Files and Folders (4) & @l FilesandFoiders 1
4] _i]_ Physical Imaging (2) # @ FlesendFoiders2
) EE Hyper-V Standard f i Files 2nd Folders 3
'+ _=E_ Hyper-V Rapid Recovery }' i Files and Folders 4
] ﬁ VMware Standard (1) > @ Physical Imaging 1
4] _lif‘_ VMware QuickSpin (3) 2 @ Physical Imaging 2
-
0 = 50L Server (2) }r ﬁl Wivhware Standard 1
O La Exchange Mailbox Level & @ vwware uickspin 1
f =7 WMWare QuickSpin 2
& @ vMWare QuickSpin 3
& E oL
F = oLz
-
. “ 1 v " "

=
E
=

¥y ¥ ¥ ¥ ¥ v ¥y ¥y ¥y v v ¥

Next Backup

TOFR20M6 @ 09:30 PM
T1/022016 @ 11:00 PM
11022016 @ 11:00 PM

TO22016 @ 11:00 PM

Scheduled Remove
© .
X

»

e x
X

«© -
© .
»

*

»

X

»

1-12 of 12 item=

2. At the relevant backup set row, click the remove icon to remove the backup set.
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The confirmation pop-up is displayed.

Remove Backup Set

By default, deleting thizs backup set will not delete the VM(=) from the cloud or local vault.
Deleting the backup set simply stops backing up the Wiv[s) contained in this backup set.
However, you can choose to delete the VM(s) from the cdoud and the local vault too.

I_ Delete the VMs) from the dowd and local vault

Do you really want to delete the standard backup set "VMware Standard 17

3 -

Note: By default, deleting the backup set does not delete the VMs from the cloud or local vault.
Deleting the backup set only stops backing up the VMs contained in this backup set.

3. Optionally select the Delete the VM(s) from the cloud and local vault check box, and then
click Yes.

The backup set is removed.
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Chapter 2. VMware Standard Restore

This chapter includes the following topics:

e Overview
e Restoring VMware Standard Backups

Overview

With VMware Standard restores, you can perform the following actions:

e Restore VMs locally or from the cloud
e Restore VMs in a sandboxed test mode or production mode
e Choose to start the VMs automatically upon restore or not

VMware Standard Restore Tabs
Figure 18 displays the restore tabs.

% VMWare Standard

Select

Figure 18. VMware Standard Restore Tabs.

The following table provides a description of the page features.

Restore

Page Description
Select Select at least one available VM to restore.
Recovery Type Select how to verify and recover your data to the restore destination.

down before powering up the recovery VMs.

When enabled, Auto Start starts the VMs automatically upon restore.

e Sandboxed Test Recovery is a non-destructive means for you to verify the
integrity of your backed-up VMs without affecting normal business operation.
Your production VMs remain powered on and operational. The selected
recovery VMs are powered on within an isolated VLAN.

e Production Recovery performs an instant recovery of your production VMs
with selected recovery VMs. If the production VM is still running, it is shut

Recovery VM You are required to select a Destination Host and Datastore of the recovery VM for

Destination each selected VM source.

the None option.

The Resource Pool and VM Folder selections are optional, but you must select
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Restore

Page Description

Summary

A list of your selections is displayed.

Restoring VMware Standard Backup Sets

To restore a VMware Standard backup set, perform the following steps.

1. Navigate to the Computer page. See Navigating to the Computer Page for instructions.

The Computer page is displayed.

Home > Manage > Imtranis > 0002 (0002]

= Computer: 0DO2 (DDO2)

—
- ’ .
- View Computer (Intronis)

‘Comparter Infonmation

Backup agent- Connected
COMpAURET Naime: ooo2
Computer IB- 0oo2

ACcount usermame:

Emiall address:

Phone numiber: 111-222-3333
Group: Default Group

Local badasp subscription: Enabled

(o= Active Recoveries (1) B Acovmy &3 System

Backup Set/Action Detailed Bvent Logs Start Date

“ ¢ software

s Notfications

Resulrs

(&) Manage ECHOShare [EJ Leave Feedback

&3 support | | searon for an account.. Q |

[ Edit

DBME2016 - 11082016
20.5 GB-
T2.5GB-
54.4 GB-
36.2 GB-

» - L - - . -

18.1 GB-
PR S e S

00B-——— . : .
811206 NB2016 162016 11372016

i Backap ¥ Delete 1] Restore

2. Click the Restore tab.
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The Restore Selections page is displayed.

VMware Standard Backup and

Restore

Restore Selections

E] T Type

@ Files and Folders

ﬁ' VMware Standard

@ VMware QuickSpin

B physical Imaging I

Backed Up Data Type @l Flesand Folders

Status Completed

0 ltemis) Restored

01042017 @ 1243 PM

3. Click the restore =l icon of the backup type you want to restore.

The Select page is displayed

Restore
% VMWare Standard

[[satt |

Select from the available revizions andfor ViMis to restore

Select Your Revisions and/or VIM(s):

What VMware Standard VM(s) Would You Like To Restore?

Current selection:

[~ & [Dan] %P_Recovery 1_Recowery

Select the items on the left you want 1o restore.

Mext =

cance'
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4. Inthe Current Selection pane, select the VMs and revisions to be restored.

Clicking the arrow L at the right of the VM displays more revisions of the VM.

Your selection is displayed in the right pane. Click the remove icon to remove any selections, or
clear the item check box.

What VMware Standard YM(s) Would You Like To Restore?
Select from the svailable revisions and/or VMs to restore

Select Your Revisions and/or VM(s):

Current selection: [ [Dan] XP_Recovery_1_Recovery (Latest Revision) X

|7 & [Dan] XP_Recovery_1_Recowery [Latest Revision) b

Mext =

5. After making your selections, click Next.
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The Recovery Type page is displayed.

Recovery Type

Recove ry Type ® sandboxed Test Recovery

Select how to verify and recover your datato a Sandbosxed Test Recovery is a non-destructive means for you to verify the integrity of your
destination. backed-up VM(s) without impacting normal business operation. Your production VM(s) remain
powered on and fully operational. The selected recovery WMs are powered on within an izclated
VLAM.

Production Recovery

Production Recovery performs an instant recovery of your production VM(s) with selected recovery
V=), If the production Vii(s) is still running, it will be shut down before powering up the recovery
WIs).

Auto Start

l- After the VM(s) is restored. automatically start it.

< Previous Mext =

6. Select a Restore type radio button.
If you select Sandboxed Test Recovery (default option):

e The source/production VMs are not shut down.
e The recovery VMs selected are started on their own separate VLAN to avoid conflicts with the
production VMs.

If you select Production Recovery:

e The source/production VMs are shut down (if available).
e The recovery VMs selected are started on the production network. They assume the role of the
original production VMs.

7. Optionally, select the After the VM(s) is restored, automatically start it check box, and then
click Next.
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The Recovery VM Destination page is displayed.

Restore

Recovery VM Destination |

Where Would You Like to Direct Your Recovery VM Destination?

Virtual Machine/™M{s]  Source Host IP Destination Host Resource Pool VM Folder

[E [Dan] XP_Recovery .. . 192.168.1.1:443 Choose Destin... ! No Destination Host No Destination Host

< Previous

Select Destination Host, Resource Pool, Wi Falder & Datastore of each VM below. Completed configurations are denaoted with a +* after them.

tiation Ho

ST

Mext =

Requirements: You must select the Destination Host and the Datastore that is hosting the recovery

VMs. The Resource Pool and VM Folder are optional; however, you must select None on the

Destination page if you do not want these options.

8. To add a new destination host server, perform the following steps; else proceed to next step.

Add New Server
a. To add a new server, click the Add New Server button.

The address field is displayed.

Type the IP Address of the server you want to add (e.g. 192.168.1.1:443).

Mote: If the host is managed by wCenter, type the vCenter's IP address. You
will then be able to navigate to the host you want

| Cancel
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b. Type the IP address of the server you want to add.

Note: If the host is managed by vCenter, type the vCenter's IP address. You
can then navigate to the host you want.

The Add button is activated.

Type the IP Address of the server you want to add (e.g. 192.168.1.1:443).

Mote: If the host is managed by wCenter, type the vCenter's 1P address. You
will then be able to navigate to the host you want

192.162.1.1| ® | Cancel m

c. Click the Add button.

The new server address is displayed.

9. Select the ellipsis in the Destination Host column.

The Destination Host pop up is displayed.

Select a Destination Host:

Current selection:

(O . 192.168.1.1:443

Cancel
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CAUTION! As a best practice, select a host for your restore destination that does not already contain
the protected VM. If the same host is selected and fails, both the protected VM and the recovery
VM are lost.

10. Select the Destination Host.
Note that the Change Server Credentials option is activated.

Change Server Credentials...

11. To change server credentials, perform the steps below; else proceed to next step.

Change Server Credentials

To change Server Credentials, perform the following steps.
a. At the Confirm selection pane, select a host.

The Change Server Credentials button is enabled.

b. Click the Change Server Credentials button.

The credentials pop-up is displayed.

Please sign into the server:

Username:

F'd::-'.vur d: LT T LT RT]

Cancel m

c. Make your changes.

Note 1: The backup set relies on these credentials to perform the backup. Use
credentials that do not change often, else the backup fails.

Note 2: You can authenticate to the following:

¢ Unmanaged ESX host

e vCenter that manages one or more ESXi hosts
d. Click OK.

The new server address is displayed.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.

176



) VMware Standard Backup and
(4 Intronis Restore

MSP Solutions by Barracuda

12. Select the Destination Host.

The ellipses are displayed for the other options.

Where Would You Like to Direct Your Recovery VM Destination?

Select Destination Host, Resource Pool, VM Folder & Datastore of each VM below. Completed configurations are denoted with a +* after them.

Virtual Machine/VM(s) Source Host IP Destination Host Resource Pool VM Folder Datastore

& Steve - Win XP Thin 192.168.1.1:443 192.168.1.1:443 u Choose Resourc.. u Choose VM Folder u Choose a Datast... u

13. Select the ellipsis ! in the Resource Pool column.

The Resource Pool pop up is displayed.

Select a Resource Pool:
Current selection:
{* & Mone
(g test
()i test2
4 k
>

14. Select the Resource Pool radio button or the None radio button, if you do not want a Resource

Pool, and then click OK.

15. Select the ellipsis ! in the VM Folder column.
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The VM Folder pop up is displayed.

Select a VM Folder:
Current selection:
" g Mone =
>
y —
-
1 I
Cancel

16. Select the VM Folder radio button or the None radio button, if you do not want a VM Folder, and
then click OK.

17. Select the ellipsis ! in the Datastore column.
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The Datastore pop up is displayed.

Select a Datastore:

Current selection:

{" B Mew Primary (13.67 TE Total, 2.51 TE Fres)
{~ B Mew Secondary [8.79 TB Total, 5.73 TE Free)

Cancel

18. Select a Datastore radio button, and then click OK.

Recommendation: As a best practice, do not choose the same Datastore as
the source VM. If the recovery VM is placed on the same Datastore as the
source VM and that Datastore fails, both VMs are lost.

After making your selections, the completed configuration is denoted with a check mark Y as
shown below.

Where Would You Like to Direct Your Recovery VM Destination?
Select Destination Host, Resource Pool, VM Folder & Datastore of each VM below. Completed configurations are denoted with a +* after them.

Virtual Machine/VM(s) Source Host IP Destination Host Resource Pool VM Folder Datastore

o
& Steve - Win XP Thin 192,168.1.1:443 192.168.1.1:443 a None H None B Mew Primary a

19. Click Next.
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The Summary page is displayed

Restore

Summary

Select Recovering 1 VM(s)
You are restoring the following recovery Vi(s):
# [Dan] XP Recovery 1_Recovery
Recoyery Type Standard Sandboxed Recovery
The following recovery Wii{s) will be created:

# [Dan] XP Recovery 1_Recovery Test Recovery

Motes

# Please make sure your recovery WM(s) are powered off prior to starting this recovery.

< Previous

# [f neceszary, power off non-critical VM(s) on the destination to make sure that you have sufficient resources available to start the recovery VM(s)

(antEI

20. Verify your selections, and then click the Restore button.

If you selected Production Recovery at the Destination page, then the following confirmation pop-up

is displayed.

Do You Really Want to Restore the Recovery VM(s)?

I_ ‘ez, reszore the selected VIM(s)

By checking the checkbaox and selecting Yes. the currently running Production Vi(s) will be
shut down and replaced by the ViMware QuickSpin VM(s) you have selected to restore.

Mo

By selecting the checkbox and selecting Yes, the currently running Production VM(s) are shut down

and replaced by the VMware QuickSpin VMs you have selected to restore.

21. Click the Yes, restore the selected VM(s) check box, and then click Yes.

If you selected Sandboxed Test Recovery at the Destination page, then the following confirmation

pop-up is displayed.

You are about to restore backed up data using the settings you just defined.

- 28

Proceed with this restore?
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22. Click Yes.

The Restores Selections page is displayed with the restore running.

Restore Selections

Restore Type Type Status Completed

e -
@l Files and Folders @' Viware Standard E) Restoring... Click to Stop [l

-
= SQL Server
—=]

’@.' VMware Standard

Note: To stop the restore, click the Click to Stop icon.
The Restores Selections page is displayed showing the status of the restore.

Restore Selections

Restore Type

Type Status Completed
! i Files and Folders @F VMware Standard 1 lItem(s) Restored 101372016 @ 10:39 AM
-
$ =0 sQL Server
-
! o VMware Standard

@
@ VMware QuickSpin

Note: if the destination host you restore to has a VM with the same name, the restored VM appends
the following extension to the name:

_Recovery (or Recoveryl if _Recovery exists).

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.

181




VMware Standard Backup and

(  Intronis Restore

MSP Solutions by Barracuda

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.

182



VMware Standard Backup and

( 1 Intronis Restore

MSP Solutions by Barracuda

Chapter 3. VMware Standard Delete

CAUTION! Deleted data is completely purged and can no longer be accessed or restored.
To delete a Physical Imaging backup, perform the following steps.

1. Navigate to the Computer page. See Navigating to the Computer Page for instructions.

The Computer page is displayed.

HOMme > Manage > \mranis > 0002 (0002) (%) Manage ECHOShare [ Leave Feedback
L} -
=  Computer: 0002 (0002) 8 support | | e for an aceount. Q]
i View Computer (Intronis)
Computer Information [# Edit
Backup agent: Connected DBME/AYIE - 11572016
CompaUitEr name- o2 05 GE-
[ - L] - - - - -
Compuiter ID: ooo2 725 GE-
544 GB-
[Emall address:
PN Number: 111-222-3333 36.2GH+
Group: Default Group 181 G‘E'u s & = = @
Lincal baciop subsoription: Enabled ooe- . . . .
8112016 wB2016 1we201e 11722016

(s Active Recoveries (0} B Acthity 143 System <% software {0 Nottfications i Backup 3 Delete [ restore

Backup Set/Action Detailed Event Logs Start Date Resulis Status

2. Select the Delete tab.

The Delete Selections page is displayed.

Delete Selections

Backed Up Data Type Type Status Completed

i Files and Folders =1 Files & Folders 4 Item(s) Deleted 11/04/2016 @ 10:33 AM
-

-_

— SQL Server

@' Vitware Standard

Mg

Vitware QuickSpin

eaaaa

Physical Imaging

'
H
1

3. Select the delete m icon beside the backup type you want to delete.
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The Delete page is displayed.

Delete

% VMware Standard (]

What VMware Standard Recovery VM(s) Would You Like To Delete?
Select from the available VMware Standard Recovery VM(z) 1o deleze.

Select Your Standard Recovery VM(s) and Revisions:

Current selection: Select the items on the left you want 1o delete.
[ Steve - Win XP Thin

cnncer m

4. Select the VM for which you want to delete revisions.
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The selections for deletion are displayed in the right panel.
Select Your Standard Recovery VM(s) and Revisions:
B Steve - Win XP Thin x

| Current selection: Steve - Win XP Thin

i [ Steve - Win XP Thin i 08M0/2016 @ 04:41 PM

c. " cel m

Note: If you click the arrow button next to the VM, a list of revisions are displayed. You can choose

to delete specific revisions instead of the entire VM.

If you select certain revisions to delete that other revisions (not currently selected for deletion) are

dependent on, the following message is displayed.

and also delete the dependent backups?

There are 8 other backups that are dependent on your selection. Would you like to proceed with the delete

Yes

Mo

If you select Yes, the dependent backups are also selected for deletion.
If you select No, nothing is changed. The message is displayed until selections are made that have no

dependent revisions.

5. When satisfied with your selection, click the Delete button.
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The Delete Confirmation pop-up is displayed.

You have chosen to delete 1 item(s). totaling 19.01 KB.

I_ Retain backup data for 7 days.

Wiould you like to retain Vi badkup data for the next seven days? This option is
useful if you will be backing up W= on this machine and would like to use the

existing blods for de-duplication punposes. At the end of 7 days. this data will be
deletsd.

I- Delete all de-duplication data.

Would you like to delete all de-duplication data that is currently not in use? This
option is useful if you don't want to use existing blods for de-duplication purposes
armymore and you want to delete them immediately.

Deleted data is completely purged and can no longer be accessed or restored.

Are you sure you wish to delete?

conc

6. Select the check box of one of the options. See VMware Standard Delete Options for more
information.

7. Click the Delete button.

The Delete Selections page is displayed with the latest status.
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VMware Standard Delete Options
VMware Standard backup sets use deduplication and block-level processing. For these backup sets, the
following options are available on the Delete Selection screen:

e Retain backup data for 7 days
e Delete all deduplication data

Retain Backup Data for 7 Days

By selecting the Retain backup data for 7 days check box, you can retain deleted data in your Local
Vault for deduplication purposes for seven days. At the end of seven days, this data is deleted from your
Local Vault.

This option is useful if you are backing up VMs on this machine and would like to use the existing blocks
for de-duplication purposes. At the end of 7 days, this data is deleted.

If you choose not to select this option, the data that you have selected is deleted from the Local Vault
immediately.

Delete All Deduplication Data
By selecting the Delete all deduplication data check box, you can immediately delete any deduplication
data not being used. This option forces a block-level cleanup when the delete finishes.

This option is useful if you do not want to use existing blocks for de-duplication purposes anymore and
you want to delete them immediately.

Note: You cannot select both check boxes at the same time; selecting one disables the other.
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PART VI. VMWARE QUICKSPIN BACKUP AND
RESTORE

This part includes the following chapters:

e VMware QuickSpin Backup
e VMware QuickSpin Restore
e VMware QuickSpin Delete

See Backup Agent Software Requirements for more information.

Chapter 1. VMware QuickSpin Backup

This chapter includes the following topics:

e VMware QuickSpin Backup Overview

e Backing up VMware QuickSpin

e Editing VMware QuickSpin Backup Sets

e Removing VMware QuickSpin Backup Sets

VMware QuickSpin Backup Overview
VMware QuickSpin extends VM backup ability to allow you to spin up a standby virtual machine onsite
in a matter of minutes in case of a failure with your primary servers.

The VMware QuickSpin backup replicates the source VM data to a standby VM on another host. You
must select the Destination Host and the Datastore that is hosting the recovery VMs. The Resource Pool
and VM Folder are optional; however, you must select None on the Destination page if you do not want
these options.

When the backup runs, the recovery VM is updated so the standby VM is always up-to-date as of the
latest backup. Whatever has changed between the last backup and the current backup is then stored in
the local storage that you selected.

A VM cannot be part of more than 1 backup set at a time. However, a VM can be part of a VMware
Standard and a VMware QuickSpin backup set simultaneously.

VMware QuickSpin Licensing

License fees for VMware QuickSpin are charged per host. For example, if backup one VM is on a host
then a fee is charged for a license for that host. If you back up a VM from another host, there is a fee
charged for another license. You can back up as many VMs on the host as you would like.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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VMware QuickSpin Backup Tabs
Figure 19 displays the backup tabs.

Select

2 VMware QuickSpin 27

Figure 19. VMware QuickSpin Backup Tabs.

The following table provides a description of the page features.

Page

Description

Select

You are required to select at least one VM.

Recovery VM Destination

You are required to select a Destination Host and Datastore of the
recovery VM for each selected VM source. The Resource Pool and VM
Folder are optional, but you must select the None option.

Schedule

Optionally select the schedule. The default is every 1 hour.

Retention

Optionally determine how many versions of each file you would like to
retain. The default is 96 recoverable versions of backups at the
destination.

The backup set preserves the current state of the virtual machines only.
User-generated snapshots are not saved.

Advanced

Temporary Folder:

Specify where the temporary folder used in backing up VMware
QuickSpin VM resides.

Incremental Version Storage Location:

Specify the path where the incremental versions of your recovery VM
are to be stored. This data is used to recover previous versions of
VMware QuickSpin recovery VMs. To restore a recovery VM
successfully, you need both the recovery VM snapshot information (in
vSphere) and the incremental version information stored in this
location.

If you want to change the location of the incremental versions, specify a
path that cannot be compromised, deleted, or moved.

Summary

A list of your selections is displayed.

Changed locations of the destination hosts of the recovery VMs, are not
changed until the next backup set is run.
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Backing up VMware QuickSpin

To create a VMware QuickSpin backup, perform the following steps.

VMware QuickSpin Backup and

Restore

1. Navigate to the Computer page. See Navigating to the Computer Page for instructions.

The Computer page is displayed.

Home > Manage > Imtranis > D002 (0002)

Computer- 0002 (D00Z)

View Computer (Intronis)

—
—
e

‘Comparter Infonmation

Backup agent: Connected
COMpAURET Naime: ooo2
Compaer I0: 0oon2

ACCOUN WSETMamE-

Emall agdress:

Phone number- 111-222-3333
Group: Default Group

Local bacoup subscription: Enabled

(2= Active RECOVEres (0} B Acomy 25 System

Backup Set/Action Detailed Event Logs Start Date

“ ¢ software

90.5 GB-
T25GB-
B4.4 GE-
362 GB-

18.1 GB-
PR S

0.0B-

s Notfications

Results

8112016

i Backup

(%) Manage ECHOShare [EJ Leave Feedback

n Support | | Seanch for an accowt.. Q |

[ Edit
DEME2016 - 1182016

* & & & & & # @

W06 162016 11326

¥ Delete [l restore

2. Click the Backup tab.
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The Backup Selections page is displayed.
. Export Backup Selecti

Backup Selections e —
Backup Type Type Backup Set Run  Mext Backup Scheduled Remowve

€ @ Files and Folders {4) /& @l Files=nd Foiders 1 p noTzve@oziorm @) x
o _ijl_ Physical Imaging (2] A i@l FilesandFolders2 [ X
+] EE Hyper-¥ Standard f" i Files and Folders 3 > - K
© =5 HyperV Rapid Recovery # @ Filesand Folders 4 meens@oory @0 X
0 ﬁ VMware Standard (1) f _@_ Phiyzical Imaging 1 [= - "
© @ vMware QuickSpin (3) & B prysical maging 2 p  tozzme@tioorM @) x

-_—

O = soLserver@ A B VMware Smndard 1 » eve@itoorm @) x
O (i Exchange Mailbox Level > & WMWare QuickSpin 1 > - *
}" = WMWare QuickSpin 2 > - *

> @ VMware QuickSpin 3 [ *

A = sa > - X

A = sz > - x

N CEDIOIE 1-12 of 12 tems

3. Inthe Backup Type pane, click the select icon beside VMware QuickSpin to run the backup

type.
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The Select page is displayed.

Create Backup

? VvMware QuickSpin 2~

[saet |

What Virtual Machines Would You Like to Backup?
Select from the svailable Virtual Machines below to backup.

Select Your Virtual Machines:

Select the items on the left you want to include in

Current selection:
this backup set.

[T & . 192.168.1.1:443

Type the IP address of the server you want 1o add (e.g 192.165.1.1:443). If the host iz managed by
wiCenter, please type the vlenter's |P address:

Path:

Mext =

Cancel Create Backup Set

4. Click the Backup Name to provide a new name for your backup set, or accept the default.

See Changing Backup Set Names.
5. To add a new server, perform the steps below; else proceed to next step.

Add New Server

a. At the Path field, type the IP address of the server you want to add.
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whole or in part without the prior written consent of Intronis.
193



VMware QuickSpin Backup and

( Intronis Restore

MSP Solutions by Barracuda

Type the IP address of the server you want to add (e.g 192.168.1.1:443). If the host is managed by
vCenter, please type the vCenter's IP address:

Bath: |

Note: If the host is managed by vCenter, type the vCenter's IP address. You
can then navigate to the host you want.

After entering the IP address, you are prompted for authenticating with the
host or vCenter. You need to provide administrator level permissions to the
host or vCenter. It is important that the account credentials should not expire
frequently or else the backup fails.

The add button is activated.

Path: | 192 168.1.1| * n

b. Click the add button.

The change server credentials pop-up is displayed.

6. To change server credentials, perform the steps below; else proceed to next step.

Change Server Credentials

To change Server Credentials, perform the following steps.
a. At the Confirm selection pane, select a virtual machine.
The Change Server Credentials button is enabled.

b. Click the Change Server Credentials button.

The credentials pop-up is displayed.

Pleas= =ign into the server:

U=ername: 'mr-:unisi

Password: Tl 1]
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c. Make your changes.

Note 1: The backup set relies on these credentials to perform the backup. Use
credentials that do not change often, else the backup fails.

Note 2: You can authenticate to the following:

¢ Unmanaged ESX host

e vCenter that manages one or more ESXi hosts
d. Click OK.

The new server address is displayed.

7. Select the VMs to be backed up.
Note: Any VMs that already are included in other backup sets are grayed out.

Clicking the arrow at the right of the VM displays more revisions of the VM.
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Your selections are displayed in the far right pane. Click the remove icon to remove any
selections, or clear the item check box.

Select Your Virtual Machines:
| Current selection: 192.168.1.1:443 B 192.168.1.1:443 X
v EEEEEETE ) Dl ) & Mensceve-2002R2 @1 Steve - Win XP Thin x
[~ B lan=lav } [ & Seeve - Win 2012 B2 Excha._
I~ ion=ia L ) [~ @ Steve - Win 2012 R2 SQL2...
I~ &lenn } [~ ®15teve - Win 7 Agent Produ...
I- ELivia 3 |_ [F Seeve - Win 7 Agent Produ._.
I~ @ ivacs ) [~ & Steve - Win 7 Agent Qa1
I & 0ans ) [ @ Steve - Win 7 Agent QA2
ERPaul T 3 e e T A CA
- I- - » ¢ [ WSteve - Win 7 Agent QA3

I~ & Ramana [ & Steve - Win 7 Agent Qa4
I~ & siviu } [ [ Seeve - Win XP Thin
[~ & 5anis 3
[~ &8 Swefan 3
"l &5 Steve 2}
[~ & Templates 3
[~ B Thunderstorm-D... }
I g Viad y =l

A b

Type the |P address of the server you want to add (e.g. 192.168.1.1:443). If the host is managed by

wiCenter, please pype the vCenter's P address:

Path:

MNext =
8. Click Next.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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The Recovery VM Destination page is displayed.

Recovery WM Destination

Where Would You Like to Direct Your Recovery VM Destination?
Select Destination Host, Resource Pool, WM Folder & Datastore of each VM below. Completed configurations are denoted with a +* after them.

Virtual Machine/VM({s)  Source Host IP Destination Host Resource Pool VM Folder Datastore w

< Previous Mext =

Requirements: You must select the Destination Host and the Datastore that is hosting the recovery
VMs. The Resource Pool and VM Folder selections are optional; however, you must select None on
the Destination page if you do not want these options.

9. To add a new server, perform the following steps; else proceed to next step.

Add New Server

a. At the Path field, type the IP address of the server you want to add.

Type the IP address of the server you want to add (e.g. 1932.168.1.1:443). If the host is managed by
vCenter, pleaze type the viZenter's IP address:

Path: |

Note: If the host is managed by vCenter, type the vCenter's IP address. You
can then navigate to the host you want.

After entering the IP address, you are prompted for authenticating with the
host or vCenter. You need to provide administrator level permissions to the

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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host or vCenter. It is important that the account credentials should not expire
frequently or else the backup fails.

The add button is activated.

Path: | 192 168.1.1| * n

b. Click the add button.

The new server address is displayed.

10. Select the ellipsis ! in the Destination Host column.

The Destination Host pop up is displayed.

Select a Destination Host:

| Current selectiom: 192,168.1.1:443 vCentert Cluster

L 192.168.1.1:4 43 (@5 192.168.1.1:443

Change Server Credentials... Cancel m

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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CAUTIONS!

e As a best practice, select a host for your restore destination that does not already contain the
protected VM. If the same host is selected and fails, both the protected VM and the recovery
VM are lost.

e Toincrease the recoverability of the VM, protect it by using a VMware Standard backup set in
addition to this VMware QuickSpin backup set. This action protects the VM(s) in case the host
encounters a catastrophic failure.

11. Click the Destination Host.
The Change Server Credentials option is activated.

12. To change server credentials, perform the steps below; else proceed to next step.

Change Server Credentials

To change Server Credentials, perform the following steps.
a. At the Confirm selection pane, select a virtual machine.
The Change Server Credentials button is enabled.

b. Click the Change Server Credentials button.

The credentials pop-up is displayed.

Please =ign into the server:

Username: 'mr-:unisl

Paszsweord: I I L

c. Make your changes.

Note 1: The backup set relies on these credentials to perform the backup. Use
credentials that do not change often, else the backup fails.

Note 2: You can authenticate to the following:

e Unmanaged ESX host

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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e vCenter that manages one or more ESXi hosts
d. Click OK.

The new server address is displayed.

13. Select the Destination Host, and then click OK.

Select a Destination Host:

| Current selectiom: 192,168.1.1:443 vCentert Cluster

L 192.168.1.1:4 43 (@5 192.168.1.1:443

4 F

Change Server Credentials... Cancel m

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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The ellipses are displayed for the other options.

Where Would You Like to Direct Your Recovery VM Destination?
Select Destination Host, Resource Pool, VM Folder & Datastore of each VM below. Completed configurations are denoted with a +* after them.

Virtual Machine/VM(s) Source Host IP Destination Host Resource Pool VM Folder Datastore

& Steve - Win XP Thin 192.168.1.1:443 192.168.1.1:443 u Choose Resourc.. u Choose VM Folder u Choose a Datast... u

14. Select the ellipsis u in the Resource Pool column.

The Resource Pool pop up is displayed.

Select a Resource Pool:
Current selection:
) i Mone
() g livia test 1
4 2
coce [0

15. Select the Resource Pool radio button or the None radio button, if you do not want a Resource
Pool, and then click OK.

16. Select the ellipsis ! in the VM Folder column.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.

201



VMware QuickSpin Backup and
Restore

( 1 Intronis

MSP Solutions by Barracuda

The VM Folder pop up is displayed.

Select a VM Folder:
Current selection:
" g Mone =
>
y —
-
1 I
Cancel

17. Select the VM Folder radio button or the None radio button, if you do not want a VM Folder, and

then click OK.

18. Select the ellipsis u in the Datastore column.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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The Datastore pop up is displayed.

Select a Datastore:

Current selection:

{*": B Mew Primary (13.67 TB Total, 2.85 TE Free)
{~ B Mew Secondary [2.79 TB Total, 5.99 T Free)

4 2

19. Select a Datastore radio button, and then click OK.

Recommendation: As a best practice, do not choose the same Datastore as
the source VM.

After making your selections, the completed configuration is denoted with a green check mark +
as shown below.

Where Would You Like to Direct Your Recovery VM Destination?
Select Destination Host, Resource Pool, VM Folder & Datastore of each VM below. Completed configurations are denoted with a + after them.

Virtual Machine/VM(s) Sowurce Host IP Destination Host Resource Pool VM Folder Datastore

4
I Steve - Win XP Thin 192.168.1.1:443 192.168.1.1:443 a Nene H None B New Primary a

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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TIP: If you want to accept the default settings for the Schedule, Retention, and
Advanced pages, you can back up now by clicking the Create Backup
Set button.

To change the default settings, continue with the following steps.

20. Click Next.

The Schedule page is displayed.

Schedule

How Often Would You Like To Back Up Your Data?

Select the schedule options below

Recurrence Pattern Schedule
C By Minute{s) Every | 1 5 ours) = Schedule 1
% By Hourls) Every 1 hour{s) and are allowed to finish
' before starting the next schedule
By Day _
OCOLIMEnCe.
By Wesk

Information

» Multiple Wesekly schedules are permited
# Minutely and Hourly and Daily recurrences cannot be mixed with Weekdy recurrences
= There can only be one Minutely or Hourly or Daily schedule configured

< Previous Mext =

21. Accept or edit the default schedule. See Backup Schedules for more information.

Notes:

e An hourly backup is the default schedule for the backup set.

e  Multiple weekly schedules are permitted (as long as they do not overlap).

e Minutely, hourly or daily recurrences cannot be mixed with weekly recurrences.
e Only one minutely, hourly or daily schedule can be configured.

e The Allow to Finish check box is selected and grayed-out.

Adding a New Daily or Weekly Schedule

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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a. To add additional daily or weekly schedules, click the Add New button.

The new Schedule is displayed and the Add New button is highlighted, as
shown below.

Schedule 2

Bvery week

On Sunday @ 11:00 PM and are allowed to
finish before stargng the next schedule

ooourrenoe.

b. Make your selections.

The new schedule details are displayed.

Editing Existing Daily or Weekly Schedules

a. To edit existing schedules, in the Schedule column, click the schedule
details.

The Schedule is highlighted.

b. Select your new daily or weekly times.

Your schedule is displayed in the Schedule column. Click the remove | icon to delete schedule.

22. After setting your schedule, click Next.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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The Retention page is displayed.

Retention
Archiving Rules
Determire how many versions of each file you would like to Keep 96 | | recowerable versions of backups at the destination.
retain.
Notes

= ‘Yiou can retain up to 99 revisions per virtual machine. With your chosen schedule of backing up every 1 hour{s) and keeping 96 versionis), you will retain
up to 4 day{s) of recoverable versions at the destination.
= The backup =t preserves the current state of the virbual machine(s) only. Liser-generated snapshots are not saved.

< Previous Mext >

Notes:

o The backup default schedule is every 1 hour. Keeping 96 versions retains 4 days of recoverable
versions at the destination.

e The backup set preserves the current state of the virtual machines only. User generated
snapshots are not saved.

23. Optionally, select how many versions of each file you would like to keep, and then click Next.

Note: The number of revisions can be set to any number between 1 and 99.
The Advanced page is displayed.

Advanced

Temporary Folder

Define where the temporary folder that's used in backing up
VMware QuickSpin ViWz) resides. Manually type in a path or
browse to the desired location.

Path: IC:\.Windm\-s'-TEMP'\BackupﬂgE'l:

e |

In order to restore a recovery VM successfully, you will need both the recovery VM
snapshot information (in v&phere) and the incremental version information stored in this
location.

Incremental Version Storage Location

Specify the path where the incremental versions of your
recovery Vi{s) will be stored. This data will be used to recover
previous versions of QuickSpin recowvery VM(s).

Motes

# [f you want to change the location of the incremental versions, please choose a path that will not be compromised, deleted or moved.

< Previous Mext =

Requirement: You must specify a temporary folder located on a disk with sufficient space.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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24. At the Temporary Folder field, accept the default, type a new path, or click the Browse button to
locate the temporary folder that is used in backing up.

Browse option
a. Click the Browse button.

The folder options are displayed.

Please select a folder below:
Current selection:
& Local Disk{C:h) 3
- e Volume(E:) b ]
14 2
Type network location if it is not listed abowve (for example, \\server\=share):
Path:

Cancel

b. Select the destination.

The OK button is activated.

=

c. Click OK.

The address is displayed in the Path field.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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Path: IC:'-L'»."I.I'lr'd{:I.;-.IE"._EM PBackupigent

below.

d. To add a network location that is not listed, perform the step below.
Adding a Network Location

a. To back up files and folders on another network location that is not listed,
type the network path address in the Path field as shown in the example

Path:  \iexample

Type nebwork location if it is not listed abowe (for example, Viserver\share):

a +

b. Click the add

The add button is activated.

button.

Requirement: You must specify a location for the local storage of the incremental backups.

Note: Refer to the Browse option steps above for the next step.

25. Type the path or browse to where the incremental versions of your recovery VMs are to be

stored, and then click Next.

Notes: To restore a recovery VM successfully, you need both the recovery VM snapshot information

(in vSphere) and the incremental version information stored in this location.

This data is used to recover previous versions of VMware QuickSpin recovery VMs.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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The Summary page is displayed.

Summary

Select The QuickSpin backup =et contains 1 VM(s).
You are backing up this VMis) from the following 1 licensed hostls):
Licensed QuickSpin Source Host VM
192.168.1.1:443 [Dan] ¥P_Recovery 1 Recovery
Schedule The QuickSpin backup =et will run every 1 houris).
Retention You will be able to recover up to 96 versions(s) from the past 4 day(s).
Advanced Temp Location:  C\Windows\TEMP\BackupAgent

Incremental Version Storage Location:  C\$Recycle.Bin

Notes

= [fyou have changed the locations of the destination hosts of the recowery Yiv(s), they will not be changed umntil the backup set is next scheduled to run.

< Previous

Cancel Create Backup Set

26. Verify your selections, and then click Create Backup Set.

Licensing Note: If you added an unlicensed host and added a VM to back up,
the following message is displayed on the Summary page indicating a licensing
fee charge. See VMware QuickSpin Licensing for more information.

The following Wi{s) from the following 1 unlicensed host(s) requires an additional maonthly license fee in order to create
this QuickSpin backup set:

Unlicensed QuickSpin Source Host VM
192.168.1.1:443 Steve - Win ¥P Thin

Your scheduled backup is displayed on the Backup Selections page.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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Editing VMware QuickSpin Backup Sets
To edit a VMware QuickSpin backup, perform the following steps.

1. Navigate to the Backup Selections page. See Backing up VMware QuickSpin for instructions.

The Backup Selections page is displayed.

. Export Bac Selection
Backup Selections
Backup Type Type Backup Set Run Mext Backup Scheduled Remove
€ @ Files and Folders {4) & @l FilesandFoiders 1 »  tome@oziorm @) X
4] _i]_ Physical Imaging (2) # @ FlesendFoiders2 > - x
4] EE Hyper-V Standard p i Filas and Folders 3 > - X
. -
'+ == Hyper-V Rapid Recovery # @l FiesandFolders 4 »  ozzve@1ioor @) X
© 75 VMurare Standard (1) F B erysicamaging 1 - x
o _lifr'_ VMware QuickSpin (3) > @ Physical Imaging 2 » zeve@itoorm @) X
-
@ = s0LServer(2) F ﬁ. Viware Seandard 1 p mzens@tioorm ) X
G ﬂ Exchange Mailbox Level f & VMWare QuickSpin 1 [ _ -
p B WMWare QuickSpin 2 > - ®
& @ vMWare QuickSpin 3 > - X
[ =]
> = 5oL1 > - x
-
F = oz - X
a a1 LI 1-12of 12 items

2. Click the edit icon to edit the backup set.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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The Backup Set Summary page is displayed.

Edit Backup
? VMware QuickSpin 1~

Summary

Select The QuickSpin backup set contains 1 VM(s).

Yiou are backing up this ViMis] from the following 1 licensed host{s):

Licensed QuickSpin Source Host | VM
192,168.1.1:443 [Dan] ¥P_Recovery_1_Recowvery

Schedule The QuickSpin backup set will run every 1 hour(s).
Retention Wou will be able to recover up to 96 wersions(s) from the past 4 day(s).
Advanced Temp Location:  C:\Windows\TEMP\BackupAgent

Incremental Version Storage Location:  C\SRecycle.Bin
MNotes

# [fyou have changed the locations of the destination hasts of the recovery W(s), they will not be changed until the backup set is next scheduled to run.

< Previous

Cancel Update Backup Set

3. Select any of the tabs to display and edit your current settings. See Backing up VMware QuickSpin

for details.
Notes:

e The backup set name may be edited. See Changing Backup Set Names.
e Any changes to the locations of the destination hosts of the recovery VMs are not effective until

the next backup runs.

4. After making all your edits, click the Update Backup button at the bottom of any page, as shown

below.

Cancel Update Baclup Set

The Backup Selections page is displayed with the updated backup set.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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Changing a VMware QuickSpin Destination Host
To change a VMware QuickSpin Destination Host, perform the following steps.

1. Navigate to the VMware QuickSpin Recovery VM Destination page. See Editing VMware QuickSpin
Backup Sets for instructions.

The Recovery VM Destination page is displayed.

Edit Backup
% VMware QuickSpin 17 D)

Recovery VM Destination |

Where Would You Like to Direct Your Recovery VM Destination?
Select Destination Host, Resource Pool, Wi Folder & Datastore of each VM below. Completed configurations are denoted with a +* after them.

Virtual Machine/\M(s) Source Host IP Destination Host Resource Pool VM Folder Datastore o

@ [Dar] XP_Recovery_.. 192.168.1.1:443  192.168.1.1:443 ! None ! Mane ! Mew Primary ! v

= Previous Mext =

Cancel Update Backup Set

2. Select the ellipsis icon in the column of the Destination Host.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.

212



VMware QuickSpin Backup and

( 1 Intronis Restore

MSP Solutions by Barracuda

The following pop up with your current selection is displayed.

Select a Destination Host:
Current selection:
7 By 192.168.1.1:443 »
4 k
Cancel
CAUTIONS!

e As a best practice, select a host for your restore destination that does not already contain the
protected VM. If the same host is selected and fails, both the protected VM and the recovery
VM are lost.

e Toincrease the recoverability of the VM, protect it by using a VMware Standard backup set in
addition to this VMware QuickSpin backup set. This action protects the VMs in case the host
encounters a catastrophic failure.

3. Select the new Destination Host.

The following pop-up is displayed.

‘You hawve chosen another destination host. Choosing this will override your settings and
cause you to have to respecify them Is this what you really want to do?
o

4. Click Yes.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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The other destination options ellipses are displayed.

5. Select your other configuration options. See Backing up VMware QuickSpin for details.
6. When finished with your changes, click Update Backup.

The following pop-up is displayed.

Thie destination hosts) of one or more of the VMs in this backup set has changed. These
WMz will now be backed up to the newly specified destination host. Additionally, existing
WM backups in the previous host destination will either be deleted (if mowved to another
wCenter or unmanaged host) or moved (if moved within the same vCenter] the next time
thizs backup s&t runs.

I= this what you really want to do?

I_ ‘Yes, delete previous recovery Vi(s) and create new VM(=) in the new destination or
mowve the recovery V(=)

No

7. Click the Yes check box.

The Yes button is activated.

The destination hosts) of one or more of the VMs in this backup set has changed. These
VM= will now be backed up to the newly specified destination host. Additionally, existing
VM backups in the previous host destination will either be deleted (if mowved to another
wCenter or unmanaged host) or mowved (if moved within the same vCenter) the next time
this backup set runs.

Is this what you really want to do?

F ‘Yes, delete previous recovery VIM(s) and creave new V(=) in the new destination or

miowve the recoveny VI(s)
.

8. Click the Yes button.
The Backup Selections page is displayed.

Changing a VMware QuickSpin Incremental Version Storage Location

CAUTION! If you change the incremental version storage location, all revisions become invalidated and
the next backup run is a full backup. It is recommended you choose a location on the same drive as your
Local Vault, if you have one set up.

To change an Incremental Version Storage Location, perform the following steps.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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1. Navigate to the VMware QuickSpin Advanced page. See Editing VMware QuickSpin Backup Sets for
details.

The Advanced page is displayed.

Edit Backup
% VMware QuickSpin 1~ D

| Advanced

Temporary Folder

Define where the temporary folder that's used in backingup  pgrh- IC"Windm\-s’\TEMP'\Backupﬂan’:"l'
Viware QuickSpin Wii(z) resides. Manually type in a path or

browse to the desired location.
-

Incremental Version Storage Location  F=" IC:‘-HE‘:‘“"E'Wr

Specify the path where the incremental versions of your
recovery Wii{s) will be stored. This data will be used to recower
previous versions of QuickSpin recowvery Wh(s).

In order to restore a recovery ViV successfully, you will need both the recovery VM
snapshot infarmation (in vSphers) and the incremental version information stored in this
location.

Motes

# [f you want to dhange the location of the incremental versions, please choose a path that will not be compromised, deleted or moved.

< Previous Mext =

Cancel Update Backup Sat

2. Atthe Incremental Version Storage Location Path field, type or browse to where the incremental
versions of your recovery VMs are to be stored.

Browse option
a. Click the Browse button.

The folder options are displayed.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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Please select a folder below:

Current selection:

& Local Disk{C:Y) >
& Mew Volume(E:) h ]
1 I
Type network location if it is not listed abowve (for example, \\server\=share):

Path:

Cancel

b. Select the destination.

The OK button is activated.

corce I

c. Click OK.

The address is displayed in the Path field.

Path: IC:iLocaISmrElgE -ﬂ

d. To add a network location that is not listed, perform the step below.

Adding a Network Location

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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a. To back up files and folders on another network location that is not listed,
type the network path address in the Path field as shown in the example
below.

Type nebwork location if it is not listed abowe (for example, Viserver\share):

Path: | \iexample b4

The add button is activated.

b. Click the add button.

3. Click Update Backup.

The Backup Selections page is displayed.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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Removing VMware QuickSpin Backup Sets

To remove a VMware QuickSpin backup set, perform the following steps.

Restore

1. Navigate to the Backup Selections page. See Backing up VMware QuickSpin for instructions.

The Backup Selections page is displayed.

Backup Selections
Backup Type Type Backup Set
€ @ Files and Folders (4) & @l FilesandFoiders 1
4] _i]_ Physical Imaging (2) # @ FlesendFoiders2
) EE Hyper-V Standard f i Files 2nd Folders 3
'+ _=E_ Hyper-V Rapid Recovery }' i Files and Folders 4
] ﬁ VMware Standard (1) > @ Physical Imaging 1
4] _lif‘_ VMware QuickSpin (3) 2 @ Physical Imaging 2
-
0 = 50L Server (2) }r ﬁl Wivhware Standard 1
O La Exchange Mailbox Level & @ vwware uickspin 1
f =7 WMWare QuickSpin 2
& @ vMWare QuickSpin 3
& E oL
F = oLz
-
. “ 1 v " "

=
E
=

¥y ¥ ¥ ¥ ¥ v ¥y ¥y ¥y v v ¥

Next Backup

TOFR20M6 @ 09:30 PM
T1/022016 @ 11:00 PM
11022016 @ 11:00 PM

TO22016 @ 11:00 PM

Scheduled Remove
© .
X

»

e x
X

«© -
© .
»

*

»

X

»

1-12 of 12 item=

2. At the relevant backup set row, click the remove icon to remove the backup set.
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The following pop-up is displayed.

Remove Backup Set

You are about to remowve the ViVlware QuickSpin Backup et from the Backup Selections
List. Backups from this Backup &t will no longer run.

I- Delete the Vi(s) from the VMware QuickSpin destination.

Do you really want to remove this ViMiware QuickSpin backup set?

3. Optionally, click the Delete the VM(s) from the VMware QuickSpin destination check box, and
then click Confirm.

The recovery VM, any stored increments, and the backup set is deleted.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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Chapter 2. VMware QuickSpin Restore

This chapter includes the following topics:

e Overview
e Restoring VMware QuickSpin Backups

Overview
VMware QuickSpin restores are speedy because the recovery VMs are standing by locally at the
customer’s site, ready to be started to replace their disabled production counterparts.

VMware QuickSpin creates a recovery VM on a local vCenter/ESX host. In addition, with VMware
QuickSpin, you can create and update a recovery VM on a host that is in a cluster. See VMware Clusters
for more information.

VMware QuickSpin Restore Tabs
Figure 20 displays the restore tabs.

2 VMware QuickSpin

Select

Figure 20. VMware QuickSpin Restore Tabs.

The following table provides a description of the page features.

Page Description
Select Select at least one available revision and/or VM to restore.
Recovery Type Select how to verify and recover your data to the restore destination.

e Sandboxed Test Recovery is a non-destructive means for you to verify the
integrity of your backed-up VMs without affecting normal business operation.
Your production VMs remain powered on and operational. The selected
recovery VMs are powered on within an isolated VLAN.

e Production Recovery performs an instant recovery of your production VMs
with selected recovery VMs. If the production VM is still running, it is shut
down before powering up the recovery VMs.

Summary A list of your selections is displayed.

If necessary, power off non-critical VMs on the destination to ensure sufficient
resources are available to start the recovery VMs.

If the VMs you have chosen to restore are currently being backed up, the backup of
the VMs are canceled to allow the restore to proceed.
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VMware QuickSpin Backup and

Restore

Page Description

that the VM is protected.

errors.

You need to add the VMs to an existing backup set or create a new one to ensure

Ensure you remove the original VMs from the backup sets to avoid unnecessary

Restoring VMware QuickSpin

To restore a VMware QuickSpin backup, perform the following steps.

1. Navigate to the Computer page. See Navigating to the Computer Page for instructions.

The Computer page is displayed.

Home > Manage > Imtranis > 0002 (0002]

Computer: 0002 (D00Z)

View Computer (Intronis)

—
—
e

‘Comparter Information

Backup agent- Connected
CompaUitEr name- ooo2
Compater ID: 0002

Account username:

[Emall address:

Phone numiber: 111-222-3333
(=11 Default Group

Local badasp subscription: Enabled

205 GB-
T25GB-
B44GE-
36.2 GB-

%) Manage ECHOShare [EJ Leave Feedback

&3 support | | searon for an account.. Q |

[# Edit
DBM32016 - 11052016

» - L - - . -

181 GE-
P e S ]

00B-——
8112016

HB2016 10672016 11732076

(o= Active Recoveries (0) B Acthaaty 23 System “¢ software O Nottfications i Backup . Delete I restore
Backup Set/Action Detailed Event logs ~ Start Date Results Status
2. Click the Restore tab.
The Restore Selections page is displayed.
Restore Selections
E T Type Status Completed
Backed Up Data Type @  Files and Folders 0 Itemis) Restored 01042017 @ 12:43 PM
W G Files and Folders
!_ ’I"_;—r" VMware Standard
® @ vMware QuickSpin
® O pnysical imaging K
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3. Click the restore = icon of the backup type you want to restore.

The Select page is displayed.

Restore

@ VMware QuickSpin » ()

Select

What VMWare QuickSpin VM(s) Would You Like to Restore?

Select from the available VM(s) and revisions to restore,

Seloct Vour VMIs) snd Revisiontsk: _________
| Current selection: admin-Win10_recovary\03/29/2016 @ 12:03 AM

| M B admin-Win10_recavery

MNext )

4. Inthe Current Selection pane, select the VMs and revisions to be restored.

Clicking the arrow L at the right of the VM displays more revisions of the VM.
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Restore

Your selection is displayed in the right pane. Click the remove icon to remove any selections, or

clear the item check box.

Restore

2 VMware QuickSpin »
Select

What VMWare QuickSpin VM(s) Would You Like to Restore?

Select from the available VMis) and revisions to restore,

Select Your VM(s) and Revision(s):

| Current selection: admin-Winl0_recovery\03/29/2016 @ 12:03 AM

O i 03/29/2016 @ 12:03 AM
( 03/28/2016 @ 12:01 AM
03/27/2016 @ 12:06 AM
03/26/2016 @ 12:06 AM
03/25/2016 @ 12:02 AM
03/24/2016 @ 12:11 AM
03/23/2016 @ 12:03 AM
03/2272016 @ 12:00 AM

EEEDEREEE

&) admin-Wind10_recovery (03/29/2016 4@ 12:03 AM [Lastest Revisicn)) 3¢

Next )

Click Next.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in

whole or in part without the prior written consent of Intronis.

224




VMware QuickSpin Backup and

( 1 Intronis Restore

MSP Solutions by Barracuda

The Recovery Type page is displayed.

Destination

Where Do You Want To Restore?
Select how your VW restore iz treated and where the destination the newly created VM resides.

Recovery Type ® sandboxed Test Recovery

Select how to verify and recover your data to a Sandbaoxed Test Recovery is 8 non-destructive means for you to verify the integrity of your
destination. backed-up YM[s) without impacting normal business operation. Your production WM(=) remain
powered on and fully operational. The selected recovery WMs are powered on within an isclated
WLAM.

Production Recovery

Production Recovery perfonms an instant recowvery of your production VM(s) with selected recovery
Wii{=). If the production Vi(s) iz =till running, it will be shut down before powering up the recovery
Wis).

< Previous Mext =

Notes:

o Use Sandboxed test recovery as a non-destructive means for you to verify the integrity of your
backed-up VMs without affecting normal business operation. Your production VMs remain
powered on and operational. The selected recovery VMs are powered on within an isolated
VLAN.

Use Production recovery to perform an instant recovery of your production VMs with selected
recovery VMs. If still running, the production VM is shut down before powering up the recovery
VMs.

6. Select a Restore type radio button.
If you select Sandboxed Test Recovery (default option):

e The source/production VMs are not shut down.

e The recovery VMs selected are started on their own separate VLAN to avoid conflicts with the
production VMs.

e Backups to the recovery VMs do not continue as long as the recovery VMs are powered on.

If you select Production Recovery:

e The source/production VMs are shut down.

e The recovery VMs selected are started on the production network. They assume the role of the
original production VMs.

e Backups to the recovery VMs do not continue as long as the recovery VMs are powered on.
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7. Click Next.

The Summary page is displayed.
Note: For this example, the Production Recovery option is displayed.

Summary

Select Recovering 1 VM(s)
The following V(=) are being recowerad:

[Dan] XP_Recovery 1_Recovery Recovery 2

Destination Sandboxed Test Recovery

Motes

* |f necessary, power off non-critical WM(s) on the destination to make sure that you have sufficient resources available to start the recovery VM(s)L

* [f the WiM(s) you have chosen to restore is currendy in the process of being backed up. the badkup of the WIW{s) will be cancelled in order to allow the
resnore oo procesed.

* You need to add the ViM(s) to an existing backup set or creste a new one 1o ensure that the V(=) is protected.

#* Make sure that you remove the original Vi(s) from the backup setfs) so that you don't receive unnecessary errors.

< Previous

(antEI

Notes:

o If necessary, power off non-critical VMs at the destination so sufficient resources are available
to start the recovery VMs.

o If the VMs selected for restore are currently being backed up, the backup of the VMs are
canceled to allow the restore to proceed.

e Add the VMs to an existing backup set or create a new one to ensure that the VMs are
protected.

e Remove the original VMs from the backup sets to avoid unnecessary errors.

8. Verify your selections, and then click the Restore button.
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If you selected Production Recovery at the Destination page, then the following confirmation pop-up
is displayed.

Do You Really Want to Restore the Recovery VM(s)?

By checking the checkbax and selecting Yes, the currently running Production YM(s) will be
shut down and replaced by the VMware QuickSpin VM(s) you have selected to restore.

I- ‘ez, restore the selected VIM(s)

No

By checking the checkbox and selecting Yes, the currently running Production VM(s) are shut down
and replaced by the VMware QuickSpin VMs you have selected to restore.

9. Click the Yes, restore the selected VM(s) check box, and then click Yes.

If you selected Sandboxed Test Recovery at the Destination page, then the following confirmation
pop-up is displayed.

You are about to restore backed up data using the settings you just defined.

v K28

Proceed with this restore?

10. Click Yes.

The Restore Selections page is displayed the latest restore.
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Chapter 3. VMware QuickSpin Delete

CAUTION! The Delete function deletes the VMware QuickSpin backup data. Deleted data is completely
purged and cannot be accessed or restored. The Delete function removes all historical revisions. You
cannot delete specific revisions.

To delete a VMware QuickSpin backup, perform the following steps.

1. Navigate to the Computer page. See Navigating to the Computer Page for instructions.

The Computer page is displayed.

Home > Manage > Intranis > 0002 (0002 Manage ECHOShare Leave Feedback

=  Computer- 0002 (DD0Z) 3 suppart | [ searcn far an 2ccount.. Q]

—
- ’ .
- View Computer (Intronis)

‘Comparter Infonmation [#* Edit

Backup agent- Connected DEMIZ0TE - 1152016
COMARET Naime- 0oon2 90.5 GB-

Compaster I0: ooo2 725 GE-

Account username:

Emall address:

Phone number: 111-223-3333
Group: Default Group 13-1GE'. a & = = @

Local badasp subscription: Enabled 0.0EB- i . §
SM112016 we20e E2016 117372016

B44GE-
36.2GB-

(o= ACtive RECOVEres (0} B Acmy & System <+ software {0 Notfications i Backap ¥ Delete 1] Restore

Backup Set/Action Detailed Event Logs Start Date Results Status

2. Select the Delete tab.

The Delete Selections page is displayed.

Delete Selections

Backed Up Data Type Type Status Completed
Files and Folders I~} Files & Folders 4 Itemis) Deleted 11/04/2006 @ 10:33 AM

SQL Server

S mE

Vidware Standard

iy
)

Viware QuickSpin

I
[
I

Physical Imaging

BEaaa a8

I
H
I

3. Select the delete m] icon beside the backup type you want to delete.
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Note: This action deletes both the recovery VM and any increments that are stored.

The Delete page is displayed.

Delete
2 VMware QuickSpin

What QuickSpin Recovery VM(s) Would You Like To Delete?
Select from the available QuickSpin Recovery Whi(s) o delete.

Select Your QuickSpin VM(s) and Revisions:

Current selection: Select the items on the left you want to delete.

|_ & [Dan] XP_Recovery_1_Recovery_Recovery 2

Cancel Delete

4. Select the check box of the VM you want to delete.
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Your selections for deletion are displayed in the right panel. Click the remove icon to remove any

selections for deletion, or clear the VM check box.

Select Your QuickSpin VM(s) and Revisions:

Current selection:

p 5 [Dan] XP_Recovery_1_Recovery_Recovery 2

B [Dan] ¥P_Recovery_1_Recovery_Reco..

x

Cancel Delete

5. When satisfied with your selection, click the Delete button.

The Delete Confirmation pop-up is displayed.

You have chosen to delete 1 QuickSpin VM(s)!

[Dan] ¥XP_Recovery 1_Recovery Recovery 2
Deleted data is completely purged and can no longer be accessed or restored.

Are you sure you wish to delete?

v K28

6. Click the Yes button.

When the delete is complete, the Deletes Selections page is displayed with the latest deletion.
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PART VII. SQL SERVER BACKUP AND RESTORE

This chapter includes the following topics:

e SQL Server Backup
e SQL Server Restore
e SQL Server Delete

See Backup Agent Software Requirements for more information.

Chapter 1. SQL Server Backup

This chapter includes the following topics:

e SQL Server Backup Tabs

e Backing Up a SQL Server

e Editing SQL Server Backup Sets

e Removing SQL Server Backup Sets

SQL Server Backup Tabs
Figure 21 displays the backup tabs.

= SQL Server 17

Select

Figure 21. SQL Server Backup Tabs.

The following table provides a description of the page features.

Page Description
Select You are required to select at least one SQL Server.
Schedule e Optionally select the schedule. The default is nightly with once a

week being a full.

e Select a full or differential backup for each scheduled action.
For example, if the backup runs nightly, for each night you would
select a full or a differential.

Retention Determine how many versions of each file you would like to retain and
for how long.

The default is 4 recoverable versions of backups at the destination

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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Page Description

retained for no fewer than 4 weeks.

Advanced e Temporary Folder lets you specify where the temporary folder used
in backing up SQL Servers resides.

e Take copy-only backups of the selected servers. These backups
require a full backup each time but do not truncate the transaction
logs or affect the server.

Summary A list of your selections is displayed.

Backing up a SQL Server

To back up a SQL Server, perform the following steps.

1. Navigate to the Computer page. See Navigating to the Computer Page for instructions.

The Computer page is displayed.

Home > Manage > |ntranis > 0002 (0002) (%) Manage ECHOShare [EJ Leave Feedback
5 Computer: 0002 (0002) 8 support | | sesron for an aceount. Q]
s View Computer (Intronis)

‘Comparter Information [#* Edit
Backup agent: Connected ' DBMEZD16-11M5/2016
Computer name- ooo2 20.56 GB-
® & & @ & & = a

Compater ID: ooz 725 GB-

54.4 GB-
Emiall address:
Phone numiber: 111-222-3333 382 GB-
Group: Default Group 181 GE" s * = = @
Lincal baciop subsoription: Enabled ooe- . . . .

811206 W06 1V62016 117372016

(o= Active Recoveries (0) B Acthaaty 23 System “¢ software O Nottfications i Backup ¥ Delete I restore

Backup Set/Action Detailed Bvent Logs Start Date Resulis Status
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2. Click the Backup tab.

The Backup Selections page is displayed.

Backup Selections

Backup Type Type Backup Set
€ @ Files and Folders {4) @  Files=nd Foiders 1
'+ _?_ Physical Imaging (2) i Files and Folders 2
+) {:-E Hyper-¥ Standard i Files and Folders 3
- -
€} == Hyper-V Rapid Recovery @ FilesandFolders 4

© 75 VMware Standard (1)

e

Piy=ical Imaging 1
© @ vMware QuickSpin (3)

Ha

Piy=ical Imaging 2

] E SOL Server (2)

TY®YTYT®YTYEYYYY N
)

Wivhware Standard 1

O L Exchange Mailbox Level @ VMWare QuickSpin 1

- ViMWare QuickSpin 2

= VW are QuickSpin 3

-

—] 5QL1

-

= sz

4 " 1 w s E

=
E
=

¥y ¥ ¥ ¥ ¥ ¥ ¥y vy ¥ v v ¥

MNext Backup

110772006 @ 09:30 PM

11022016 @ 11:00 PM

T1/022016 @ 11:00 PM

T1O2201E @ 11:00 PM

Export Backup Selection

Scheduled Remove

1-120f 12 items

3. Inthe Backup Type pane, click the select icon beside SQL Server to run the backup type.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in

whole or in part without the prior written consent of Intronis.

235




SQL Server Backup and Restore

( 1 Intronis

MSP Solutions by Barracuda

The Select page is displayed.

Create Backup
=sQL Server 1~ @
| setect |

Select Storage Location
@ £3 Online Only

What 5QL Databases Would You Like to Backup?
Select from the available 3QL Databases below 1o Backup

Select Your 5QL Databases:

Current selection:
Discover SQL Servers.

Click ta find all available SQL instances on this
network.

If you do not see all of your 5L databases
listed to the right. please ensure that the
Backup Agent service is running as a user that
has access permissions w them.

I_ Exclude databases subsequently added to
the server after backup creaton.

Enter a SQL Server instance on the nenwork:

Address:

Mext =

Cancel Create Backup Set

4. Click the Backup Name to provide a new name for your backup set, or accept the default.
See Changing Backup Set Names.
5. At the Select Storage Location section, click one the following options.

Note: This procedure applies to all options. See Backup Options for more information.

e Local Only (Local Vault must be enabled and a local subscription is required. Data is not
backed up to the cloud.)
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e Online Only (An enabled Local Vault disables this option.)
e Online and Local (Local Vault must be enabled.)

The selection is highlighted.
6. At the SQL Servers section, click the Discover SQL Servers button.

The following Stop button is displayed.

Click to find all available 0L instances on this
network.

If you do ot see all of your 501 databases
listed to the right, please ensure that the
Backup Agent service is running as a user that
has atcess permissions to them.

7. Optionally, click the Exclude servers subsequently added to the server after backup creation
check box.
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The SQL server instances are displayed in the Current Selection pane.

What SQL Databases Would You Like to Backup?
Select from the available SOL Databaszes below to Backup

Select Your 50L Databases:

| Current selection:
0 25 QA-2012-HYPERVILADK
O g QA-201 2-HYPERVT\WEEAMSL2012
8§ QAVCENTERST\SQLEXP VIM
) &g QAVCENTERATWIM_SOLEXP
If you do not see all of your 501 databases

listad to the right. please ensure that the O S TRAINING\local}
Backup Agent service is running as a user that O 85 WINDOWS 201 BMlocal)

has access permissions to them. O T8 WINJOUCVTONMHiflocal)

Click to find all available SQL instarnces on this
network

[ Exclude databases subszequently added to
the server after backup creation.

Enter a SOL Server instance on the network:

Address:

W W N N N N N

Mext =

8. To add a SQL Server instance on the network, perform the following steps.

Add a New SQL Server Instance

To add a new server instance, at the Address field, type the IP address of the

button.

server you want to add, and then click the add

Enter a SQL Server instance on the nebwork:

Address:

The new server address is displayed in the Current Selection pane.

9. Click the arrow icon to display the SQL server folders available for backup.
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whole or in part without the prior written consent of Intronis.

238




SQL Server Backup and Restore

( 1 Intronis

MSP Solutions by Barracuda

The authentication pop-up is displayed.

Enter your username and password to authenticate.

Username:

Pas=zword:

Cancel m

10. Provide your credentials, and then click OK.

The SQL Instances and Servers available for backup are displayed.

What 5QL Databases Would You Like to Backup?
Select fram the available SQL Databases below to Backup

Select Your SOL Databases:

| Current selection: TRAWNIVGfocal)!

(0 25 QA-2012-HYPERV1VADK }» M mmaster
O B QA-2012-HYPERVT\WEEAMS(HL2012 ¥} [Hmmodel
Click to find all available SQL insta thi
ekt Tind Mlnen:an [natances an i )8 QAVCENTER41\SQLEXP VIM ¥ HEmsdb
(O 8 QAVCENTERS1WIM_SOLEXP }» M= ReportServer
ittty
listad to the right. please ensure that the 4 TERIHGH el }3 M= ReportServerTempDE

Backup Agent service is running as a user that O Eg WINDOWS 201 B\local) » [ m ReportServerTempDE diff 2
has access permissions to them. B WINJOUCVTONMA Hillocal) ¥ [ ReportServerTempDE restored erer
_ [ @ ReportServerTempDE test
[ Exclude databases subsequently added to et
the server after backup creation. [ o testDB

Enter a SOL Server instance on the network:

Address:

Mext =

TIP: If you want to accept the default settings for the Schedule, Retention, and
Advanced pages, you can back up now by clicking the Create Backup
Set button.
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To change the default settings, continue with the following steps.

11. Click the radio button of the SQL Instances and/or Servers you would like to back up, and then
click Next.

The Schedule page is displayed.

Schedule ‘
How Often Would You Like To Back Up Your Data?
Select the schedule options below
Recurrence Pattern Schedule
IE;'er}' week on: Time of day Schedule 1
Sunday StartAc 11:00 PM | (D) Every week
' By D |_ Monday On Saturday @ 11:00 PM and are badked up
a3y .
in full.
i By Wesk r Tuesday Method
Il Wednesday o Differential Schedule 2 x
(s Every week
I_ Thursday Ful On Sunday, Monday, Tuesdsay, Wednesday,
l- Friday Thursday, Friday @ 11:00 PM and are backed
|7 Saturday up differentially.
Add New
Information
# Nultiple Daily / Weekdy schedules are permitted
< Previous Mext =

12. Accept or edit the default schedule. See Backup Schedules for more information.

Note: Multiple daily/weekly schedules are permitted (as long as they do not overlap).

Adding a New Daily or Weekly Schedule
a. To add additional daily or weekly schedules, click the Add New button.

The new Schedule is displayed and the Add New button is highlighted, as
shown below.

Schedule 2

Every week

On Sunday @ 11:00 PM and are allowed to
finish before stardng the next schedule

ooourrenoe.
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b. Make your selections.

The new schedule details are displayed.

Editing Existing Daily or Weekly Schedules

a. To edit existing schedules, in the Schedule column, click the schedule
details.

The Schedule is highlighted.

b. Select your new daily or weekly times.

13. Select the method, Differential or Full, by which you would like to back up your server.

Your schedule is displayed in the Schedule column. Click the remove E icon to delete schedule.

14. After setting your schedule, click Next.
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The Retention page is displayed.

Retention

Archiving Rules . "
: . g . He ) and no fewer th VErE
Determine how many versions of each database youw would like to retain. &P |4 v weekis) and na fewer than | 4 - version(z]

|_ Enable Advanced Archiving Start From a Template

< Previous

L]

Mext =

15. Select the number of days and versions you wish to archive.
16. Optionally, select the Enable Advanced Archiving check box. For Advanced Archiving information,

see Archiving Rules

The Advanced Archiving fields are displayed.

F Enable Advanced Archiving

E Keep all versions from nowto | 4 : Week(s) - 0
After 4 Week(s) keep nothing.

Keep no fewer than| 4 & wersion(s)
h

Start From a Template

Example: The setting of a daily backup kept for 30 days and no fewer than 10 versions mean that 30

versions are kept. However, a setting of once a week means that after 10 weeks, 10 versions are

kept.

17. Make your selections, click Save Rule, and then click Next.
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The Advanced page is displayed.

Advanced

Temporary Folder

Define where the temporary folder that's used in bacdking up  pathy- IC:'-.Wind:wus'\TEMP'\BackupﬂgE"l:
S0L databaszes resides. Manually type in a path or browse to the
desired location.

Copy Mode

Take copy-only backups of the selected databazes. These
backups require a full backup each time but do not truncate the
wransacton logs or affect the datsbass.

I- Take copy-only backups

< Previous Mext >

Requirement: You must specify a temporary folder located on a disk with sufficient space.

18. At the Temporary Folder field, accept the default, type a new path, or click the Browse button to
locate the temporary folder that is used in backing up.

Browse option
a. Click the Browse button.

The folder options are displayed.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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Please select a folder below:
Current selection:
& | ocal Disk{C\) h ]
& Mew Volume(E:) h ]
14 I
Type network location if it is not listed abowve (for example, \\server\=share):
Path:
Cancel
b. Select the destination.
The OK button is activated.
Cancel m
c. Click OK.
The address is displayed in the Path field.
Path: IC:'-L".'vir'dcws"._EM:"LE-ackup.&,genl: Browse...

d. To add a network location that is not listed, perform the step below.

Adding a Network Location
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below.

a. To back up files and folders on another network location that is not listed,
type the network path address in the Path field as shown in the example

Path: | \iexample

Type nebwork location if it is not listed abowe (for example, Viserver\share):

-+

b. Click the add

The add button is activated.

button.

19. To run copy-only backups of the selected servers, select the Take copy-only backups check box.

Note: These backups require a full backup each time but do not truncate the transaction logs or

affect the server.

20. After making your selections, click Next.

The Summary page is displayed.

Select

Schedule

Retention

Advanced

< Previous

Contains:

Drestination

Schedule 1

Schedule 2

Summary

10 Database(s) selected, size: 246 GB

&% oOnline

Every week
On Saturday @ 11:00 PM and are backed up in full.

Every week

On Sunday, Monday, Tuesday, Wednesday, Thursday, Friday (@ 11:00 PM and are backed up differentially.

Heep at least 4 Week({s) and no fewer than 4 version(s).

Temp Location:  C:\Windows\TEMP\BackupAgent

Cancel Create Backup Set

21. Review your selections, and then click the Create Backup Set button.

The backup is displayed on the Backup Selections page.
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Editing SQL Server Backup Sets

To edit a SQL Server backup, perform the following steps.

SQL Server Backup and Restore

1. Navigate to the Computer page. See Navigating to the Computer Page for instructions.

The Computer page is displayed.

Home > Manage > Imtranis > D002 (0002)

== Computer: 0002 (D002)

=
prel View Computer (Intronis)

‘Comparter Infonmation

Backup agent: Connected
COMpAURET Naime: ooo2
Compaer I0: 0oon2

ACCOUN WSETMamE-

Emall agdress:

Phone number- 111-222-3333
Group: Default Group

Local bacoup subscription: Enabled

(2= Active RECOVEres (0} B Acomy 13 System

Badup Set/Action

Detailed Event Logs Start Date

< software

90.5 GB-
T25GB-
B4.4 GE-
362 GB-

18.1 GB-
PR S

0.0B-

s Notfications

Results

8112016

i Backup

(%) Manage ECHOShare [EJ Leave Feedback

nSuppurt Search or an accou.. Ql
[ Edit
DEMS2D16 - 1132016

. & & & & & ® @

W06 162016 11326

¥ Delete [l restore

2. Click the Backup tab.
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The Backup Selections page is displayed.

Backup Selections

Backup Type Type Backup Set
€ @ Files and Folders {4) @  Files=nd Foiders 1
'+ _?_ Physical Imaging (2) i Files and Folders 2
4] ﬁ Hyper-V¥ Standard i Files and Folders 3
- -
€} == Hyper-V Rapid Recovery @ FilesandFolders 4

© 75 VMware Standard (1)

e

Piy=ical Imaging 1

4] _@_ VMware QuickSpin (3) Physical Imaging 2

Ha

] E SOL Server (2)

TY®YTYTYY®EYYY®YYE N
)

Wivhware Standard 1

O L Exchange Mailbox Level @ VMWare QuickSpin 1

- ViMWare QuickSpin 2

= VW are QuickSpin 3

-

—] 5QL1

-

= sz

4 " 1 w s E

=
E
=

Yy ¥ ¥ ¥ ¥ v ¥y vy ¥"y v v ¥

MNext Backup

110772006 @ 09:30 PM

11022016 @ 11:00 PM

T1/022016 @ 11:00 PM

T1O2201E @ 11:00 PM

Export Backup Selection
Scheduled Remove
© .
X
”
© X
X
e .
© .
X
X
.
X

1-120f 12 items

3. Click the edit

icon of the backup selection to edit.
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The Backup Set Summary page is displayed.

Edit Backup
= SQL Server 17 o

| Summary

Select Contains: 10 Database(s) selected, size: 2.46 GB

Destination n Online

Schedule Schedule 1 Every week
On Saturday @ 11300 PM and are backed wp in full.
Schedule 2 Every week
On Sunday, Monday, Tuesday, Wednesday, Thursday, Friday @ 17300 PM and are badked up differentially.
Retention Heep at least 4 Weeki{s) and no fewer than 4 version(s).
Advanced Temp Location:  C\Windows\TEMP\BackupAgent
< Previous

Cancel Update Backup Set

4. Select any of the tabs to display and edit your current settings. See Backing Up a SQL Server for
details.

Note: The backup set name may be edited. See Changing Backup Set Names.

5. After making all your edits, click the Update Backup Set button at the bottom of any page, as
shown below.

Cancel Update Backup 5et
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Removing SQL Server Backup Sets
To remove a SQL Server backup set, perform the following steps.

1. Navigate to the Backup Selections page. See Backing Up a SQL Server for instructions.

The Backup Selections page is displayed.

Backup Selections

Backup Type Type Backup Set Run  Next Backup Scheduled Remove

€ @ Files and Folders (4) / @ Files znd Folders 1 » naremeaosnrm @ *
] _?_ Physical Imaging (2} f a Files and Folders 2 > - x
O EE Hyper-¥ Stamdard /‘f i Files and Folders 3 > - b
) == HyperV Rapid Recovery / @ FilesandFolders 4 »  meens@itoorv @) x
o ﬁ VMware Standard (1) I" _@_ Pryszical Imaging 1 > - *
] _‘f"'_ Viware QuickSpin (3) >~ _@_ Physical Imaging 2 » nmzeoe@iiorm @ *
© = soLserver@ & 3 \Mware Standard 1 »  nmzzote@iiiorm @) x
& Q) Exchange Mailbox Level 4" = WMWare QuickSpin 1 > - x
& @ yMWare Quickspin 2 > - x

rFa B MWare QuickSpin 3 [ = X

> E sGQL 1 [ ®

> E SQLZ > - ®

4 4 1 - - s 1-12o0f12 items

2. At the relevant backup set row, click the remove icon to remove the backup set.

The confirmation pop-up is displayed.

Remove Backup 5et
Removing a backup set does not aurtomatically delete the associated data from the
server or your Local Vault.

Are you sure that you would like to remove this backup set?

o -

3. Click Yes.

The backup set is removed.
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Chapter 2. SQL Server Restore

This chapter includes the following topics:

e SQL Server Restore Tabs
e Restoring SQL Server Backups

SQL Server Restore Tabs
Figure 22 displays the restore tabs.

= SQL Server

Select

Figure 22. SQL Server Restore Tabs.

SQL Server Backup and Restore

The following table provides a description of the page features.

Page Description

Select Select an SQL Server to restore.

Destination Select the destination of your restored SQL server.
Summary A list of your selections is displayed.
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Restoring a SQL Server Backup

To restore a SQL Server, perform the following steps.

SQL Server Backup and Restore

1. Navigate to the Computer page. See Navigating to the Computer Page for instructions.

The Computer page is displayed.

Home > Manage > Imtranis > D002 (0002)

Computer- 0002 (D00Z)

View Computer (Intronis)

—
—
e

‘Comparter Infonmation

Backup agent: Connected
COMpAURET Naime: ooo2
Compaer I0: 0oon2

ACCOUN WSETMamE-

Emall agdress:

Phone number- 111-222-3333
Group: Default Group

Local bacoup subscription: Enabled

(2= Active RECOVEres (0} B Acomy 13 System

Backup Set/Action Detailed Event Logs Start Date

< software

s Notfications

Results

(%) Manage ECHOShare [EJ Leave Feedback

n Support | | Seanch for an accowt.. Q |

[ Edit

DEME2016 - 1182016
90.5 GB-
T25GB-
B4.4 GE-
362 GB-

*® & & & & & = @

18.1 GB-
PR S S

00B-——— . . .
8112016 we20e E2018 11722015

1 Badkup ¥ Delete [l restore

2. Click the Restore tab.
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The Restore Selections page is displayed.

Restore Selections
E] T Type Status Completed
Backed Up Data Type @ Filesand Folders 0 Item{s) Restored D1/04/2017 @ 12:43 PM
® @ Files and Folders
! ﬁ VMware Standard
® @ vMware Quickspin
-
! —] S0L Server
" “ 1 - . [ 1-10of1items

3. Click the restore ==l icon of the backup type you want to restore.
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The Select page is displayed.

Restore
= SQL Server Q
J Select |

What 50QL Databases Would You Like to Restore?
Select from the available %L databases below to restore

Select Your SOL Databases:

Current selection:
O B TRAIMINGMlocal) 3

Next >

Cancel Restore

4. Inthe Current Selection pane, click the radio button of the backup set you would like to restore.
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The selection is displayed in the right pane.

|

What 5QL Databases Would You Like to Restore?
Select from the available 5L databases below to restore

Select Your SOL Databases:

| Current selection: TRAWING Wocalllmaster| T1/152016 @ 01:24 PM {Fulil)

© @ mastert11/15/2016 @ 01:24 PM (Full})
O mmodel

O @msdb

O @ ReportServer

O @ ReportServerTempDE

O @ ReportServerTempDE diff 2

O B ReportServerTemnpDE restored erar
_ O @ReportServerTempDE test
O W testDB

b g b g R gl g e LR

® 5 1115/2016 @ 01:24 PM (Full}
04 1115/2016 @ 11:00 PM (Full}
D 1116/2016 @ 11200 PM (Full)
O D 11A&2016 @ 11:00 PM (Full)
Q@ 11A¥2016 @ 11:00 PM (Full)
Q@ 11/2002016 @ 11:00 PM (Full}
0 911/21/2016 @ 11:00 PM (Full}

. O 9112272016 @ 11:00 PM {Full}

04 11/23/2016 @ 11:00 PM (Full}
09 11/24/2016 @ 11200 PM {Full)
O 9 11/25/2016 @ 11200 PM (Full}
Q@ 1142602016 @ 11:00 PM (Full}
29 11/27/2016 @ 11:00 PM (Full}
249 11/28/2016 @ 11:00 PM (Full}
0 911/2%2016 @ 11:00 PM (Full}

Mext =

Clicking the arrow L at the right of the items displays more databases.

5. Click Next.
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The Destination page is displayed.

Destination
Where Do You Want To Restore?
Select the destination of your restored S0L database.

Destination Path: | FT—

Chooze where the data is restored

Restore DB Name master~

Give your restored database a name.

< Previous

Mext >

6. At the Path field, type or browse to the destination of your restore.

Browse option
a. Click the Browse button.

The folder options are displayed.
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Please select a folder below:
Current selection:
& | ocal Disk{C\) h ]
& Mew Volume(E:) h ]
14 I
Type network location if it is not listed abowve (for example, \\server\=share):
Path:
Cancel
b. Select the destination.
The OK button is activated.
Cancel m
c. Click OK.
The address is displayed in the Path field.
Path: IC:'-L".'vir'dcws"._EM:"LE-ackup.&,genl: Browse...

d. To add a network location that is not listed, perform the step below.

Adding a Network Location

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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a. To back up files and folders on another network location that is not listed,
type the network path address in the Path field as shown in the example
below.

Type nebwork location if it is not listed abowe (for example, Viserver\share):

Path: | \iexample b4

The add button is activated.

b. Click the add button.

7. Totype a new name for the restored server, click the currently displayed name.

Click here to rename

master~

The name field is activated and the edit icons are displayed.

master| .

8. Click the delete icon to erase the current name.

The name is erased.

9. Type the new name, and then click the confirm |:| icon.

Note: To cancel the name change and restore the current name, click the escape EI icon.

The name is displayed.

10. Click Next.
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The Summary screen is displayed.

Summary
Select 1 Database(s) selected, size: 4.13 MB
Destination Restored to: C:\Recowvery

Mamed master

< Previous

Cancel Restore

11. Verify your selections, and then click the Restore button.

The confirmation pop-up is displayed.

You are about to restore backed up data using the settings you just defined.

Proceed with this restore?
v

12. Click Yes.

The Restores Selections page is displayed with the status.
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Chapter 3. SQL Server Delete

SQL Server Backup and Restore

CAUTION! Deleted data is completely purged and can no longer be accessed or restored.

To delete a SQL Server Backup, perform the following steps.

1. Navigate to the Computer page. See Navigating to the Computer Page for instructions.

The Computer page is displayed.

Home > Manage > Imtranis > D002 (0002)

== Computer- 0002 (D002)

—
L ] N - N .
= View Computer (Intronis)

‘Computer Information

(%) Manage ECHOShare [EJ Leave Feedback

Search for an SCcout.. Q |

ﬁ Support

[ Edit

Backup agent: Connected DEM32016- 111052016
Compuier name- oonz 206 GB-
» L] - L ] - & » L
Compater ID: 0002 725 GE-
544 GB-
Emall address:
Phone number- 111-222-3333 38.2GE-
Group: Default Group 181 GE‘. a & & @ @
Lincal baciosp subsoription: Enabled 00B-— . . .
8112018 WB2016 1ve2018 11732016
(ox Active Recoverles (0} B Acthity 23 System ¢ software {0 Notifications i Badmp ¥ Delete [ restore
Badwp SetfAction Detailed Event Logs Start Date Resulis Siatus
2. Select the Delete tab.
The Delete Selections page is displayed.
Delete Selections
Backed Up Data Type Type Status Completed
i Files and Folders i Files & Folders 4 Item(s) Delezed 11/04/2016 @ 10:33 &AM
SQL Server

Vitware Standard

®

Vitware QuickSpin

I
[

8 aaa 3
) I

HE)

Physical Imaging

3. Select the delete m icon beside the backup type you want to delete.
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The Delete Backup page is displayed.

Delete

= SQL Server

What 50L Databases Would You Like to Delete?
Select from the backed wp SOL databases and revisions to delste

Select Your S0L Databases:

Current selection:

[ & TRAININGVlocal)

4. Select the row of the server you want to delete.

The backed up SQL servers and revisions are displayed in the Current Selection panel.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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Clicking the arrow L at the right of the items displays more databases.

Select Your S50L Databases

Current selection: TRAMING facalllmaster

O @ TRAININGlocal) i Y &< 11/15/2016 @ 01:24 PM (Ful)
[0 m miodel >
[ = msdb 3
[0 g ReportServer ¥
[ m ReportServerTempDB ]
[ g ReportServerTempDE diff 2 b3
[J = ReportServerTempDE restored erar }]

_ [0 mReportServerTempDE test »
[ g testDE ¥
4 >

Your selections for deletion are displayed in the right panel.
5. Make your selection, and then click the Delete button.

If you click OK, then the final Delete Confirmation pop-up is displayed.

‘You are about to delets 1 databasze{=}4.13 MB}
Dealeted data is completely purged and cam no longer be accessed or restored.

o =

Are you sure you wish to delete?

6. Click the Yes button.

The Delete Selections page is displayed with the latest status.
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PART VIIl. PHYSICAL IMAGING BACKUP AND
RESTORE

This section includes the following chapters:

e Physical Imaging Backup
e Physical Imaging Restore
e Physical Imaging Delete

See Backup Agent Software Requirements for more information.

Chapter 1. Physical Imaging Backup

This chapter includes the following topics:

e Physical Imaging Backup Overview

e Creating Physical Imaging Backups

e Editing Physical Imaging Backup Sets

e Removing Physical Imaging Backup Sets

Physical Imaging Backup Overview

To protect against user error, disk, or total system failure, you can back up and protect all local NTFS
volumes, including system/boot, to a local storage destination. The Backup Agent lets you back up
servers, desktops, or laptops as volume-level Physical Imaging locally.

A once, daily backup is the default schedule for a Physical Imaging backup set. You also have
the options of creating a recurring interval schedule, or schedule by calendar date and time.

Backups run using the standard calendar scheduler. If a backup runs into its next start time, it
finishes and resumes at the next scheduled time. See Backup Schedules for more information.

Requirement: An agent must be installed on each physical machine that needs protection.
Volume capacity limits

When you perform a backup the Physical Imaging is stored locally, uncompressed, and
unencrypted so you must ensure that enough disk space is available. You can also store
revisions. See Backup Agent Software Requirements.

The agent cannot back up volumes over two TB on Windows 7, 2008, and 2011.
For newer operating systems (Server 2008 R2/SBS 2011/Server 2012/2012 R2), this limit is 64 TB.

Volume Shadow Copy Service

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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The Physical Imaging feature uses volume shadow copy service (VSS) to quiesce the system on backup.

Al VSS writers are involved in this process. Ensure the writers are in a correct state before running a

backup.

Physical Imaging Backup Tabs
Figure 23 displays the backup tabs.

& Physical Imaging 27

Select

Figure 23. Physical Imaging Backup Tabs.

The following table provides a description of the page features.

Page Description
Select You are required to select at least one Volume.
Schedule Optionally select the schedule. The default is weekly.
Retention Determine how many versions of each file you would like to retain.

The default is 7 recoverable versions of backups at the destination.
Advanced Specify where the temporary folder used in backing up volumes resides.
Summary A list of your selections is displayed.

Creating Physical Imaging Backups

To create a Physical Imaging backup, perform the following steps.

1. Navigate to the Computer page. See Navigating to the Computer Page for instructions.
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The Computer page is displayed.

Physical Imaging Backup and
Restore

Home > Manage > Intronis > D002 (D002)

Computer: 0002 (D00Z)

View Computer (Intronis)

—
—
e

‘Comparter Information

Backup agent- Connected
CompaUitEr name- ooo2
Compater ID: 0002

Aocount userTame:

Emall address:

Phone number: 111-222-3333
(=11 Default Group

(8] Manage ECHOShare [EJ Leave Feedback

&3 support | | searon fior an account.. Q |

[# Edit

DR/AN6 - 11NE2016
806 GB-

[ - - - - - - -

725 GB-
B4dGB-
352 GB-

181 GE-
P e S ]

Local badasp subscription: Enabled i) - T— . . .
BI11:2016 922016 10062016 11372015
(o= Active Recoveries (0) B Acthaaty 13 System “¢ software O Nottfications i Backup ¥ Delete I restore
Backup Set/Action Detailed Event logs ~ Start Date Results Statuss
2. Click the Backup tab.
The Backup Selections page is displayed.
- BI 1
Backup Selections oty i
Backup Type Type Backup Set Run MNext Backup Scheduled Remove
€ @ Files and Folders {4) & @l FilesandFoiders 1 »  tome@oziorm @) X
] _Q_ Physical Imaging (2) }' i Files and Folders 2 - - X
) 1EE Hyper-V Standard }r i Files and Folders 3 [ 2 - "
@ == HyperV Rapid Recovery # @ FiesandFolders 4 p  mezns@ioor @) x
4] ﬁ VMuware Standard (1) > @ Priysical Imaging 1 > - x
+] _'J—fr'_ VMware QuickSpin (3) > @ Physical Imaging 2 »  zeve@itoorvm @) ®
=
0 : S0L Server (2) }r ﬁ! Vihware Standard 1 [ 3 11022016 @ 11:00 PM (__: ®
& g Exchange Mailbox Level F @ e Quicpin 1 > - -
f’ & VMWare QuickSpin 2 [ ] - X
& @ Mware QuickSpin 3 [ x
F = san > - x
> E sQLZ > - X
"I A | v » M 1-12 of 12 tems
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3. Inthe Backup Type pane, click the select icon beside Physical Imaging to run the backup type.

The Select page is displayed.

Create Backup
# Physical Imaging 2~ o
ir=

Select Storage Location

% Local Only path: |

Select the location where your Physical Imaging backups are stored. Be sure there is enough available space to host the entire backup (and its future revisions).

What Volumes Would You Like to Backup?
Select from the available Volumes below to backup

Select Your Volumes:

Current selection: Select the volumes on the left you want to include
im thiz backup set.
[ k& BootVolumes: > P
w Wiolume (E:) {Primary Partition
4 »

Mext =

Cancel Create Backup Set

4. Click the Backup Name to provide a new name for your backup set, or accept the default.
See Changing Backup Set Names.
5. At the Select Storage Location Path field, type or browse to the destination of your backup.

Browse option

a. Click the Browse button.
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The folder options are displayed.

Please select a folder below:

Current selection:

& | ocal Disk{C\) h ]
& Mew Volume(E:) h ]
1 I
Type network location if it is not listed abowve (for example, \\server\=share):

Path:

Cancel

b. Select the destination.

The OK button is activated.

corce I

c. Click OK.

The address is displayed in the Path field.

Parh: [[;'-Lacalszura.ge-

d. To add a network location that is not listed, perform the step below.

Adding a Network Location

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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a. To back up files and folders on another network location that is not listed,
type the network path address in the Path field as shown in the example
below.

Type nebwork location if it is not listed abowe (for example, Viserver\share):

Path: | \iexample b4

The add button is activated.

b. Click the add button.

Requirements

Physical Imaging backups and their revisions must be stored to a local storage
location. Valid local storage locations are:

- Direct attached storage

- Network attached storage

- Removable storage

The following local storage locations cannot be selected for backup:

- Volumes with non-NTFS file systems

Important: Because you are backing up the full volume and creating a VHD, ensure that you have
enough local storage space for a full backup of each selected volume (it should be roughly equal to
the used size of the volume) and any incremental changes.

6. Inthe Current Selection pane, select the volumes you would like to back up.

Clicking the arrow L at the right of the items displays more volumes.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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The selection is displayed in the far right pane. Click the remove icon to remove any selections.

Select Your Volumes:

Current selection: B New valume (E:) {Primary Partition) X

[T & Boot Volumes: »
F B new Volume (E) (Primary Partition)

Mext =

Requirements: The following volume sets cannot be selected for backup:
- Volumes with non-NTFS file systems
- Remote volumes / network shares

- Volumes that are already included in an Physical Imaging backup set
(grayed-out)

- Volumes greater than or equal to 2 TB in size on the following operating
systems: Windows7, 2008, and 2011

- Volumes that are encrypted

Notes:

e The boot volumes group allows easy selection of any volume required to perform a restore of
the physical system as a functional virtual machine.
e The boot volumes must be selected together. If you do not choose the boot volumes, then
restoring to a VM is not be possible, though you can restore a given volume or files from it.
This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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e Hovering over an available selection displays its capacity and spaced used, as shown below.

Select Your Volumes: Volume name: New Volume (E:) (Primary Partition)

Capacity: 100 GB |
Space used: 5.72 GB

Current selection:
[ & BootVolumes:

e Hovering over an unavailable volume, displays its status, as shown below.

Current selection:
| G Boot Volumes:

F m NE"au'\n’n pacee TR e e s Dlmeriei ol
This volume is already induded in another badkup set.

e You cannot select removable media for backup. If attempted, the following error message is
displayed.

Select Your Volumes:

Current selection:

Boot Vol :
[] Boot Volumes You cannot select removable media. )
] ™ Recovery

[] M SQL2014_ENU_x64 (D:) (Primary Partition)
] m New Volume (E:) (Primary Partition)

TIP: If you want to accept the default settings for the Schedule, Retention, and
Advanced pages, you can back up now by clicking the Create Backup
Set button.

To change the default settings, continue with the following steps.

7. When done making your selections, click Next.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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The Schedule page is displayed.

Schedule ‘

How Often Would You Like To Back Up Your Data?
Select the schedule options below

Recurrence Pattern Schedule

. By Houris) Every week on: Time of day Schedule 1

' By Day ¥ sunday Start A | 11:00FM | Eopiees

ey By Week v Monday On Sunday. Monday, Tuesday, Wednesday,
p Tussd Thursday, Friday, Saturday @ 11:00 PM and

vesEEy are allowed to finish before starting the et

|7 Wednesday schedule occurrence.
p Thursday

p Friday

|7 Saturday

Information

» Nultiple Weskly schedules are permitted
# Hourly and Daily recurrences cannot be mixed with Weekly recurrences
# There can only be one Hourly or Daily schedule configured

< Previous MNext =

8. Accept or edit the default schedule. See Backup Schedules for more information.

Notes:

e A once daily backup is the default schedule for a Physical Imaging backup set.
e Multiple weekly schedules are permitted (as long as they do not overlap).

e Hourly and daily recurrences cannot be mixed with weekly recurrences

e Only one daily or hourly schedule can be configured.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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Adding a New Daily or Weekly Schedule
a. To add additional daily or weekly schedules, click the Add New button.

The new Schedule is displayed and the Add New button is highlighted, as
shown below.

Schedule 2
Bvery week
On Sunday @ 11:00 PM and are allowed to

finish before stargng the next schedule
COOUFTENoe.

b. Make your selections.

The new schedule details are displayed.

Editing Existing Daily or Weekly Schedules

a. To edit existing schedules, in the Schedule column, click the schedule
details.

The Schedule is highlighted.

b. Select your new daily or weekly times.

Your schedule is displayed in the Schedule column. Click the remove E icon to delete schedule.

9. After setting your schedule, click Next.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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The Retention page is displayed.

Retention
Archiving Rules ) -
. 2 . ) Keep|7 | & |recoverable versions of backups at the destination.
Dretermine how many versions of each data you would like to
retain The backup will run 7 day(s) a week, running a total of 7 time{s) per week.
< Previous Mext =

10. Select the number of versions you wish to archive, and then click Next.

Note: The default is the backup runs 7 days a week, running 7 times per week.
The Advanced page is displayed.

Advanced

Temporary Folder

Define where the temporary folder that's used in backingup  pgrh- IE:\.Wind:w«-s'\TEMP'\Backupﬁget
Physical Images resides. Manually type in a path or browse to
the desired location.

< Previous Mext =

Requirement: You must specify a temporary folder located on a disk with sufficient space.
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11. At the Temporary Folder field, accept the default, type a new path, or click the Browse button to
locate the temporary folder that is used in backing up.

Browse option
a. Click the Browse button.

The folder options are displayed.

Please select a folder below:
Current selection:
& Local Disk{C:h) 3
- e Volume(E:) b ]
14 2
Type network location if it is not listed abowve (for example, \\server\=share):
Path:

Cancel

b. Select the destination.

The OK button is activated.

=

c. Click OK.

The address is displayed in the Path field.
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Path: IC:'-L'»."I.I'lr'd{:I.;-.IE"._EM PBackupigent

d. To add a network location that is not listed, perform the step below.
Adding a Network Location

a. To back up files and folders on another network location that is not listed,
type the network path address in the Path field as shown in the example
below.

Type nebwork location if it is not listed abowe (for example, Viserver\share):

Path:  \iexample b4

The add button is activated.

b. Click the add button.

12. After selecting the destination of your restore, click Next.

The Summary page is displayed.

Summary

Select This backup set contains 1 volume(s), currently totaling 7.57 GB with a capacity of 100 GB
= Mew Volume (E:} (Primary Partition]

Drestination _q=-_ C\$Recycle.Bin

Schedule The backup will rum 7 day(s) 2 week. running a total of 7 time{s) per week.
Retention ¥iou will be able to recover up to 7 wersions(s) from the past 7 day(s).
Advanced CiWindows\TEMP\ BackupAgent

= Previous

Cancel Create Baclup Set

13. After reviewing your selections, click the Create Backup Set button.

Your schedule backup is displayed on the Backup Selections page.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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About Editing Physical Imaging Backup Sets

A Physical Imaging Source Volume Is No Longer Present

If a source volume is no longer present, the following prompt asks you whether you would like to keep it

in the backup set.

The following volume(s) are no longer present on the source machine and will
be removed when the backup is updated:

« Intronis (Z:)

Would you like to remove backup data associated with the missing

.|

volume(s)?

CAUTION! Only click Yes if you are certain you do not need to retain backups related to these volumes.
You can always remove backup data from these volumes later using the delete function.

Editing Physical Imaging Backup Sets

To edit a Physical Imaging backup, perform the following steps.

1. Navigate to the Computer page. See Navigating to the Computer Page for instructions.

The Computer page is displayed.

Home > Manage > Intronis » DO0Z (0002) ) Manage ECHOShare EJ Leave Feedback
]
= COmputer- 0002 (D00Z) &3 support | | Searcn for an account.. Ql

prel View Computer (Intronis)

(o= ACtve RECOVEres (0} B Acomy 3 System <+ software {0 Notfications 1 Badkup » Delete [l restore

Backup Set/Action Detailed Event Logs Start Date Results Status

Computer Information [ Edit
Backup agent: Connected 3 ORME2016 - 11NR2M6
COMARET Naime- 0oon2 ol 5 GE-
& & @ @ &« = &
Compaster I0: ooo2 725 GB-
ACOoUN USETTamE-
E4.4 GB-
Emall address:
Phone number: 111-222-3333 362 GB-
Group: Default Group 15-153'. a & = = @
Local badasp subscription: Enabled B- . . . .
8112016 HE20e e2016 11732015

2. Click the Backup tab.
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The Backup Selections page is displayed.

Backup Selections i ——
Backup Type Type Backup Set Run MNext Backup Scheduled Remove

€ i@ Files and Folders (4) # @ FilesandFolders1 p noTzve@oziorm @) x
o _ijl_ Physical Imaging (2] A i@l FilesandFolders2 [ X
© &% Hyper-V Standard / @l FiesandFoiders3 > - X
© =5 HyperV Rapid Recovery # @ Filesand Folders 4 meens@oory @0 X
© 75 VMware Standard (1) & B prysical maging 1 > - X
4] _'J—ff'_ VMuware QuickSpin (3) y _@_ Physical Imaging 2 P meve@itoorv @) x
o E SQL Server (2) F 2  \Muare Standard 1 P noe@ioorw @) X
& L4 Exchange Mailbox Level ", @ \Mware Quickspin 1 > - -
}" = WMWare QuickSpin 2 > - *

> @ VMware QuickSpin 3 [ *

A = s [ S x

rFs E 50L2 > - x

NG 1-12 of 12 items

3. Click the edit

icon to edit the backup selection.
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The Backup Set Summary page is displayed.
Edit Backup
& Physical Imaging 1~ o
Summary
Select Thiz backup ==t contains 1 volume(s), currently totaling 3.72 GB with a capacity of 100 GBE
» Mew Volume (E2) (Primarny Partition)
Destination E C:\fRecycle.Bin
Schedule The backup will run 7 day{s) a wesk. running a towal of 7 time(s) per week.
Retention You will be able to recover up to 7 versions(s) from the past 7 day(s).
Advanced CAWindows\TEMP\EackupAgent
= Previous
Cancel Update Backup Set

4. Select any of the tabs to display and edit your current settings. See Creating Physical Imaging

Backups for details.
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Notes:

e The backup set name can be edited. See Changing Backup Set Names.

e The Storage Location Destination can be changed after creation. However, to restore files, the
old destination must be moved to the new location. When the storage location is changed the
following pop-up is displayed:

Changing the Local S5torage path will make any data there unavailable for restore. New backups
will continue to this location.

Historical backups will be invalidated at the time of the next backup if the backup destination is
changed.

To continue incremental backups, copy the contents of your original Lecal storage location to the
new location before resuming backups. Otherwise, a full backup will be taken in the new storage

location.

It is recommended that you set your backup set to Manual { ) so that the backup does not run

during the copy. You can set the backup set back to Automatic ( @ 7)) once the copy is complete.

Would you like to proceed?

v 2

5. After making all your edits, click the Update Backup Set button at the bottom of any page, as
shown below.

Cancel Update Backup 5et

The Backup Selections page is displayed with your current backup status.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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Removing Physical Imaging Backup Sets
To remove a Physical Imaging backup set, perform the following steps.

1. Navigate to the Backup Selections page. See Creating Physical Imaging Backups for instructions.

The Backup Selections page is displayed.

Backup Selections
Backup Type Type Backup Set Run Mext Backup Scheduled Remove
€ @ Files and Folders (4) & @l FilesandFoiders 1 »  tome@oziorm @) X
] _?_ Physical Imaging (2) f i Files and Folders 2 - - X
o EE Hyper-V Standard f i Files and Folders 3 [ - x
© =N HyperV Rapid Recovery # @l FiesandFolders 4 »  ozzve@1ioor @) X
© 75 VMurare Standard (1) F B erpsicalimaging 1 > - X
o _'J—fr'_ VMware QuickSpin (3) > _@_ Physical Imaging 2 » zeve@itoorm @) *
© = soLserver2) A B VMware Sandard 1 »  tozte@itiorn @) X
& L) Exchange Mailbox Level f @ \iaware Quickspin 1 - B ~
p B WMWare QuickSpin 2 > - ®
& @ vMWare QuickSpin 3 > - X
A = o > - x
F = oz > - *

a1 ) )n 1-12 of 12 items

2. At the relevant backup set row, click the remove icon to remove the backup set.
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The confirmation pop-up is displayed.

Remove Backup Set

In addidgon to deleting the backup set, you can also delete the volume(s) from the backup
destination by checking the checkbowx below.

I- Delete the volume(s) from the backup destination. If any Vs are in an active recovery, thiey will not be deleted.

Are you sure that you would like to remove this backup set?

g -

3. Optionally select the Delete the volume(s) from the backup destination check box, and then

click Yes.

Note: VMs in active recovery are not deleted.
The backup set is removed.
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Chapter 2. Physical Imaging Restore

This chapter includes the following topics:

e Rapid Recovery

e VHD/VHDX File Restore

e Object-level Restore

e Bare Metal Recovery Restore

Rapid Recovery

This section includes the following topics:

e Rapid Recovery Overview

e Managing Rapid Recoveries

e Physical Imaging Rapid Recovery Restore Tabs
e Rapid Recovery Restore

Rapid Recovery Overview
Rapid Recovery is a restore option that allows you to recover a failed system as a Hyper-V virtual
machine in fifteen minutes or less from local storage.

Rapid Recovery is available at no additional cost to any partner who has run an image backup of the
source machine’s boot volume.

After you select Rapid Recovery, two recovery settings are displayed:

e Sandboxed test recovery
e Production recovery

Sandboxed Test Recovery

Sandboxed test recovery is useful during tests or demonstrations because a recovery VM that is
disconnected from the production network is created. This option ensures the production system’s
network connectivity is not interrupted by the test restore.

Production Recovery

Production recovery is used to minimize downtime during a disaster. The recovered VM can be set to
connect to a user-defined external virtual switch. This feature ensures that the recovered VM is
connected to the appropriate network when powered on.

Managing Rapid Recoveries
After performing a Rapid Recovery, if the Manage Recovery action is not performed, you cannot run a
backup/restore for the volumes that were restored using the Rapid Recovery type.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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Active Recoveries can be viewed at the Computer’s Active Recoveries page. See Managing an Active
Recovery for Production Recovery.

The following table displays the status you can view for each recovery VM.

Column

What is Displayed

VM Name

Recovery VM’s name.

Host/Location

IP address of the host running the recovery VM.

Recovery Mode

Recovery mode (sandboxed test or production).

Start Time Time the Rapid Recovery restore was initiated.
Runtime Uptime of the recovery VM.
Actions Manage Recovery button that allows you to finalize or cancel a

recovery.

Managing an Active Recovery for Production Recovery
To manage an active recovery, perform the following steps.

1. Atthe Computer page, click the Active Recoveries tab, and then click the Manage Recovery

button, as shown in the example below.

VM Name

IT6-2008R2-P14
Physical Image

G—- Active Recoveries (1) ﬁ Activity »_?1} System ¥ coftware 9 Motifications

Active Recovery VMs

Host § Location Recovery Mode Started

it6-2008r2-pid Test Recovery 1211372016 12:21 AM
Local

ﬁ Backup

Runtime

02:23:58:35

X Delete \l_l/ Restore

Actions

Manage Recovery

[ |
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The Manage Active Recovery page is displayed.

Manage Active Recovery

Manage the recovery of the VM DT-CHJBCZ1 :

(#)  Finalize Recovery

Completes the active recovery process and optimizes performance of the recovery VM.
File Destination: Browse...

Choose where to mowve the VIM's restored virtual hard disk(s).

VM Name: DT-CHIBCZ1

Choose a name for the VM that will be created.

) Cancel Recovery

Any changes made to the VM while in recovery mode will be lost, and the VM, associated differencing disk and config files will be removed from the host.

OK Cancel

2. Tofinalize recovery, click the Finalize Recovery radio button.

Note: The Finalize Recovery option completes the active recovery process and optimizes the
performance of the recovery VM.

3. Optionally, click the Browse button, and then select the file destination for the VM’s restored
virtual hard disk.

4. Optionally, type a name for the VM in the VM Name field.

5. To cancel recovery, click the Cancel Recovery radio button.

Note: If the VM was created as a sandboxed test or production recovery, you can cancel the
recovery. This action powers off and deletes the recovery VM. Any files created as a part of the test
restore are removed from the user-defined location and the recovery VM is deleted from the
selected host’s inventory.

6. Ensure the differencing disks are not mounted or in use by any powered-on VM, or the delete
operation fails.
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7. Select the Delete VM changes made during recovery mode and resume backup schedule check

box.
If enabled, the following occurs:

e Any changes made to this VM or its disks while in recovery mode are lost.

e The differencing disks created during recovery are deleted.

e The recovery VM is powered off and deleted.

o Allfiles created as a part of the test restore are removed from the user-defined location.
e The recovery VM is deleted from the selected host’s inventory.

Managing an Active Recovery for Sandbox Recovery
To manage an active recovery, perform the following steps.

1. Atthe Computer page, click the Active Recoveries tab, and then click the Manage Recovery
button, as shown in the example below.

o

Active Recovery VMs

¥M Name Host § Location Recovery Mode Started Runtime Adtions
IT6-2008R2-Pl4 it6-2008r2-pid Test Recovery 1211372016 12:21 AM 02:23:5835 Manage Recovery
Physical Image Local

(34 Active Recoveries (1) B Activity {5 System <> software 9 Notifications 1 Backup A Delete + ) Restore

[ |

The End test recovery and delete changes page is displayed.

End test recovery and delete changes?

D]

Any changes made to the Y4 while in recovery mode will be lost, and the WM, associated differencing disk and
config files will be rernoved from the host.

I Delete ¥ changes made during recovery rmode and resurme backup schedule,

Cancel

2. Ensure the differencing disks are not mounted or in use by any powered-on VM, or the delete

operation fails.
3. Select the Delete VM changes made during recovery mode and resume backup schedule check

box.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.

288




Physical Imaging Backup and

( 1 Intronis Restore

MSP Solutions by Barracuda

If enabled, the following occurs:

Any changes made to this VM or its disks while in recovery mode are lost.

The differencing disks created during recovery are deleted.

The recovery VM is powered off and deleted.

All files created as a part of the test restore are removed from the user-defined location.
The recovery VM is deleted from the selected host’s inventory.

Rapid Recovery Restore Tabs
Figure 24 displays the restore tabs.

& Physical Imaging

Select

Figure 24. Rapid Recovery Restore Tabs.

The following table provides a description of the page features.

Page Description
Select Select at least one available VM to restore.
Destination Choose where the data is restored.

Select how to verify and recover your data to the restore destination.

e Sandboxed Test Recovery is a non-destructive means for you to verify the
integrity of your backed-up images without affecting normal business
operation. Your production images remain powered on and operational.

e Production Recovery performs a recovery of your production images with
selected recovery images.

Summary A list of your selections is displayed.

Rapid Recovery Restore
To restore using Rapid Recovery, perform the following steps.

1.
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The Computer page is displayed.

Home > Manage > mtranls > 0002 (0002) (8] Manage ECHOShare [EJ Leave Feedback
&  Computer: 0002 (0002) 8 support | | sear fir an account.. Q]
s View Computer (Intronis)

‘Comparter Information QEﬂi‘t
Back Connected Hr DEME2D6 - 1182016
COmpaiter name- oooz 20.6 GB-
& & @ @ &« = &
Compater 1D: ooz 725 GB-
ACoount usermame:
E4.4 GB-
Emall address:
Phone number: 111-222-3333 36268+
(=11 Default Group 15-1G‘E" " ® = = ®
Local badasp subscription: Enabled ooB- . . . .
8112016 WB2016 1e2016 11732016

(o= Active Recoveries (0) B Acthaaty 23 System “¢ software O Nottfications i Backup . Delete I restore

Backup Set/Action Detailed Bvent Logs Start Date Resulis Status

2. Click the Restore tab.

The Restore Selections page is displayed.

Restore Selections
-E] T Type Status Completed
Backed Up Data Type @ Filesand Folders 0 Itemis) Restored D1/O4/2017 @ 12:43 PM
® @@ Filesand Folders
= ﬁ VMware Standard
® @ vMware QuickSpin
® G enysical imaging 1Y
" a 1 v . [ 1-10of1item=s
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3. Click the restore = icon of the backup type you want to restore.

Restore

The Select page is displayed with Rapid Recovery selected as the default.

Restore
# Physical Imaging

[[seet |

What Physical Image Would You Like to Restore?
Select from the available revisions andfor volumes to restore by

# i§ Rapid Recovery ¥3 VHD/X Files

Select Your Revisions and/or Volumes

| Current selection: Boot Volumes: |0 T6/2015 & 9:42 AM
||_ i E as NS ¥ @ syste

N Reserved (Sy... ¥ | () il 0416/2015 @ 9:42 AM
7 B () (2ac) Y | D4ME2015 @ B22 AM

i= Object-Level Restore

& Boor Volumes\04/16/2015 @ 9:42 &AM
B system Reserved (System)

& (C) (Boot)

Mext =

cante'

In the Current Selection pane, the boot volume is selected by default (it is grayed out).

4. Select any other volumes and revisions to be restored.

Clicking the arrow L at the right of the items displays more files and folders.
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The selection is displayed in the far right pane. Click the remove icon to remove any selections.

Select Your Revisions and/or Volumes

| Current selection: Boot Volumes: 104/ 16/2015 & 8:42 AM & Boot Volumes D41 6/2015 @ 9:42 AM
| Fdl G Boot Vol a0 ¥ B System Reserved (Sy... ) % Bl 04152015 @ 9:42 AN B system Reserved (System)
[ B (<) {Boct) Y} B OAMEM2015@ B:22 AM @ (C) (oot
< <
A 3
MNext =
5. After making your selections, click Next.
The Destination page is displayed.
Destination |
Where Do You Want To Restore?
Salect how your Vi restore is treated and where the destination the newly created VM resides.
Recovery Type o Sandboxed test recovery
¥ Iyp Use this to verify your backed-up Physical Images or Virtual Disks without impacting normal business
Select how to verify and recover your data to 3 operation. This will create a VI that is not connected to the producton network.
destination. Production recovery
Use this in the event that your production machine has gone down. Thiz creates 3 VM on a network of
your choice.
Mext =

< Previous
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Notes:

e Use Sandboxed test recovery to verify your backed-up Physical Images or Virtual Disks without
affecting normal business operation. This option creates a VM that is not connected to the
production network.

Sandboxed Test Recovery is a non-destructive means for you to verify the integrity of your
backed-up images without affecting normal business operation. Your production images remain
powered on and operational.

e Use Production recovery in the event that your production machine has gone down.

Production Recovery performs a recovery of your production images with selected recovery
images.

6. Select a Restore type radio button.
If you select Sandboxed test recovery:

e The source/production images are not shut down.
e The recovery VMs created are started on their own separate VLAN to avoid conflicts with the
production VMs.

If you select Production recovery:

e The source/production VMs are shut down.
e The recovery VMs selected are started on the production network. They assume the role of the
original production machines.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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Note: For this example, the Production Recovery option is displayed, as shown below. The following

steps are valid for the Sandboxed test recovery option as well, with the exception of the Virtual
Switch field.

Where Do You Want To Restore?
Select how your VW restore is treated and where the destination the newly created VM resides.

FS dboxed test
Recovery Type andboxed test recovery

Select haw to verify and recover your data ta 3 operation. This will create a VM that is not connected to the production network.

destination. - Production recovery

Use this to verify your backed-up Physical Images or Viroual Disks without impacting normal business

Use this in the event that your production machine has gone down. Thiz creates a VM on a network of

wour choice.
B Select Destination Host For WM Specify Details For:
Destination
CPU :
Choose where the data is restored RAM : B v
Wirtua
Switch L

Select File Destination:

Path:

Information

®* The File Desunation is where we create differencing disks on the chosen host as part of the
MEsLOne process.

Machine Management service must have access to this location.

< Previous

® For best performance, the File Destination should be on the selected Hyper-V host. The Hyper-V

Mext =

7. At the Select Destination Host for VM pane, click the Add New Host button.

The Server IP Address pop-up is displayed.

Type the IP Address of the Hyper-V host you want to add (e.g. 192.168.1.1:443).

Cancel

8. Type the IP address of the Hyper-V host, and then click OK.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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The sign-in pop-up is displayed.

Fleasze sign into the host:

Username:

Paszword:

cnes [E0

9. Signin, and then click OK.

10. At the Specify details for Host VM panel, select the CPU and the RAM size.
11. If you selected the Production Recovery option, select the Virtual Switch.
12. At the Path field, type or browse to the destination of your restore.

Browse option
a. Click the Browse button.

The folder options are displayed.

Please select a folder below:
Current selection:
& Local Disk{CY) >
B Bew Volume(EY) h ]
1 I
Type network location if it is not listed abowve (for example, \\server\=share):
Path:
Cancel

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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b. Select the destination.

The OK button is activated.

crcet 0

c. Click OK.

The address is displayed in the Path field.

Path: [L:'ILGtalhzurage-

To add a network location that is not listed, perform the step below.
Adding a Network Location

a. To back up files and folders on another network location that is not listed,
type the network path address in the Path field as shown in the example
below.

Type nebwork location if it is not listed abowve (for example, Viserver\share):

Path: | Yiexample ®

The add button is activated.

b. Click the add button.

Notes:

e The File Destination is where differencing disks are created on the selected host as part of the
restore process.

e For best performance, set the File Destination on the selected Hyper-V host. The Hyper-V
Machine Management service must have access to this location.

e If you select a remote host and the backup destination is a local non-shared folder, the following
pop-up is displayed asking to share the backup destination. Canceling this pop-up deselects the
remote host.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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When restoring te a remote host, the backup storage locations need to be available in the network.
Share the following locations in the network and enter the share path in the table below. Share path must have \Waocalhost\sharename
format. Provide the host 192.168.1.1:443  with read access to the share.

Path: Network path:

Cancel

13. After selecting the destination of your restore, click Next.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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The Summary page is displayed.

Summary
Select Recovering 2 Volume(s) selected, size : 10.97 GB
# Sysztem Reserved
® ()
Destination Restored to E:\LocalStorage

< Previous

(arICEI

14. Verify your selections, and then click the Restore button.

The confirmation pop-up is displayed.

You are about to restore backed up data using the =settings you just defined.

v K

Proceed with this restore?

15. Click Yes.

The Restore Selections page is displayed with the status and a record is created in the Active
Recovery tab, as shown below.

Active Recovery VMs

¥M Name Host § Location Recovery Mode Started Runtime Adtions
IT6-2008R2-Pl4 it6-2008r2-pid Test Recovery 1211372016 12:21 AM 02:23:5835 Manage Recovery
Physical Image Local

(54 Active Recoveries (1) ﬁ Activity »_}J:,i System % software ¥ Notifications ﬁ Backup A Delete \I_l/ Restore

If the Manage Recovery action is not performed, you cannot run a backup/restore for the volumes
that were restored using Rapid Recovery type.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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VHD /VHDX File Restore

This section includes the following topics:

e VHD/VHDX File Restore Overview
e Restoring VHD/VHDX Files

VHD/VHDX File Restore Overview
VHD/VHDX is the virtual hard disk file type used by Microsoft’s Hyper-V hypervisor. This restore type
restores a VHD/X for each volume that you select.

The agent produces the following files depending on the operating system on which it is installed:
e VHD: Windows 7, Windows 2008, Windows 2008 R2

e VHDX: Windows 8, Windows 8.1, Windows 2012, Windows 2012 R2

All virtual hard disks are recovered as dynamic disks.

Virtual hard disks take the following naming convention by default:
Recovery_{machine_name}_{volume or volume group label}

Example: Recovery_LT-R9RLN75_Boot

You can restore to another system if the OS version is different; however, this only works as long as the
change represents an upgrade. For instance, you can back up Windows 7 and restore on Windows 8 but
not vise-versa.

You can attach the Hyper-V disks (VHD files) that are restored to an existing VM.

Physical Imaging VHD /VHDX File Restore Tabs
Figure 25 displays the restore tabs.

& Physical Imaging

Select

Figure 25. Physical Imaging VHD/VHDX File Restore Tabs.
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The following table provides a description of the page features.

Page Description

Select Select at least one available volume to restore.
Destination Choose where the data is restored.

Summary A list of your selections is displayed.

Restoring VHD /VHDX Files
To restore VHD/VHDX Files, perform the following steps.

1. Navigate to the Computer page. See Navigating to the Computer Page for instructions.

The Computer page is displayed.

Home > Manage > Imtranis > D002 (0002) Manage ECHOShare Leave Feedbaick
E Computer: 0002 (DO02) o Support | | Seanch for.an accout.. Ql
n View Computer (Intronis)
‘Comparter Infonmation [#* Edit
Backup agent: Connected ORME2016 - 11NB2016
COMARET Naime- 0oon2 ol 5 GE-
* & & ® & & & 2
Companer I0: ooo2 725 GB-
Acoount
USETAME: 544 GE-
[Emiall Andress:
Phone number: 111-222-3333 B2GE-
Group: Default Group 181 GE'" a & = = @
Local bacoup subscription: Enabled 0.0B- . . .
8112016 HE20e e2016 11732015
(o= ACtive RECOVEries (0) B Acomy &3 System <+ software {0 Notfications 1 Badkup » Delete [l restore
Backup SetfAction Detailed Event Logs Start Date Results Status

2. Click the Restore tab.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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The Restore Selections page is displayed.

Physical Imaging Backup and
Restore

Restore Selections
m T | Type
Backed Up Data Type i Files and Folders
® @ Files and Folders
! ﬁ VMware Standard
® @ vMware Quickspin
® O physical imaging K
o] - 1 L 3

Status

0 ltemis) Restored

Completed

010472017 @ 1242 PM

1-10of1items

3. Click the restore = icon of the backup type you want to restore.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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The Select page is displayed.

Physical Imaging Backup and
Restore

Restore
# Physical Imaging

o

What Physical Image Would You Like to Restore?

# iF Rapid Recovery

Select Your Revisions and/or Volumes

Select from the svailable revisions andfor volumes to restore by

%8 VHD/X Files = Object-Level Restore

| Current selection: Boet Volumes: |04/ 162015 & 2:42 AM
M [k Boot VolumesA04M . )
[# B (C)(Boot)

[# B System Reserved (Sy..

& Boot Volumes\D4/16/2015 @ 2:42 AM
Y ¥ E04E2015 @ 342 AM
¥ OB er205 @ 822 AM

o] Zystem Reserved [System)
B (<) (Booy

Mext =

ca“CEI

4. Click the VHD/X files radio button.
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whole or in part without the prior written consent of Intronis.

302




Physical Imaging Backup and

(  Intronis Restore

MSP Solutions by Barracuda

The Restore VHD/X files page is displayed.

What Physical Image Would You Like to Restore?
Select from the available revisions andfor volumes to restore by:
%% Rapid Recovery ® %8 VHD/X Files i= Object-Level Restore

Select Your Revisions and/or Volumes

Current selection: Zelect the volumes on the left that you want o

[ G Boot Yolumes: ) restars.

4 k

Next >

5. Inthe Current Selection pane, select the revision and/or volumes you would like to restore.

)
Clicking the arrow at the right of the items displays more revisions/volumes.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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Physical Imaging Backup and
Restore

The selection is displayed in the right pane. Click the remove icon to remove any selections

Select Your Revisions and/or Volumes

| Current selection: oot Volumes: |34 782015 & 942 AM

'E Boot Volumes: /... [¥ B System Reserved (Sy...

H
H]

{* §i 041672015 @ 42 AM
{7 01eS2015 @ 822 AM

& Boot Volumes \D4A1 6/2015 @ 9:42 AM
B system Reserved [System)

| () (Boot)

X

Mext =

6. After making your selections, click Next.

The Destination page is displayed.

Destination

Where Do You Want Te Restore?

Select the destdnation of your restore.

Destination Pt

Choose where the data is restored

< Previous

Mext =

7. At the Path field, type a path, or click the Browse button to select the destination of your restore.
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Browse option

a. Click the Browse button.

The folder options are displayed.

Please select a folder below:
Current selection:
& | ocal Disk{C\) h ]
& Mew Volume(E:) h ]
14 I
Type network location if it is not listed abowve (for example, \\server\=share):
Path:
Cancel
b. Select the destination.
The OK button is activated.
Cancel m
c. Click OK.
The address is displayed in the Path field.
Path: IC:'-L".'vir'dcws"._EM:"LE-ackup.&,genl: Browse...

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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d. To add a network location that is not listed, perform the step below.
Adding a Network Location

a. To back up files and folders on another network location that is not listed,
type the network path address in the Path field as shown in the example
below.

Type nebwork location if it is not listed abowe (for example, Viserver\share):

Path: | \iexample b4

The add button is activated.

b. Click the add button.

8. After selecting the destination of your restore, click Next.

The Summary page is displayed.

Summary

Select Recovering 2 Velume(s) selected, size : 10.97 GB

& System Reserved
= (C)

Destination Restored to C:\Recovery

= Previous

(arICEI

9. Verify your selections, and then click the Restore button.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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The confirmation pop-up is displayed.

You are about to restore backed up data using the settings you just defined.

o -

Proceed with this restore?

10. Click Yes.

The Restore Selections page is displayed with the status.

Object-level Restore
This section includes the following topics:

e Object-level Restore Overview
e Restoring at the Object-level

Object-level Restore Overview

At the Object-level, you can browse all the files of the volumes that you backed up and select individual
files from those volumes to restore. This feature allows you to recover individual files and folders from a
local Physical Imaging backup directly through the management portal. This granular restore of data is
performed without having to explicitly mount the disks and display their contents with Windows
explorer.

Physical Imaging Object-level Restore Tabs
Figure 26 displays the restore tabs.

& Physical Imaging

Select

Figure 26. Physical Imaging Object-level File Restore Tabs.
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The following table provides a description of the page features.

Page Description

Select Select at least one available volume to restore.

Destination Select the destination of your restore and determine how existing files are treated.
Advanced Select from the following options to dictate the advanced features of the restore:

e Restore NTFS File Permissions
e Restore File Attributes
e Restore Last Modified Date

Summary A list of your selections is displayed.

Restoring at the Object-level
To restore at the Object-level, perform the following steps.

1. Navigate to the Computer page. See Navigating to the Computer Page for instructions.

The Computer page is displayed.

Home > Manage > Imtranis > D002 (0002) Manage ECHOShare Leave Feedbaick
&  Computer: 0002 (0002) £ support | [ sesrcr for an account.. Q]
& Wlew Computer {Intronis)
‘Computer Information [ #* Edit
Backup agent: Connected & DEME2016 - 1182016
Compuier name- ooo2 906 GB-
s & & = = 8 = 2
Companer I0: ooo2 T25GE-
544 GB-
Emall acdress:
PTYONE MNTIDET- 111-222-3333 38.2GE-
Group: Default Group 181 G-E—" > & & & @
Lincal baciosp subsoription: Enabled 0.0B- . . .
8112016 we206 10672016 117372015
(s Active Recoveries (0} B Acthity 23 System “% software {0 Nottfications i Badmp ¥ Delete [ restore
Backup SetfAction Detailed Event Logs Start Date Resuli= Status

2. Click the Restore tab.
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whole or in part without the prior written consent of Intronis.

308



( 1 Intronis

MSP Solutions by Barracuda

The Restore Selections page is displayed.

Physical Imaging Backup and
Restore

Restore Selections
m T | Type
Backed Up Data Type i Files and Folders
® @ Files and Folders
! ﬁ VMware Standard
® @ vMware Quickspin
® O physical imaging K
o] - 1 L 3

Status

0 ltemis) Restored

Completed

010472017 @ 1242 PM

1-10of1items

3. Click the restore = icon of the backup type you want to restore.
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The Select page is displayed.

Physical Imaging Backup and
Restore

Restore
# Physical Imaging

o

What Physical Image Would You Like to Restore?

# iF Rapid Recovery

Select Your Revisions and/or Volumes

Select from the svailable revisions andfor volumes to restore by

%8 VHD/X Files = Object-Level Restore

| Current selection: Boet Volumes: |04/ 162015 & 2:42 AM

[# B (C)(Boot)

& Boot Volumes\D4/16/2015 @ 2:42 AM
(% i 01672015 @ 542 AM
¥ OB er205 @ 822 AM

o] Zystem Reserved [System)
B (<) (Booy

Mext =
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4. Select the Object-level Restore radio button.
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The Object-level selections are displayed.

What Physical Image Would You Like to Restore?
Select from the available revisions andfor volumes to restore by
i3 Rapid Recovery %8 VHD/X Files # := Object-Level Restore

Select Your Revisions, Volumes, andfor Files and Folders

Current selection: Select the items on the |eft that you want restore.
[ @ (<) (Boot) }

ul E Exclusions are marked in red.

MNext =

5. Inthe Current Selection pane, select the revisions/volumes to be restored.

Clicking the arrow . at the right of the items displays more revisions/volumes.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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Restore

The selection is displayed in the far right pane. Click the remove icon to remove any selections.

Select Your Revisions, Volumes, andfor Fles and Folders

QEMNe2Ns @542 . ) I

Current selection: (G0 T62075 @ 242 AMISRecycle.Bin

;l [v i =-1-5-21-27302534... } ;l

CEoAEINS @822 )

I_iL.EErS

[ E.mnd

[] i Perflogs

I_ il Program Files

[ i Program Files (..
I_ B FrogramData

[ i Recovery

[ @ VHOTrackLogs
< riWind:ms

I_ W mediz20.di

L L L L S

@ (C) (Booth04/16/2015 @ %42 AM X
il 51-5-21-2790259433-291523861.. X

1 Exclusionsz are marked in red.
MNext >
6. Click Next.
The Destination page is displayed.
Destination ‘
Where Do You Want To Restore?
Select the destination of your restore.
Destination  ¢,...c
Chioose where the data is restored Alternate Path
Path:
Ex' Stl ng F 1 IE‘S ® Do not ovenwrite any existing files with restored files
How are existing files treated during restoration? Orwerwrite exizting files with restored files
If 2 file already exists, rename the restored file

< Previous Mext =
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7. At the Destination section, to select the original destination path, click the Original Path radio

button.

8. To select an alternate path, click the Alternate Path radio button, and then browse to the

destination.

Selecting an Alternate Path
a. Click the Alternate Path radio button.

The following field is displayed.

s
(®)2lternate Path

Parth: I

b. Click the Browse button to locate the destination.

The folder options are displayed.

Please select a folder below:

Current selection:

B Local Disk{C:Ay)
. ew Volume(ESY)

1

Type network location if it is not listed abowve (for example, V\server\share):

Path:

Cancel

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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crcet 0

d. Click OK.

c. Select the destination.

The OK button is activated.

The address is displayed in the Path field.

® Alternate Path

Path: ICZ"-RECU‘.-‘EF‘_,-’

below.

To add a network location that is not listed, perform the step below.
Adding a Network Location

a. To back up files and folders on another network location that is not listed,
type the network path address in the Path field as shown in the example

Path: | \iexample

Type nebwork location if it is not listed abowe (for example, Viserver\share):

a+

b. Click the add

The add button is activated.

button.

9. At the Restore Options section, select your preferences.

10. At the Existing Files section, select one of the following radio buttons regarding the restoration of

existing files:

e Do not overwrite any existing files with restored files

e Overwrite existing files with restored files

e If afile already exists, rename the restored file

11. After making your selections, click Next.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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The Advanced page is displayed.

Advanced

What Advanced Behaviors Do You Want Your Restore to Have?

Select from multiple options to dictate the advanced features of the restore.

Restore Options

Choose additional options for your restore.

l- Restare NTFS Fle Permissions
p Restore File Attributes

I7 Restore Last Modified Date

< Previous Mext =

12. Optionally, select the following options to specify the advanced features of the restore:

e Restore NTFS File Permissions
e Restore File Attributes
e Restore Last Modified Date

13. Click Next.

The Summary page is displayed.

Summary
Select Recovering 712 file(s) selected, size: 208.05 MB
Destination Restored to your Original Path
Advanced Restore File Atributes

Restore Last Modified Date

< Previous

cance'
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14. Verify your selections, and then click the Restore button.

The confirmation pop-up is displayed.

You are about to restore backed up data using the settings you just defined.

o -

Proceed with this restore?

15. Click Yes.

The Restore Selections page is displayed with the status.

Bare Metal Recovery
This section includes the following topics:

Overview

Downloading the Recovery Environment Creator as an ISO File
Downloading the Recovery Environment Creator as a USB Flash Drive
Running Recovery Media

Overview

Bare Metal Recovery (BMR) allows you to restore a physical image to either a similar or a dissimilar

physical machine. You can create the Recovery Environment as a USB thumb drive or create the

Recovery Environment as an .I1SO file.

The following tasks are performed using BMR:

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in

1. Downloading the BMR media creator.

2. Downloading and installing Microsoft ADK is required to create the pre-installation media
required to perform a bare metal recovery.

3. Running recovery media creator generates the Recovery Environment restore.

4. Running the Recovery Environment restore.

whole or in part without the prior written consent of Intronis.
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Downloading the Recovery Environment Creator as an ISO File
To download the Recovery Environment Creator, perform the following steps.

1. Navigate to the Computer page. See Navigating to the Computer Page for instructions.

Home > Manage > Imtranis > 0002 (0002]

= Computer: 0002 (DO02)

—
- Wiew Computer (Intronis)

Compurter Information

Compater name- o2
Compaiter I0: oonz
ACCOUNTE USETTame:

Emall address:

PHONE NuImBer: 111-222-3333
roup: Default Group

Lincal baciop subsoription: Enabled

(o= Active Recoveres () [ Actity 13 System

Backup SetfAction Detailed Event Logs Start Date

<5 Softwane

b Notifications

Resulis

(%) Manage ECHOShare [EJ Leave Feedback

n Suppart | | Sesrch for an account.. Q |

L+ Remote Management E*Enit

206 GB-
= ® & = = & = &

T25GE-
54 4 GB-
352 GE-
BIGE, gyt

0oB-—— . , .
11206 WB2016 162016 11372016

1 Badkup ¥ Delets [ mrestore

2. Select the Restore tab.
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The Restore Selections page is displayed.

Physical Imaging Backup and
Restore

Restore Selections
m T | Type
Backed Up Data Type i Files and Folders
® @ Files and Folders
! ﬁ VMware Standard
® @ vMware Quickspin
® O physical imaging K
o] - 1 L 3

Status

0 ltemis) Restored

Completed

010472017 @ 1242 PM

1-10of1items

3. At the Physical Imaging title, click the Recovery Media Creator icon.
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The Download Recovery Media Creator screen is displayed.

Download Recovery Media Creator

Create your recovery media before you need to perform a bare metal restore to save time.
Steps to create recovery media:

1. Download the Recovery Media Creator .zip file by clicking "Download” below.

2 Downlkoad and install the Windows Assessment and Deployment Kit (ADK) B.1:
nittpo/fwaswr microsoft. comfen-us/download/details aspxfid=39982

3. Run RecoveryMediaCreator.exe and follow the steps in the wizard. You will be able to save
recovery media to a USB flash drive or as a .iso file to burn to CD.

Diowmiload Cancel

4. Click the Download button.

The Recovery Media Creator zip file is downloaded to your Downloads folder.

Physical Imaging Backup and

Restore

5. Open the Recovery Media Creator zip file and run the Recovery Media Creator executable (.exe).

The User Account Control pop-up is displayed.

Program name:
Publisher:

File origin:

j Show details

@ user Account Control

rﬁ Do you want to allow the following program from an unknown
/' publisher to make changes to this computer?

RecoveryMediaCreator. exe
Unknown
Downloaded from the Internet

Yes | Mo I

Change when theze nctifications appear

6. Click the Yes button.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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The Recovery Media options screen is displayed.

= Recovery Media Creator

What kind of recovery media would you like to create?

& 150 File (CD Image)
Create a .iso file to bum to CD in order to boot up the recovery
system from this CD.

T USB Flash Drve

Write the recovery system o a USE flash drive in order to boot
up the recovery system from the USE flash drive.

Mext Cancel

7. Select the ISO File radio button, and then click Next.

The Platform options screen is displayed.

El Recovery Media Creator I = ﬁ

Choose the recovery media platform:
Both versions can restore 32-bit and 64-bit versions of Windows

& %86 (most common)

Choose x86 in most circumstances, unless you are restonng to

a machine with hardware that only supports 64-bit drivers.

O x4

Choose x84 if you are restonng o a machine with hardware
that only suppons 64-bit drivers.

@ Az a best praciice we recommend creating recovery media for each pladorm
56 you ‘re covered in both cases al reslore ime, and to check the hardware
vendar's website to find out f their hardware only support x84,

Back H Mext ||Canml |

8. Select your platform’s radio button, and then click Next.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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The Path screen is displayed.

2 Brcovery Media Creabor - =100 =]

Where would you like 1o save this file?

Paih | Browse

Physical Imaging Backup and
Restore

9. Select the Browse button to choose your folder location.

The Next button is activated.

EEE:]

Where would you like to save this file?

Back | Maid Cancel

Path [C\RecoveryMediaCreator Rec iso

10. Click the Next button.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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The Create screen is displayed.

=IC1 x|
The recavery meadia will be generated at:
C\RecoveryMediaCrealonRec iso
Back [ create Cancel
11. Click the Create button.
The progress screen is displayed.
=)=

The recovery media is being generated at
ChARecovaryMediaCreatonRec iso

[ |
Complated: 10%, Time Remaining: 9 menules

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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After the Recovery Media is created, the following screen is displayed.

£ Recovery Media Crestor =131 =]

Recovery media has been created at:
CARecoveryMadiaCrealonRec iso
Your iso fike is ready to bum to GO When i has finished,

baot wour recaveny rmaching fram disk o begn your
bare-metal restars

12. Click the Close button, and then burn the .iso file to CD or DVD.

Downloading the Recovery Environment Creator as a USB Flash Drive
To download the Recovery Environment Creator, perform the following steps.

1. Navigate to the Computer page. See Navigating to the Computer Page for instructions.

Home > Manage > Intranis > 0002 [D002] %) Manage ECHOShare B Leave Feedback
— et Far
&  Computer 0002 (0002)  suppart | | search for an ccount.. Q]
et View Computer (Intronis)
Camputer Informatian L Remote Management | [ Edit
Backup agent: Connected DRMS2016 - 1108206
COMARET Naime- 0oon2 90.5 GB-
. & & & & & ® @
Compaer ID: ooz 725 GB-
Account usermame-
544 GB-
[Emall address:
Phone number: 111-222-3333 36.2GB-
Group: Default Group 181 GE'. a & = = @
Local badosp subscription: Enabled 0.0B- . . . .
B12016 E2016 1062016 11372016

(o= ACtve RECOVEres (0} B Acomy &3 System <+ software {0 Notfications 1 Badkup » Delete [l restore

Backup Set/Action Detailed Event Logs Start Date Results Status

2. Select the Restore tab.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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The Restore Selections page is displayed.

Physical Imaging Backup and
Restore

Restore Selections
m T | Type
Backed Up Data Type i Files and Folders
® @ Files and Folders
! ﬁ VMware Standard
® @ vMware Quickspin
® O physical imaging K
o] - 1 L 3

Status

0 ltemis) Restored

Completed

010472017 @ 1242 PM

1-10of1items

3. At the Physical Imaging title, click the Recovery Media Creator icon.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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The Download Recovery Media Creator screen is displayed.

Download Recovery Media Creator

Create your recovery media before you need to perform a bare metal restore to save time.
Steps to create recovery media:

1. Download the Recovery Media Creator .zip file by clicking "Download” below.

2 Downlkoad and install the Windows Assessment and Deployment Kit (ADK) B.1:
nittpo/fwaswr microsoft. comfen-us/download/details aspxfid=39982

3. Run RecoveryMediaCreator.exe and follow the steps in the wizard. You will be able to save
recovery media to a USB flash drive or as a .iso file to burn to CD.

Diowmiload Cancel

4. Click the Download button.

The Recovery Media Creator zip file is downloaded to your Downloads folder.

Physical Imaging Backup and

Restore

5. Open the Recovery Media Creator zip file and run the Recovery Media Creator executable (.exe).

The User Account Control pop-up is displayed.

Program name:
Publisher:

File origin:

j Show details

@ user Account Control

rﬁ Do you want to allow the following program from an unknown
/' publisher to make changes to this computer?

RecoveryMediaCreator. exe
Unknown
Downloaded from the Internet

Yes | Mo I

Change when theze nctifications appear

6. Click the Yes button.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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The Recovery Media options screen is displayed.

P [
What kind of recovery media would you like to create?

IS0 Fila (20 Image)
Create o 50 Me o bum 1o CD in order 10 boot up the recovery
systom from this OO

& UUSB Flash Drive

Write the recavesy system 1o o USE fash drive in cedar to beol
up tha recovary systam from the USE flssh dimea.

7. Select the USB Flash Drive radio button, and then click Next.

The Drive Destination screen is displayed.

Select a USB flash drive 1o house the recovery media;
(Any existng data will be deletad)

Drve: | (G1) (187GB) +| [ Refresh |

[Leox J[ na | [ comn

8. Type the drive destination and click Next.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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CAUTION! The following caution is displayed advising you to back up all the data before it is erased.

The recovery media will be generated at
G
i}i Everything on the target drive will be erased, plosso

maka saure you have bocked up oll i data!

Back | | Create |

9. Back up your data, and then click the Create button.

The Progress screen is displayed.

The recovery media is being generated at:
G.

This process may lake a few minules.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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After the Recovery Media is created, the following screen is displayed.

e wm.._r__u_
Recovery media has been created at:
G

Your recovery media has been wnitten and is ready to use

Bt your recovery maching from this LSS flash dove to
begin a bare-melal resions

10. Click the Close button, and then boot your recovery machine from this USB flash drive to begin a

bare-metal restore.

Running Recovery Media
To run the Recovery Media, perform the following steps.

1. Boot your recovery machine.

The Windows Component Required screen is displayed If Windows 8.1 ADK is not installed.

& Recovery Media Creator o ] 4

Windows Component Required
Follow the steps to download the missing components and re-start
this program to create the recovery media

1. Download the Windows Assessment and Deployment Kit (ADK) 8.1

hittp: A microsoft. com/en-us/download/details. aspx?id=39952

2. Run the ADK installation program and ensure that you install the
following required components:

¢ Deployment Tools
® Windows Preinstallation Environment (Windows PE)

Close

2. Click the link, download, and then run ADK.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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Note: Ensure that the Deployment Tools and Windows PE check boxes are selected. Save disk space
by deselecting the other options.

3. Click the Close button.
4. Boot the recovery machine from the disk or flash drive to start the recovery application.

The Start Recovery Wizard and Add Missing Drivers screen is displayed.

£ Bare Metal Restoee

Start Recovery Wizard

This wizsnd wil sk you Though ssch Stop reguned 1o parfom & b matsl restone

Add Missing Drivers

¥y e 1SN vhlafres 10 B Inacking wil desamslar hasdmare, yiu may Pesd 10 #ecl Feasng divess
The et o Feel euniend unleih pout machers fnd 10 bool e e rettresied B due 0 mrsang divers

Bt Wi i il MR ]

5. If the machine is rebooted after a BMR and does not boot because of a driver issue, click the Add
Missing Drivers section.

The Missing Drivers screen is displayed.

==
Downioad missing drivers from the manufaciurer's website and save the files
lo & local of shared slorage location this maching can BCoess.
Click "Chooge Driver Files™ 1o select the missing inf diver files
Chooae Driver Filea Remown Drves
Inject Cancal

6. Add missing drivers and click the Inject button.
Click Start Recovery Wizard.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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The log in screen is displayed.

User Login \El

To ensure data security, you must enter the log-in credentials associated
with thiz account'computer (not partner log-in credentials).

[T}
%]
2]

ount usernamse |

Password: | Fleaze enter computer passwaord o

Computer |D: W

Login

8. Type your credentials, select the Computer ID, and then click the Login button.
Note: If you have a private key associated to your computer, you are prompted to enter it.

The Select Recovery Volumes screen is displayed.

= Recovery Wizard -
Beleol Recavery Yolumes s“ﬁ-“m
Tl ot <ol B e teDrd i windd bhon b0 sea0re 00 thel maciere

SELECT VOLUMES 70 FESTORE VOLUMES SELECTED FOR RESTORE
of| G Bioct Volurm & Boot Woumen (4242014 4 2651 P
o @ Syshwr, Feteneed [Spmen & Syser Rassrend Syster|
) - i} & C: [Bact)
w=F @ E (L3014 32507 M)

SELECT REVSION-E
4 325817 A
BT F 5500 P
BN $E1.05 Pl
BT E0E-SE PR

Catmog sexhied senresshlly Psatora From Secondary Cstakg

9. Select the volumes and the revisions to be restored.

The selections are displayed in the right pane.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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Note: The latest version of a selected volume is restored by default. You can restore older versions
of volumes by clicking on the volume name and selecting the revision in the Select Revision box.

10. Click the Next button.

The Recovery Media searches for your local storage location as it existed as of the last backup.
If Recovery Media cannot find the local storage, the Fix Storage Location screen is displayed.

] Recoweny Wizad
Faabat Hpowgdy Volgmas Piap {10}
Saphe] et bk g Pl DA 0 o bR 1 e b e b
| Fiar Storage Location fosizm]
Thas folismirg pinmge. kocsaor padh! 8] condd rot b beand Plssas ppecdy the comect locssond il
folure Sporege Pt
Spsiern Feasrved T I o e Tt Irimte
[} e e B ek
oH, Coreel

11. Click the Browse button to select the local storage location for the selected volumes, click OK, and

then click Next.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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The Map Recovery Volumes to Target Disks screen is displayed.

"rr' Recevery Wizasd E‘

Mg Aecovery Volumaes i Target Disks Bamp [361)

Rt et Doyl Gk Lo 12 rnghe i £ BT TPy O e R TibChure I8 PR BOniiol wDdurned I volwels B0 Bhe L D61 T here
mcradusity

#® foormain Cregesal Dk Lryoud (festomatic]
[Ceipta ai pmtrg datn wrd parktors on i michre sred ATt crete the el Roorse pariaora

Mg Snunie Widemie o bedsaiualiy i Taget Yol Manmal)

arnsalty craste ard mc? parkitions -or Shin mischina utisg Dish Mansgermast sedimip i souros vobumes indrrickally i nss or exisng voherm

Source Vokrs Target Vo Vol Labal Volumw LeSer  Boctabie?
Fymee Fapirved 045 MBS 100 VE Semes Fasived @045 NP S 0000 W) Ty Fatpirynd T
& (4.8 G6E / B4 G & (4.8 6E S BHGE - T
E (W1 W8/ 1365 GE E (W1 70 M8 196068 E
Back St Reczomey

12. Select the Recreate Original Disk Layout (Automatic) radio button to automatically restore all
selected volumes to the target machine’s first disk, provided that disk has enough space to store
those volumes.

Important The automatic option erases all data on the target machine. You can retain data using
the manual option, but as a best practice it is recommended to back up any data to be kept on the
target machine before starting a bare metal restore.

OR

Select the Map Source Volumes Individually to Target Volumes (Manual) to manually create
volumes on the target machine by clicking the Disk Management button and then, selecting which
source volume to restore to which target volume.

Note: This option allows for a higher degree of flexibility upon restore (for example, you can
restore a source volume as a larger target volume; or change the layout of volumes across disks).
Note: If WinPE cannot recognize the target machine’s disks and the target machine is using a RAID
controller, you are asked to supply the RAID controller driver.

13. Click the Start Recovery button to begin the restore.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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The Recovery Progress and Logs screen is displayed.

Recsenry Progiess ssd Logs

Swi Cis Wortra:
A0 L1352 PR D008

14. Click the View Action Logs button to observe progress.

When successfully restored, the following screen is displayed.

Ricerwiry Prosgeii and Logs

W.II Congratulations, Restore Complete!
L______________________________________________| e

Wit Sia Diale

Sastern ey e 2 I 1250 P
Pl 1L 5 e . ST 1250 P
Tk I8 s ST 1350 P

Wi reust seibart your machise s to boot from Bhe secoversd volumas.
W o are restoring ‘volumed 3o & machice with diviimilar haidwars, pou may 592 sesd 1o insc siving divers
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15. If you are restoring volumes to a machine with dissimilar hardware, inject missing drivers by
rebooting the machine or clicking the Add Missing Drivers button.
16. Click the Restart button to boot from the recovered volumes.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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Chapter 3. Physical Imaging Backup Delete

CAUTION! Deleted data is completely purged and can no longer be accessed or restored.
To delete a Physical Imaging backup, perform the following steps.

1. Navigate to the Computer page. See Navigating to the Computer Page for instructions.

The Computer page is displayed.

Home > Manage > ntranis = 0002 (0002 (%) Manage ECHOShare B Leave Feedback
— [ -
=  Computer: 0002 (0002) 8 support | | e for an aceount. Q]
s View Computer (Intronis)
‘Comparter Information Z Edit
Backup agent: Connected ¢ DRMSZ016 - 1108206
COmpaiter name- oooz 20.6 GB-
[ - L] - - - - -
Compuiter ID: ooo2 725 GB-
544 GB-
[Emall address:
Phone number: 111-222:3333 6.2 6B
Group: Default Group 181 GE" s & = = @
Lincal baciop subsoription: Enabled ooe- . . . .
8112016 wB2016 1we201e 11722016

(s Active Recoveries (0} B Acthity 23 System <% software {0 Nottfications i Backup 3 Delete [ restore

Backup Set/Action Detailed Event Logs Start Date Resulis Status

2. Select the Delete tab.

The Delete Selections page is displayed.

Delete Selections

Backed Up Data Type Type Status Completed
Files and Folders =1 Files & Folders 4 Item(s) Deleted 11/04/2016 @ 10:33 AM

SQL Server

S mE

Vitware Standard

®

Vitware QuickSpin

I
(%
I

eaaaa

Physical Imaging

1
¥
I

3. Select the delete m icon beside the backup type you want to delete.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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The Delete Backup page is displayed.

Restore

Delete

# Physical Imaging

What Physical Image Volumes Would You Like to Delete?
Select from the backed up Valumes bellow to delete All Revisions for each selected Volume are deleted

Select Velumes o Delere(All Revisions)

Current selection:
[~ & Boot Velumes: )]
4 b

Zelect the items on the left you want to delete.

Cancel Delete

4. Select the row of the image you want to delete.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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The selections for deletion are displayed in the right panel.

Select Volumes to Delete(All Revisions)
| Current selection: Boot Volumes: Bk Boor Volumes: x
™| k& Boot Volumes: )3 [ B System Reserved (System) B system Reserved [System)
¥ @ (C:) (Boat) B (C) (Boct)
<
4 k
Cancel Delete

Note: Delete removes all revisions. You cannot delete specific revisions.
5. When satisfied with your selection, click the Delete button.

The Delete Confirmation pop-up is displayed.

‘You are about to delete 2 Volume(s)(11.06 GB)!

Deleted data is completely purged and can no longer be accessed or restored.

g -

Are you sure you wish to delete?

6. Click the Yes button.

The Delete Selections page is displayed with the latest status.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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PART IX. HYPER-V STANDARD BACKUP AND
RESTORE

This section includes the following chapters:

e Hyper-V Standard Backup
e Hyper-V Standard Restore
e Hyper-V Standard Delete

See Backup Agent Software Requirements for more information.

Chapter 1. Hyper-V Standard Backup

This chapter includes the following topics:

e Hyper-V Standard Backup Overview

e Backing Up Hyper-V Standard

e Editing Hyper-V Standard Backup Sets

e Removing Hyper-V Standard Backup Sets

Hyper-V Standard Backup Overview

Hyper-V backups can be stored locally and in the cloud. When Hyper-V backups are stored locally, they
are stored in a proprietary format (encrypted and compressed) and require a standard restore process
to access the data.

Hyper-V backups protect multiple Hyper-V virtual machines with a single agent. The agent must be
installed on the Hyper-V host, so only the VMs under the local host are displayed. You can select any
number of virtual machines to be backed up. However, a VM can only be included in one backup set at a
time.

If you are backing online, then ensure the following that each VM you need to back up has the most
recent version of Integration Services (IS) installed. The Hyper-V host’s Integration Services also must be
updated (if the host’s IS is older, then the backup fails).

You can schedule a backup set to run on a standard schedule. The default is running once per night.
See Backup Schedules for more information.

You can add more than one VM to a backup set but only one VM is processed at a time when the backup
runs. By default, 3 VMs are set for concurrent backup, but you can select between 1 and 5. Using the
default setting means 3 VMs are backed up simultaneously using a single disk. However, if a VM has
more disks, a VM is used for each of the disks (provided the disks are initialized). See Editing the System
Page to change settings.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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Hyper-V backups copy a full initial backup of selected VMs. After this full initial backup, only changed

portions of each VM are backed up to reduce backup times (incremental backups).

Note: Because of a Microsoft limitation, Windows XP VMs are paused during backup. This pause

interrupts any work in progress on Windows XP VMs.

Hyper-V Standard Backup Tabs
Figure 27 displays the backup tabs.

Select

2 Hyper-V Standard 2~

Figure 27. Hyper-V Standard Backup Tabs.

The following table provides a description of the page features.

Page Description

Select You are required to select at least one VM.

Schedule Optionally select the schedule.

Retention Optionally determine how many versions of each file you would like to
retain. The default is 4 recoverable versions of backups at the
destination that are retained for 28 days.

Optionally, enable advanced archiving.
Advanced e Atthe Temporary Folder section, specify where the temporary

folder used in backing up the VM resides.
At the Force Full Backups section, specify how often full backups are
performed after incremental backups.

Note: Taking a full VM backup periodically ensures the stability of
the backup chain. Full backups take longer to run but result in
shorter incremental chains and potentially shorter recovery times.
At the Backup Mode section, optionally select the Enable Offline
Backup Support check box.

Notes:

- When enabled, the virtual machine may become unavailable
during the snapshot process.

- The software attempts an online backup first. If unable, an offline
backup is created. The virtual machine is paused and put into a
saved state while the snapshot is taken, and then the virtual
machine resumes operation.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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Page Description

Summary A list of your selections is displayed.

Backing up Hyper-V Standard
To back up Hyper-V Standard, perform the following steps.

1. Navigate to the Computer page. See Navigating to the Computer Page for instructions.

The Computer page is displayed.

Home > Manage > Imtranis > D002 (0002) \®) Manage ECHOShare EJ Leawe Feedback
== Computer- 0002 (D002) n Support | | Seanch for an accowt.. Ql
L ] .
= View Computer (Intronis)

Computer Information [# Edit
Backup agent: Connected DBME2016 - 11NER2016
Compuier name- ooo2 )5 GB-
s & & = = 8 = 2

Companer I0: ooo2 T25GE-
ADCOUNE USETTme:

544 GB-
Emall acdress:
Phone nammiber- 111-222-3333 36.2 GB-
Group: Default Group 181 GE—.’ - % = = %
Lincal baciosp subsoription: Enabled 00B-— . . .

8112016 we206 10672016 117372015

(s Active Recoverles (0} B Acthity 23 System “% software {0 Nottfications i Badmp ¥ Delete [ restore

Backup SetfAction Detailed Event Logs Start Date Result= Status
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2. Click the Backup tab.
The Backup Selections page is displayed.
. Export Backup Selecti

Backup Selections e —
Backup Type Type Backup Set Run  Mext Backup Scheduled Remowve

€ @ Files and Folders {4) /& @l Files=nd Foiders 1 p noTzve@oziorm @) x
o _ijl_ Physical Imaging (2] A i@l FilesandFolders2 [ X
4] EE Hyper-V Standard & @l Fies and Foiders 3 [ .
© =5 HyperV Rapid Recovery # @ Filesand Folders 4 meens@oory @0 X
0 ﬁ VMware Standard (1) f _@_ Phiyzical Imaging 1 [= - "
© @ vMware QuickSpin (3) & B prysical maging 2 p  tozzme@tioorM @) x

-_—

@ = soLServer(2) Ve ﬁl Wiware Seandard 1 p mzene@tioorm @) x
& L4 Exchange Mailbox Level }, @ \Mware Quickspin 1 > - -
}" = WMWare QuickSpin 2 > - *

> @ VMware QuickSpin 3 [ *

A = sa [ S x

A = sz > - x

N CEDIOIE 1-12 of 12 tems

3. Inthe Backup Type pane, click the select icon beside Hyper-V Standard to run the backup

type.
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The Select page is displayed.

Create Backup
¥ Hyper-V Standard 2~/ ©

Select

Select Storage Location
# £ Online Only

What Virtual Machines Would You Like to Backup?
Select from the available Wirtual Machines below to backup

Select Your Virtual Machines:

Current selection: Select the virtwal machines on the left that you
- want to include in this backup set
[T i hyper+2012r2-4 ¥ i "
[T § Windows 2.1
4
4 F
MNext =
Cancel Create Backup Set

4. Click the Backup Name to provide a new name for your backup set, or accept the default.
See Changing Backup Set Names.
5. At the Select Storage Location, click one of the following radio button options.

Note: This procedure applies to all options. See Backup Options for more information.

e Local Only (Local Vault must be enabled and a local subscription is required. Data is not
backed up to the cloud.)

e Online Only (An enabled Local Vault disables this option.)

e Online and Local (Local Vault must be enabled.)
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Restore

The selection is highlighted and the VMs are displayed in the Current Selection pane, as shown in

the example below.

Select Storage Location

* 2 Online Only

6. Inthe Current Selection pane, select the available virtual machines you would like to back up.

Note: Any VMs that already are included in other backup sets are grayed out.

Clicking the arrow at the right of the items displays more VMs, or files and folders.

Your selections are displayed in the right pane. Click the remove icon to remove any selections,

or clear the item check box.

Select Your Virtual Machines:

Current selection:
[ 5 hyper-v201 2r2-4

}

M § Windows 7
[0 8 Windows 8.1

ilii hyper-y2012r2-4
A Windows 7

MNext =

Set button.

settings tab.

TIP: If you want to accept the default settings for the Schedule, Retention, and
Advanced pages, you can back up now by clicking the Create Backup

To change the default settings, continue with the following steps, or select a
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7. After making your selections, click Next.

The Schedule page is displayed.

| B | e

How Often Would You Like To Back Up Your VM(s)?
Selert the schedule options below

Recurrence Pattern -
O Every Weakday Time of day Schedule 1
Start At 100PM | (D Ewvery day @ 11:00 PM and are allowed to
finish before starting the next schedule
& By Day ocourrence.
() By Week
Information

= Multiple Daily f Weekly schedules are permitted

< Previous Mext >

8. Accept or edit the default schedule. See Backup Schedules for more information.
Notes:

e The default schedule is by the week on every day starting at 11 p.m.
e Multiple daily/weekly schedules are permitted (as long as they do not overlap).
o The Allow to Finish check box is always selected and grayed-out.

Adding a New Daily or Weekly Schedule
a. To add additional daily or weekly schedules, click the Add New button.

The new Schedule is displayed and the Add New button is highlighted, as
shown below.

Schedule 2

Every week
On Sunday @ 11:00 PM and are allowed to
finish before stardng the next schedule

Doourmenoe.
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b. Make your selections.

The new schedule details are displayed.

Editing Existing Daily or Weekly Schedules

a. To edit existing schedules, in the Schedule column, click the schedule
details.

The Schedule is highlighted.

b. Select your new daily or weekly times.

Your schedule is displayed in the Schedule column. Click the remove E icon to delete schedule.
9. After setting your schedule, click Next.

The Retention page is displayed.

Retention
Archiving Rules
i - - . 2 - e g Fonn. # P -
Determine how many versions of each VM you would like to retain Keep 23 L4 Dayls) v |and nofewer than| 4 v |VETE an(z].
|- Enable Advanced Archiving Start From a Template -
< Previous Mext =

10. Select the number of versions you wish to archive.
Note: The default retention for Hyper-V Standard is 28 days.

11. Optionally, select the Enable Advanced Archiving check box. For Advanced Archiving information,

see Archiving Rules
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The Advanced Archiving fields are displayed.

Archiving Rules

Determine how many versions of each VM youwould like to retain heep Clayi=
7] Enable Advanced Archiving

Start From a Template  «»

Cancel |Save Rule

E Keep all versions from now to| 28 : Day{s) »
After 28 Dayl=) keep nothing.

Keep no fewer than 4 : version{s)

Example: The setting of a daily backup kept for 30 days and no fewer than 10 versions mean that 30
versions are kept. However, a setting of once a week means that after 10 weeks, 10 versions are
kept.

12. Make your selections, click Save Rule, and then click Next.

The Advanced page is displayed.

Advanced

Temporary Folder
Define where the temporary folder that's used in bacding up
VM=) resides. Manually type in a path or browse to the desired

Path: IC:‘.Windcr\.vs'\TEMP'\Backupﬂﬂgr:"l:

location.

Force Full Backups

Define how often full backups are performed after incremental A full backup is forced every | 21 : incremental backup(s).

ackups.

Backup Mode

Thiz software will stmempt to make an online backup firse. If
unable, an offline backup is created, pausing the virtual machine
into a saved siate while the snapshopt is taken and the virtual

I_ Enable Offline Backup Support
When enabled, the virtual machine may become unavailable during the snapshot
ProCess.

machine is resumed.

Notes

# Taking a full Vi backup pericdically ensures the swability of the backup chain. Full badkups take longer to run but result in shorter incremental chains and
potentially shorter recovery times.

< Previous Mext =

Requirement: You must specify a temporary folder located on a disk with sufficient space.
Note: 1 GB of temporary space is recommended for Hyper-V backups.

13. At the Temporary Folder field, accept the default, type a new path, or click the Browse button to
locate the temporary folder that is used in backing up.
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Browse option

a. Click the Browse button.

The folder options are displayed.

Please select a folder below:
Current selection:
& | ocal Disk{C\) h ]
& Mew Volume(E:) h ]
14 I
Type network location if it is not listed abowve (for example, \\server\=share):
Path:
Cancel
b. Select the destination.
The OK button is activated.
Cancel m
c. Click OK.
The address is displayed in the Path field.
Path: IC:'-L".'vir'dcws"._EM:"LE-ackup.&,genl: Browse...
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To add a network location that is not listed, perform the step below.
Adding a Network Location

a. To back up files and folders on another network location that is not listed,
type the network path address in the Path field as shown in the example
below.

Type nebwork location if it is not listed abowe (for example, Viserver\share):

Path: | \iexample b4

The add button is activated.

b. Click the add button.

14. At the Force Full Backups section, use the arrows to specify how often full backups are performed
after incremental backups.

Notes:

e The default full backup is every 21 incremental backups.
e Taking a full VM backup periodically ensures the stability of the backup chain. Full backups take
longer to run but result in shorter incremental chains and potentially shorter recovery times.

15. At the Backup Mode section, optionally select the Enable Offline Backup Support check box.

Notes:

e When enabled, the virtual machine may become unavailable during the snapshot process.

e The software attempts an online backup first. If unable, an offline backup is created. The virtual
machine is paused and put into a saved state while the snapshot is taken, and then the virtual
machine resumes operation.

16. Click Next.
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The Summary page is displayed.

| Summary |

Select The Stamdard backup set contains 1 VM(s).
Destination “ Online

Schedule The backup will run 7 day(s) a week. running a total of 7 time{s) per week.
Retentian Keep all versions from now to 28 Day(s). After 28 Day(s) keep nothing. Keep no fewsr than 4 version(s).
Advanced Temp Location:  C:\Windows\TEMP\BackupAgent

A full backup is forced every 21 incremental backup{s).
Enable Cifline Backup Support

< Previous

Cancel Create Backup Set

17. Verify your selections, and then click Create Backup Set.

Your scheduled backup is displayed on the Backup Selections page.

Backup Selections

Backup Type Type Backup Set Run  Next Backup Scheduled Remove
€ @ Files and Folders & G2 HyperyStandard | P taezmegiioerm @) x

] g Physical Imaging

] fEE* Hyper-V Standard (1)
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Editing Hyper-V Standard Backup Sets
To edit a Hyper-V Standard backup, perform the following steps.

1. Navigate to the Computer page. See Navigating to the Computer Page for instructions.

The Computer page is displayed.

Home > Manage > Imtranis > D002 (0002) \®) Manage ECHOShare EJ Leawe Feedback
=  Computer: D002 (DO02) £ support | | search for an account... Q]

—
—
e

View Computer (Intronis)

(o= ACtve RECOVEres (0} B Acomy 3 System <+ software {0 Notfications 1 Badkup » Delete [l restore

Backup Set/Action Detailed Event Logs Start Date Results Status

Camputer Information [ Edit

Backup agent: Connected r,f DEMS2D16 - 1132016

COMARET Naime- 0oon2 ol 5 GE-

Computer I: oooz — * & & ® & & & 2

w 544 GB-

PFhone number: 111-222-3333 36.2GB-

Group: Default Group 181 GE'. a & = = @

Local bacoup subscription: Enabled 0.0B- i ) § .
8112016 HE20e e2016 11732015
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2. Click the Backup tab.
The Backup Selections page is displayed.
. Export Backup Selecti

Backup Selections e —
Backup Type Type Backup Set Run  Mext Backup Scheduled Remowve

€ @ Files and Folders {4) /& @l Files=nd Foiders 1 p noTzve@oziorm @) x
o _ijl_ Physical Imaging (2] A i@l FilesandFolders2 [ X
4] EE Hyper-V Standard & @l Fies and Foiders 3 [ .
© =5 HyperV Rapid Recovery # @ Filesand Folders 4 meens@oory @0 X
0 ﬁ VMware Standard (1) f _@_ Phiyzical Imaging 1 [= - "
© @ vMware QuickSpin (3) & B prysical maging 2 p  tozzme@tioorM @) x

-_—

O = soLserver@ A B VMware Smndard 1 » eve@itoorm @) x
O (i Exchange Mailbox Level > & WMWare QuickSpin 1 > - *
}" = WMWare QuickSpin 2 [ ] - x

& @ vware Quickspin 3 > - x

A = sa > - X

rFs E 50L2 > - x

N CEDIOIE 1-12 of 12 tems

3. Inthe Backup Set column, click the edit

icon of the backup type to edit.
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The Backup Set Summary page is displayed.

Edit Backup
¥ Hyper-V Standard 17

| Summary |

Select The Szandsrd backup set contains 1 VM(s).
Destinaticn n Online
Schedule The backup will run 7 day(s) a week, running a total of 7 time(s) per weel.
Retention Keep all versions from now to 28 Day(s). After 28 Day(s) keep nothing. Keep no fewer than 4 version(s).
Advanced Temp Location:  C:AWindows\TEMP\BackupAgent

A full backup is forced every 21 incremental backup(s).

< Previous

Cancel Update Backup Set

4. Select any of the tabs to display and edit your current settings. See Backing Up Hyper-V Standard
for details.

Note: The backup set name may be edited. See Changing Backup Set Names.

5. After making all your edits, click the Update Backup Set button at the bottom of any page, as
shown below.

Cancel Update Backup Set

The Backup Selections page is displayed with your current backup status.
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Removing Hyper-V Standard Backup Sets

To remove a Hyper-V Standard backup set, perform the following steps.

1. Navigate to the Backup Selections page. See Backing up Hyper-V Standard for instructions.

The Backup Selections page is displayed.

Backup Selections
Backup Type Type Backup Set Run Mext Backup Scheduled Remove
€ @ Files and Folders (4) & @l FilesandFoiders 1 »  tome@oziorm @) X
] _?_ Physical Imaging (2) f i Files and Folders 2 - - X
o EE Hyper-V Standard f i Files and Folders 3 [ - x
© =N HyperV Rapid Recovery # @l FiesandFolders 4 »  ozzve@1ioor @) X
© 75 VMurare Standard (1) F B erpsicalimaging 1 > - X
o _'J—fr'_ VMware QuickSpin (3) > _@_ Physical Imaging 2 » zeve@itoorm @) *
© = soLserver2) A B VMware Sandard 1 »  tozte@itiorn @) X
& L) Exchange Mailbox Level f @ \iaware Quickspin 1 - B ~
p B WMWare QuickSpin 2 > - ®
& @ vMWare QuickSpin 3 > - X
A = o > - x
F = oz > - *

a1 ) )n 1-12 of 12 items

2. At the relevant backup set row, click the remove icon to remove the backup set.
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The confirmation pop-up is displayed.

Remove Backup Set

By default, deleting this backup set will not delete the WM(s) from the coud or local
vault Deleting the backup =et simply stops backing up the ¥YM(s) contained in this
backup set. Howewer, you can choose to delete the YMIs) from the doud and the local
vault too.

[ Delete the ¥M(s) from the doud and local vaulkt
Do you really want to delete the standard backup set "Hyper-V Standard 177
- 28

Note: By default, deleting the backup set does not delete the VMSs from the cloud or local vault.
Deleting the backup set only stops backing up the VMs contained in this backup set.

3. Optionally select the Delete the VM(s) from the cloud and local vault check box, and then

click Yes.

Note: It is recommended to select this option to free up disk space by deleting unnecessary data.

The backup set is removed.
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Chapter 2. Hyper-V Standard Restore

This chapter includes the following topics:

Overview
Restoring Hyper-V Standard Backups

Overview
This section includes the following topics:

Hyper-V Standard Restore Tabs

About Restoring to a Folder

Hyper-V Manager Virtual Machines Import Options

Backup States of Imported VMs

Hyper-V Replication

Managing an Active Recovery

Restoring Hyper-V Standard Backups

Restoring VMs to a Windows Server 2008, or Windows Server 2008 R2 Hypervisor
Restoring VMs to a Windows Server 2012, 2012 R2, or Windows 8 Hypervisor

Hyper-V Standard Restore Tabs
Figure 28 displays the restore tabs.

%@ Hyper-V Standard

Select

Figure 28. Hyper-V Standard Restore Tabs.

The following table provides a description of the page features.

Restore

Page Description

Select Select at least one available VM to restore.
Destination Select the destination of your restore
Summary A list of your selections is displayed.
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About Restoring to a Folder
Each VM has its own folder created within the specified restore directory.

Within that folder, the VM files are created with the same folder structure as when they were backed
up.
All VHD/VHDX files (associated with VM disks) and the XML configuration file are restored with a VM

restore. If the VM was backed up in offline mode and the memory state needed to be saved, a VM
restore also restores those associated BIN and VSV files.

Hyper-V Manager Virtual Machines Import Options
Hyper-V lets you restore virtual machines to any system for import into Hyper-V, or mount them as
virtual disks.

After you have restored your selected virtual machines, you must Import them into Hyper-V to power
on and access the VMs.

To access Hyper-V import options, launch Hyper-V Manager, select Import Virtual Machine, and then
select the VM directory you have restored.

There are three virtual machines import options in Hyper-V Manager:

e Register
e Restore
e Copy
Register

Choose this option if the destination you selected for the recovered virtual machines are the destination
you intend to run it from.

The original ID of the VM is used when registering the VM with hypervisor.

Restore

Choose this option if the destination you selected for the recovered virtual machines are a temporary
location (for example, on a share or removable drive) and you want Hyper-V to move the restored files
to the appropriate location and register the virtual machines for you.

The original ID of the VM is used when registering the VM with the hypervisor.

Copy
Choose this option if you intend to import the recovered virtual machines multiple times (for example,

you are using the virtual machines as a template for a new virtual machine). Hyper-V copies the restored
files to the appropriate location for you.

A new ID is generated and used to register the VM with the hypervisor.
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Refer to the third-party Hyper-V Manager documentation for more information.

Backup States of Imported VMs

A VM is imported in a certain state depending on the state it was in when backed up. The following table
provides the various backup states.

State at Time of Backup Type of Backup State after Restore
Running Online Off

Running Offline Saved

Saved Offline Saved

Paused Offline Saved

Off Offline Off

Hyper-V Replication
Hyper-V Replication is a feature of Hyper-V 2012 and greater versions that allows users to replicate their
production VMs to a secondary host on a near-continuous schedule.

If you are using Hyper-V replication, it is recommended that the agent is installed on the recovery host
and backs up the recovery VMs. This method puts less of a load on the production server. This method
also provides more data protection.

Refer to the third-party Hyper-V Replication documentation for more information.

Managing an Active Recovery
To manage an active recovery, perform the following steps.

1. Atthe Computer page, click the Active Recoveries tab, and then click the Manage Recovery
button, as shown in the example below.

(4 Artive Recoveries (1) I Activity i System b Motifications i Setings i Badmp o Delete [l mestore

ACTIVE RECOVETY VMS

VM Mame Host [ Location Recovery Mode Started Runtime Actions

2m2 C\lsers\Default\LocalSt.. Production Recovery 10062016 11:31 AM 08:01:51:24 Manage Recovery
Hyper-¥¥m

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.

359



Hyper-V Standard Backup and

( 1 Intronis Restore

MSP Solutions by Barracuda

The End test recovery and delete changes page is displayed.

End test recovery and delete changes? Q

Any changes made to the Wi while in recovery rnode will be lost, and the W, associated differencing disk and
config files will be rernowved from the host

I Delete VW changes made during recovery mode and resurmne backup schedule,

Cancel

2. Ensure the differencing disks are not mounted or in use by any powered-on VM, or the delete
operation fails.

If you end the active recovery, the following occurs:

3. Select the Delete VM changes made during recovery mode and resume backup schedule check
box.

If enabled, the following occurs:

e Any changes made to this VM or its disks while in recovery mode are lost.

e The differencing disks created during recovery are deleted.

e The recovery VM is powered off and deleted.

o Allfiles created as a part of the test restore are removed from the user-defined location.
e The recovery VM is deleted from the selected host’s inventory.
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Restoring Hyper-V Standard Backups

Hyper-V Standard Backup and

To restore a Hyper-V Standard backup, perform the following steps.

Restore

1. Navigate to the Computer page. See Navigating to the Computer Page for instructions.

The Computer page is displayed.

Home > Manage > Imtranis > D002 (0002)

Computer- 0002 (D00Z)

View Computer (Intronis)

—
—
e

‘Comparter Infonmation

Backup agent: Connected
COMpAURET Naime: ooo2
Compaer I0: 0oon2

ACCOUN WSETMamE-

Emall agdress:

Phone number- 111-222-3333
Group: Default Group

Local bacoup subscription: Enabled

(2= Active RECOVEres (0} B Acomy 13 System

Backup Set/Action Detailed Event Logs Start Date

< software

90.5 GB-
T25GB-
B4.4 GE-
362 GB-

18.1 GB-
PR S

0.0B-

s Notfications

Results

8112016

i Backup

(%) Manage ECHOShare [EJ Leave Feedback

nSuppurt Search or an accou.. Ql
[ Edit
DEMS2D16 - 1132016

. & & & & & ® @

W06 162016 11326

¥ Delete [l restore

2. Click the Restore tab.
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The Restore Selections page is displayed.

Hyper-V Standard Backup and
Restore

Restore Selections

L ]

£]

Type

Files and Folders

la
N

' VMware Standard

Hyper-¥ Standard

e
B i @)

Hyper-¥ Rapid Recovery

1
F
1

Backed Up Data Type i Files and Folders

Status

0 ltemis) Restored

Completed

010472017 @ 1242 PM

1-10of1items

3. Click the restore =l icon of the backup type you want to restore.
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The Select page is displayed.

Hyper-V Standard Backup and
Restore

Restore

2 Hyper-V Standard
[ et |

What Hyper-V Standard VM(s) Would You Like to Restore?
Select from the available revisions andfor Vivls to restore

Select Your Revisions and/or VIM(s):

Current selection:

I- i Windows 7 (hyper-v2012r2-4)

Select the items on the left you want to restore.

Mext =

cance'

4. Inthe Current Selection pane, select the VMs and revisions you would like to restore.

Notes:

e You can choose only one revision to restore per selected VM.

e The same revision can be restored multiple times in different locations.

e  Multiple VMs can be restored simultaneously.

Clicking the arrow L at the right of the items displays more revisions.
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The selection is displayed in the far right pane. Click the remove icon to remove any selections,

or clear the item check box.

Select Your Revisions and/or VM(s):

| Current selection: Windows 7 (hyper-w2012r2-4) | T1/16/2076 @ 1:05 PM X Windows 7 (hyper-v2012r2-4) V1 1/16... »
& Windows 7 (hyper~2012r2-) V1116 } % i 11./16/2016 @ 1:05 PM
<
4
Mext =
5. Click Next.
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The Destination page is displayed.

Destination

Where Do You Want To Restore?

Select the destination of your restore.

Destination  ran

Choose where the data is restored

Information

® Upon restore, & new directory for esch selected VM iz created in the destination directory and each VM's azsociated files are restored into their rezpective,
created directory.
#* Once restored, the Wi files can be imported into Hyper-y

< Previous Mext =

Notes:

e Upon restore, a new directory for each selected VM is created in the destination directory and
each VM's associated files are restored into their respective, created directory.
e Once restored, the VM files can be imported into Hyper-V.

6. At the Path field, type a path, or click the Browse button to select the destination of your restore.

Browse option
a. Click the Browse button.

The folder options are displayed.
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Please select a folder below:

Current selection:

& Local Disk{C:Y) >
& Mew Volume(E:) h ]
1 I
Type network location if it is not listed abowve (for example, \\server\=share):

Path:

Cancel

b. Select the destination.

The OK button is activated.

corce I

c. Click OK.

The address is displayed in the Path field.

Path: IC:'-L".".I'lr'dcws"._EM P Backuphgent Browse...

To add a network location that is not listed, perform the step below.

Adding a Network Location

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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a. To back up files and folders on another network location that is not listed,
type the network path address in the Path field as shown in the example

below.

Type nebwork location if it is not listed abowe (for example, Viserver\share):

Path: | \iexample b4

The add button is activated.

b. Click the add button.

7. After selecting the destination of your restore, click Next.

The Summary page is displayed.

| Summary |
Select Recovering 1 VM(s)
Destination C:ASystem Volume Information

Hyper-V Manager If you are restoring Vivi{s) to 2 Windows Server 2008 or Windows Server 2008 R2 hypervizor:

Step 1: Create 3 VM using the Mew Virtual Machine wizard.

Step 2: In the Mew Virtual Machine wizard, attach the VHD from the restore directory to the VM you're creating.

If you are restonng Vi{z) to 2 Windows Server 2012, 2012 R2Z or Windows 8 hypervisor:
Step 1: Use the Import Virtual Machine festure in the Action menu.
Step 2: Choose one of the following import cptions:
# Register: Choose this option if you are restoring to the destination from which youw will run the VM=) The
recovered WiVl will retain it's original I0.

= Restore: Choose this option if you are restoring a Yi(s) to a temporary location. Hyper-V will maowve the files to
the appropiate locstdion and register the Wiv(s) for you. The recovered VI(s) retain it's original ID.

# Copy: Choose this option if you intend to import the recovered VM(s) multiple times (e.g. you are using the VM
as a template). A new 1D will be generated and uzed wo register the VL

Motes

# Please make sure to add the recovered VM=) to a backup s=t to ensure that they are backed up properly.

< Previous

cance'
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Important: Make sure to add the recovered VMs to a backup set so they are backed up properly.
See Hyper-V Manager Virtual Machines Import Options for more information.

8. Verify your selections, and then click the Restore button.

The confirmation pop-up is displayed.

You are about to restore backed up data using the settings you just defined.
Proceed with this restore?
- 28
9. Click Yes.

The Restores Selections page is displayed showing the status of the restore.

Restoring VMs to a Windows Server 2008, or Windows Server 2008 R2
Hypervisor

If you are restoring VMs to a Windows Server 2008, or Windows Server 2008 R2 hypervisor, perform the
following tasks.

1. Create a VM using the New Virtual Machine wizard.

2. Inthe New Virtual Machine wizard, attach the VHD files from the restore directory to the VM you
are creating.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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Restoring VMs to a Windows Server 2012, 2012 R2, or Windows 8 Hypervisor
If you are restoring VMs to a Windows Server 2012, 2012 R2, or Windows 8 hypervisor, perform the
following tasks.

1. Use the Import Virtual Machine feature in the Actions menu.
2. Choose one of the following import options:

e Register: Choose this option if you are restoring to the destination from which to run the VM).
The recovered VM retains its original ID.

e Restore: Choose this option if you are restoring a VMs to a temporary location. Hyper-V moves
the files to the appropriate location and registers the VMs. The recovered VM retains its original
ID.

e Copy: Choose this option if you intend to import the recovered VMs multiple times (for
example, you are using the VM as a template). A new ID is generated and used to register the
VM.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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Chapter 3. Hyper-V Standard Delete

CAUTION! Deleted data is completely purged and can no longer be accessed or restored.
To delete a Hyper-V Standard backup, perform the following steps.

1. Navigate to the Computer page. See Navigating to the Computer Page for instructions.

The Computer page is displayed.

Home > Manage > ntranis = 0002 (0002 (%) Manage ECHOShare B Leave Feedback
— [ -
=  Computer: 0002 (0002) 8 support | | e for an aceount. Q]
s View Computer (Intronis)
‘Comparter Information Z Edit
Backup agent: Connected ¢ DRMSZ016 - 1108206
COmpaiter name- oooz 20.6 GB-
[ - L] - - - - -
Compuiter ID: ooo2 725 GB-
544 GB-
[Emall address:
Phone number: 111-222:3333 6.2 6B
Group: Default Group 181 GE" s & = = @
Lincal baciop subsoription: Enabled ooe- . . . .
8112016 wB2016 1we201e 11722016

(s Active Recoveries (0} B Acthity 23 System <% software {0 Nottfications i Backup 3 Delete [ restore

Backup Set/Action Detailed Event Logs Start Date Resulis Status

2. Select the Delete tab.

The Delete Selections page is displayed.

Delete Selections

Backed Up Data Type Type Status Completed
Files and Folders =1 Files & Folders 4 Item(s) Deleted 11/04/2016 @ 10:33 AM

SQL Server

S mE

Vitware Standard

®

Vitware QuickSpin

I
(%
I

eaaaa

Physical Imaging

1
¥
I

3. Select the delete m icon beside the backup type you want to delete.
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The Delete page is displayed.

Delete
:= Hyper-V Standard o

What Hyper-V Standard Recovery VM(s) Would You Like to Delete?
Select from the available Hyper-V Standard Recowery VM(s) to delete

Select Your Standard Recovery VM(s) and Revisions:

Current selection: Select the items on the left you want to delete.
O § Windows Flhyper-v2012r2-4)

4. Select the check box of the VM you want to delete.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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The selections for deletion are displayed in the right panel.

Select Your Standard Recovery WM(s) and Revisions:

Current selection:
B 8 Windows T{hyper-v201 2r2-4)

1 Windows Tihyperw2012r2-4) b4

Note: Delete removes all revisions. You cannot delete specific revisions.
5. When satisfied with your selection, click the Delete button.

The Delete Confirmation pop-up is displayed.

You have chozen to delete 1 itemi(s), totaling B.16 GB.

[ retain backup data for 7 days.

Wiould you like to retain VM backup data for the next seven days? This option is
useful if you will be backing up YMs= on this machine and would like to use the
axisting blocks for de-duplication purposes. At the end of 7 days, this data will be
deleted.

[ pelete all de-duplication data.

Would you fike to delete all de-duplication data that is currently not in use? This
option is useful if you dom't want to use existing blocks for de-duplication purposes
anymore and you want to delete them immediately.

Deleted data is completely purged and can no longer be accessed or restored.

Are you sure you wish to delete?

Canicel
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6. Select the check box of one of the options. See Hyper-V Standard Delete Options for more
information.
7. Click the Delete button.

The Delete Selections page is displayed with the latest status.

Hyper-V Standard Delete Options
Hyper-V Standard backup sets use deduplication and block-level processing. For these backup sets, the
following options are available on the Delete Selection screen:

e Retain backup data for 7 days
e Delete all deduplication data

Retain Backup Data for 7 Days

By selecting the Retain backup data for 7 days check box, you can retain deleted data in your Local
Vault for deduplication purposes for seven days. At the end of seven days, this data is deleted from your
Local Vault.

This option is useful if you are backing up VMs on this machine and would like to use the existing blocks
for de-duplication purposes. At the end of 7 days, this data is deleted.

If you choose not to select this option, the data that you have selected is deleted from the Local Vault
immediately.

Delete All Deduplication Data
By selecting the Delete all deduplication data check box, you can immediately delete any deduplication
data not being used. This option forces a block-level cleanup when the delete finishes.

This option is useful if you do not want to use existing blocks for de-duplication purposes anymore and
you want to delete them immediately.

Note: You cannot select both check boxes at the same time; selecting one disables the other.
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PART X. HYPER-V RAPID RECOVERY BACKUP AND
RESTORE

This section includes the following chapters:

e Hyper-V Rapid Recovery Backup
e Hyper-V Rapid Recovery Restore
e Hyper-V Rapid Recovery Delete

See Backup Agent Software Requirements for more information.

Chapter 1. Hyper-V Rapid Recovery Backup

This chapter includes the following topics:

e Hyper-V Rapid Recovery Backup Overview

e Backing Up Hyper-V Rapid Recovery

e Editing Hyper-V Rapid Recovery Backup Sets

e Removing Hyper-V Rapid Recovery Backup Sets

Hyper-V Rapid Recovery Backup Overview
Hyper-V Rapid Recovery is a backup set type that backs up full Hyper-V VMs to local storage and allows
you to recover important servers quickly.

The recovery backs up the changes to protected VMs in a reverse incremental manner. This method
allows the most recent state (and the one most likely to be recovered in a disaster) to be recovered in
the shortest amount of time. In addition, this method provides a more stable revision chain and requires
no scheduled consolidation.

With changed block tracking and an improved recovery point objective, the rapid recovery backup set
tracks changes on protected VMs efficiently. This efficiency allows you to schedule VM backups up to
every 15 minutes. In the case of a disaster, almost no data is lost because the recent known good state is
only a few minutes.

The backup destination is where all your backup data (fulls and incrementals) are stored locally.
Local Storage can be on the following:

e Directly attached storage location

e Network share

e Remote share

e Standard disk (512)

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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When backing up a VHD disk on a 4Kn disk, the backup data is converted to a VHDX format.

Temporary space of 1 GB is recommended for Hyper-V backups.

Note: The agent must be installed on the Hyper-V host.

Hyper-V Rapid Recovery Backup Tabs
Figure 29 displays the backup tabs.

Select

i= Hyper-V Rapid Recovery 2~/

Figure 29. Hyper-V Rapid Recovery Backup Tabs.

The following table provides a description of the page features.

Page Description

Select You are required to select at least one VM.

Schedule Optionally select the schedule.

Retention Optionally determine how many versions of each file you would like to retain.
You can retain up to 99 revisions per virtual machine. With the default schedule of
backing up every 1 hour and keeping 96 versions, up to 4 days of recoverable versions
are retained at the destination.
The backup set preserves the current state of the virtual machines only. User generated
snapshots are not saved.
Optionally, enable advanced archiving.

Advanced At the Temporary Folder section, specify where the temporary folder used in backing up

the VM resides.

At the Backup Mode section, optionally select the Enable Offline Backup Support check
box.

Notes:

When enabled, the virtual machine may become unavailable during the snapshot
process.

The software attempts an online backup first. If unable, an offline backup is created.
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H

yper-V Rapid Recovery
Backup and Restore

Page Description
The virtual machine is paused and put into a saved state while the snapshot is taken,
and then the virtual machine resumes operation.

Summary A list of your selections is displayed.

the next backup set is run.

Changed locations of the destination hosts of the recovery VMs, are not changed until

Backing up Hyper-V Rapid Recovery

To back up Hyper-V Rapid Recovery, perform the following steps.

1. Navigate to the Computer page. See Navigating to the Computer Page for instructions.

The Computer page is displayed.

Home > Manage > Imtranis > 0002 (0002]

= Computer: 0DO2 (DDO2)

—
L ] » .
s View Computer (Intronis)

‘Comparter Infonmation

Backup agent- Connected
COMpAUET naime- ooz
Computer I0: 0002

Aocount userTame:

Emall address:

Phone number: 111-222-3333
(=11 Default Group

Local badasp subscription: Enabled

(o= Active Recoveries (0} [ Activity 3 System

Backup Set/Action Detailed Bvent Logs Start Date

205 GB-
T25GBE-
B44GE-
36.2 GB-

181 GE-
"

0oe-

{» Hottfications

Resulis

(&) Manage ECHOShare [EJ Leave Feedback

&3 support | | searon for an account.. Q |

[# Edit
DBM32016 - 11052016

» - L - - . -

112076 HB2016 10672016 11732076

i Backap 3 Delete [l Restore
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2. Click the Backup tab.

The Backup Selections page is displayed.

Backup Selections i ——
Backup Type Type Backup Set Run  Mext Backup Scheduled Remowve

€ i@ Files and Folders (4) /& @l Files=nd Foiders 1 p noTzve@oziorm @) x
o _ijl_ Physical Imaging (2] A i@l FilesandFolders2 [ X
o EE Hyper-V Standard & @l Fies and Foiders 3 » - *
© =5 HyperV Rapid Recovery # @ Filesand Folders 4 meens@oory @0 X
0 ﬁ VMware Standard (1) f _@_ Phiyzical Imaging 1 [= - "
4] _'—ff'_ VMuware QuickSpin (3) y _@_ Physical Imaging 2 P meve@itoorv @) x
© = soLserver(@ F 3 \Mware scandara 1 b nozzoe@tioorm @) x
& L4 Exchange Mailbox Level F @ \ware Quickspin > - -
}" = WMWare QuickSpin 2 > - *

& @ vware Quickspin 3 > - x

A = sa [ S x

rFs E 50L2 > - x

N CEDIOIE 1-12 of 12 tems

3. Inthe Backup Type pane, click the select icon beside Hyper-V Rapid Recovery to run the
backup type.
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The Select page is displayed.

Create Backup
*E Hyper-V Rapid Recovery 27 D
[t |

Select Storage Location

& Local Only Path:

Select the location where your backups are stored. Be sure there iz enough svailable space to host the entire backup (and its future revisions).

What Virtual Machines Would You Like to Backup?
Select from the available Virtual Machines below to backup

Select Your Virtual Machines:

Current selection: Zelect the virtual machines on the left that you
VO
I_ Wi h 201 2r3-4 ¥ & wi - want to include in this backup set.
i#i hyper-v2012rl: Windows 7
[T & windows 8.1
<
1 2
Mext =
Cancel Create Backup Set

4. Click the Backup Name to provide a new name for your backup set, or accept the default.
See Changing Backup Set Names.

5. At the Select Storage Location Path field, type a path, or click the Browse button to select the
destination of your backup.

Browse option
a. Click the Browse button.

The folder options are displayed.
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Please select a folder below:
Current selection:
& Local Disk{C:Y) >
& Mew Volume(E:) h ]
1 I
Type network location if it is not listed abowve (for example, \\server\=share):
Path:
Cancel

b. Select the destination.

The OK button is activated.

corce I

c. Click OK.

The address is displayed in the Path field.

Path: I[':'nRHmh-r,'

To add a network location that is not listed, perform the step below.

Adding a Network Location

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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Hyper-V Rapid Recovery

Backup and Restore

below.

a. To back up files and folders on another network location that is not listed,
type the network path address in the Path field as shown in the example

Path: | \iexample

Type nebwork location if it is not listed abowe (for example, Viserver\share):

-+

b. Click the add

The add button is activated.

button.

6. Inthe Current selection pane, select the virtual machines you would like to back up.

Note: Any VMs that already are included in other backup sets are grayed out. Multiple VMs can be

included in the same backup set.

Clicking the arrow L at the right of the VM displays more revisions of the VM.

Your selections are displayed in the far right pane. Click the remove icon to remove any

selections, or clear the item check box.

Select Your Virtual Machines:

Current selection:

[= i ryper-v201 2r2-4

)

A & Windows 7
[0 § Windows 8.1

ifii hyper-v2012r2-4 X
¥ Windows 7 »
Mext =
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TIP: If you want to accept the default settings for the Schedule, Retention, and
Advanced pages, you can back up now by clicking the Create Backup
Set button.

To change the default settings, continue with the following steps, or select a
settings tab.

7. Atthe Name field, type a unique name for the backup set. See Changing Backup Set Names.
8. After making your selections, click Next.

The Schedule page is displayed.
See Backup Schedules for more information.

Schedule

How Often Would You Like To Back Up Your Data?
Select the schedule oprions below

Recurrence Pattern Schedule
. By Minube{s) BEvery | 4 : houns) p Schedule 1
% By Hourfs) Every 1 hour(s) and are allowed to finish
e - before starting the next schedule
By Day DCCLIMTENCE.
' By Week

Information

» Nultiple Weskly schedules are permited
#» Minuzely and Hourly and Daily recurrences cannot be mixed with Weekdy recurrences
#» There can only be one Minutely or Hourly or Daily schedule configured

< Previous Mext =

9. Accept or edit the default schedule. See Backup Schedules for more information.

Notes:

e The default schedule is every hour.

e  Multiple weekly schedules are permitted (as long as they do not overlap).

e Minutely and hourly and daily recurrences cannot be mixed with weekly recurrences.
e There can only be one minutely or hourly or daily schedule configured.

e The Allow to Finish check box is always selected and grayed-out.
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Adding a New Daily or Weekly Schedule
a. To add additional daily or weekly schedules, click the Add New button.

The new Schedule is displayed and the Add New button is highlighted, as
shown below.

Schedule 2

Bvery week

On Sunday @ 11:00 PM and are allowed to
finish before stargng the next schedule

ooourrenoe.

b. Make your selections.

The new schedule details are displayed.

Editing Existing Daily or Weekly Schedules

a. To edit existing schedules, in the Schedule column, click the schedule
details.

The Schedule is highlighted.

b. Select your new daily or weekly times.

Your schedule is displayed in the Schedule column. Click the remove E icon to delete schedule.

10. After setting your schedule, click Next.
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The Retention page is displayed.

Retention
Archiving Rules
Determine how many versions of each data you would like to Keep| 36 : recoverable versions of backups at the destinadon.
retain.
Notes

# Ygu can retain up to 99 revisions per virtual machine. With your chosen schedule of backing up every 1 hour(s) and keeping 96 versionis), you will retain
up o 4 day(s) of recoverable verzions at the destination.
#® The backup set presenves the current state of the virtwal machine(s) only. User generated snapshots are not saved.

= Previous Mext =

Note: The default retention is 96 recoverable versions of backups at the destination. The number of
revisions can be set to any number between 1 and 99.

11. Specify how many versions of each data you would like to retain, and then click Next.

The Advanced page is displayed.

Advanced

Temporary Folder

Define where the temporary folder that’s used in badking up  path: C\Windows TEMP\BackupAgent
WM(s) resides. Manually type in a path or browse to the desired
location.
Backup Mode
This software will atcempt to make an online badwp first. If I_ Enable Offline Backup Support

unable, an offline backup is created, pausing the virtual machine  When enabled, the virtual machine may become unavailable during the snapshot
into 2 saved state while the snapshopt is taken and the virtual  process.
machine is resumed.

< Previous Mext =

Requirement: You must specify a temporary folder located on a disk with sufficient space.
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12. At the Temporary Folder field, accept the default, type a new path, or click the Browse button to
locate the temporary folder that is used in backing up.

Browse option
a. Click the Browse button.

The folder options are displayed.

Please select a folder below:
Current selection:
& Local Disk{C:h) 3
- e Volume(E:) b ]
14 2
Type network location if it is not listed abowve (for example, \\server\=share):
Path:
Cancel

b. Select the destination.

The OK button is activated.

=

c. Click OK.

The address is displayed in the Path field.
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Path: IC:'-L'»."I.I'lr'd{:I.;-.IE"._EM PBackupigent

d. To add a network location that is not listed, perform the step below.

Adding a Network Location

a. To back up files and folders on another network location that is not listed,
type the network path address in the Path field as shown in the example
below.

Type nebwork location if it is not listed abowe (for example, Viserver\share):

Path:  \iexample b4

The add button is activated.

b. Click the add button.

13. At the Backup Mode section, optionally select the Enable Offline Backup Support check box.

Notes:

e When enabled, the virtual machine may become unavailable during the snapshot process.

e The software attempts an online backup first. If unable, an offline backup is created. The virtual
machine is paused and put into a saved state while the snapshot is taken, and then the virtual
machine resumes operation. VMs in a saved or a paused state can be backed up. The imported
recovery VMs are in a saved state in both cases.

14. Click Next.
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The Summary page is displayed.

‘ Summary |
Select Contains: 1 VMis) zelected, size: 8.32 GBE (estimated).
Thiz host {hyper-w2012r2-4) is subject o a Hyper-V host license.

Destination E C:\System Velume Information
Schedule Schedule 1 Every 1 hours) and are allowed to finish before stardng the next schedule occurrence.
Retention “fou will be able to recover up to 96 versions(s) from the past 4 day(s).
Advanced Temp Location:  C\Windows\TEMP\BackupAgent

Enable Offline Backup Support
< Previous

Cancel Create Backup Set

15. Verify your selections, and then click Create Backup Set.

Your scheduled backup is displayed on the Backup Selections page.

Backup Selections

Type Backup Set Run  Next Backup

Backup Type
@ @ Files and Folders & G2 HyperVStandard 1 » 100s2016@11:00rm @)

Recurring ()

o _@_ Physical Imaging }’ _:E_ Hyper-V Rapid Recovery 1 >

@ G2 Hyper-VStandard (1)

Scheduled Remove
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Editing Hyper-V Rapid Recovery Backup Sets
To edit a Hyper-V Rapid Recovery backup, perform the following steps.

1. Navigate to the Computer page. See Navigating to the Computer Page for instructions.

The Computer page is displayed.

Home > Manage > Imtranis > D002 (0002) \®) Manage ECHOShare EJ Leawe Feedback
-} -
& Computer 0002 (0002) £ support | | search for an account... Q]
prd View Computer (Intronis)
Compurter Information [ Edit
Backup agent: Connected rl.r DEMS2D16 - 1132016
COMARET Naime- 0oon2 90.5 GB-
* & & ® & & & 2
Companer I0: ooo2 725 GB-
ACOoUN USETTamE-
544 GB-
Ermall agdress:
Phone number: 111-222-3333 36.2GB—
Group: Default Group 181 GE'. a & = = @
Lincal baciosp subsoription: Enabled 0.0B- . . . .
8112016 HE20e e2016 11732015

(o= ACtve RECOVEres (0} B Acomy 3 System <+ software {0 Notfications 1 Badkup » Delete [l restore

Backup Set/Action Detailed Event Logs Start Date Results Status

2. Click the Backup tab.
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The Backup Selections page is displayed.

Hyper-V Rapid Recovery
Backup and Restore

Backup Selections

Backup Type Type Backup Set
€ @ Files and Folders {4) @  Files=nd Foiders 1
'+ _?_ Physical Imaging (2) i Files and Folders 2
4] ﬁ Hyper-V¥ Standard i Files and Folders 3
- -
€} == Hyper-V Rapid Recovery @ FilesandFolders 4

© 75 VMware Standard (1)

e

Piy=ical Imaging 1

4] _@_ VMware QuickSpin (3) Physical Imaging 2

Ha

] E SOL Server (2)

TY®YTYTYY®EYYY®YYE N
)

Wivhware Standard 1

O L Exchange Mailbox Level @ VMWare QuickSpin 1

- ViMWare QuickSpin 2

= VW are QuickSpin 3

-

—] 5QL1

-

= sz

4 " 1 w s E

=
E
=

Yy ¥ ¥ ¥ ¥ v ¥y vy ¥"y v v ¥

MNext Backup

110772006 @ 09:30 PM

11022016 @ 11:00 PM

T1/022016 @ 11:00 PM

T1O2201E @ 11:00 PM

Export Backup Selection
Scheduled Remove
© .
X
”
© X
X
e .
© .
X
X
.
X

1-120f 12 items

3. Click the edit

icon of the backup selection to edit.
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The Backup Set Summary page is displayed.

Backup and Restore

Edit Backup

Select Contains:
Destination

Schedule Schedule 1

Retention

Advanced Temp Location:

< Previous

‘* Hyper-V Rapid Recovery 17

Summary

1 VM(s) zelected, zize: 6.57 GB (estimated).
Thiz host (hyper-w2012r2-4) is subject 1o 3 Hyper-V host license.

E C:A\System Volume Information

Every 1 hour(s) and are allowed to finish before starting the next schedule ocourrence.

You will be able to recover up 1o 96 versions(s) from the past 4 day(s).

C\Windows\TEMP\BackupAgent

Cancel

Update Backup Set

4. Select any of the tabs to display and edit your current settings. See Backing Up Hyper-V Rapid

Recovery for details.

Notes:

e The backup set name may be edited. See Changing Backup Set Names.
e The Storage Location Destination options on the Select page cannot be changed.

5. After making all your edits, click the Update Backup Set button at the bottom of any page, as

shown below.

Cancel Update Backup Set

The Backup Selections page is displayed with your current backup status.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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Removing Hyper-V Rapid Recovery Backup Sets

To remove a Hyper-V Rapid Recovery backup set, perform the following steps.

1. Navigate to the Backup Selections page. See Backing up Hyper-V Rapid Recovery for instructions.

The Backup Selections page is displayed.

]
+]
+]

Q0 00

o+

Backup Selections

Backup Type
i@l Files and Folders {4)
i] Physical Imaging (2)

=® Hyper-¥ Standard

)

Hyper-¥ Rapid Recovery

! w
Fa

VMware Standard (1)

& &)

= VMware QuickSpin (3)

: S0OL Server (2)

LJ) Exchange Mailbox Level

T T TYEYTYYYYNYNYN

PEENS

He he

o e e ©

Backup Set

Files and Folders 1
Files and Folders 2
Files and Folders 3
Files and Folders 4
Piy=zical Imaging 1
Piy=ical Imaging 2
Vivhwrare Standard 1
VidWare QuickSpin 1
WiiWare QuickSpin 2
ViiWare QuickSpin 3
5QL1

saLz

=
E
=

¥y ¥ ¥ ¥ ¥ v ¥y ¥y ¥y v v ¥

Next Backup

TOFR20M6 @ 09:30 PM
T1/022016 @ 11:00 PM
11022016 @ 11:00 PM

TO22016 @ 11:00 PM

Scheduled Remove
© .
X

»

e x
X

«© -
© .
»

*

»

X

»

1-12 of 12 item=

2. At the relevant backup set row, click the remove icon to remove the backup set.

The confirmation pop-up is displayed.

Delete Rapid Recovery Backup Set "Hyper-V Rapid Recovery 1" ?
In addition to deledng the backup set, you can also delete the V=) from the Rapid
Recowery destinadon by checking the checkbox below.

[ Delete the ¥M(s) from the Rapid Recovery destination

Do you really want to delete this Rapid Recovery backup set?

v 2
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3. Optionally select the Delete the VM(s) from the Rapid Recovery destination check box, and then
click Yes.

The backup set is removed.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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Chapter 2. Hyper-V Rapid Recovery Restore

This chapter includes the following topics:

e Overview

e Hyper-V Rapid Recovery Restore Tabs

e Restoring Hyper-V Rapid Recovery Backups

e Hyper-V Object-level Rapid Recovery Restore Tabs
e Restoring Hyper-V Object-level Rapid Recovery

Overview
Rapid Recovery is a restore option that allows you to recover a failed system as a Hyper-V virtual
machine in fifteen minutes or less from local storage.

The major benefit of Hyper-V Rapid Recovery is the new set of recovery options afforded to the small
business to recover from any local business outage. Each option covers specific customer use cases and
insures against business downtime. These options include:

e Rapid Recovery — recovery-in-place
e Rapid Recovery — object-level recovery
e Copy-mode recovery

Rapid Recovery - Recovery-in-Place
The main Rapid Recovery option for these backups is a recovery-in-place, in which your Hyper-V files are
made available very quickly so that they can be imported into Hyper-V Manager and booted.

Rapid Recovery - Object-level Recovery

This option allows you to recover individual files and folders from a customer’s local Hyper-V backup
directly through the management portal. This feature allows granular restore of data in protected
Hyper-V VMs without having to mount the disks and explore their contents through Windows explorer.

Copy-mode Recovery

You also can do a full-copy restore of VM data to another location. This type of restore is useful for
providing a more permanent recovery solution. The full contents of the VM’s disks (not just a
differencing disk) are copied to a location that can serve as better permanent storage from which to run
a production VM. This restore is useful for getting a copy of a VM from a certain point-in-time to either
run or store elsewhere.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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Hyper-V Rapid Recovery Restore Tabs
Figure 30 displays the restore tabs.

i# Hyper-V Rapid Recovery

Select

Figure 30. Hyper-V Rapid Recovery Restore Tabs.

The following table provides a description of the page features.

Page Description
Select Select at least one available VM to restore.
Destination Choose where the data is restored:

Rapid Recovery of VM files at the original storage location

This option is the quickest and makes the VM files accessible at their current
storage location for import into Hyper-V manager.

Restore all VM files to this destination

This option performs a full copy of the data from storage and is slower than the
Rapid Recovery option.

Summary A list of your selections is displayed.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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Restoring Hyper-V Rapid Recovery Backups

To restore a backup with Hyper-V Rapid Recovery, perform the following steps.

1. Navigate to the Computer page. See Navigating to the Computer Page for instructions.

The Computer page is displayed.

Home > Manage > Imtranis > D002 (0002) \®) Manage ECHOShare EJ Leawe Feedback
-} -
& Computer 0002 (0002) £ support | | search for an account... Q]
prd View Computer (Intronis)
Compurter Information [ Edit
Backup agent: Connected rl.r DEMS2D16 - 1132016
COMARET Naime- 0oon2 90.5 GB-
* & & ® & & & 2
Companer I0: ooo2 725 GB-
ACOoUN USETTamE-
544 GB-
Ermall agdress:
Phone number: 111-222-3333 36.2GB—
Group: Default Group 181 GE'. a & = = @
Lincal baciosp subsoription: Enabled 0.0B- . . . .
8112016 HE20e e2016 11732015

(o= ACtve RECOVEres (0} B Acomy 3 System <+ software {0 Notfications 1 Badkup » Delete [l restore

Backup Set/Action Detailed Event Logs Start Date Results Status

2. Click the Restore tab.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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The Restore Selections page is displayed.

Restore Selections

£]

T Type Status Completed

Backed Up Data Type @ Filesand Folders 0 Itemi(s) Restored D1/M4/2017 @ 12:43 PM

@l Files and Folders

ﬁ' VMware Standard

Hyper-¥ Standard

¥ )

Hyper-¥ Rapid Recovery

1
F
1

1-10of1items

3. Click the restore = icon of the backup type you want to restore.
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The Select page is displayed with Rapid Recovery selected as the default.

Restore
if Hyper-V Rapid Recovery D
[saect |

What Hyper-V Rapid Recovery Would you Like to Restore?
Zelect from the available revisions and/or WMs to restore by:

® i Rapid Recovery #= Object-Level Restore
Select Your VM{s) and Revision{s):
Current selection: Select the items on the left you want to restore.
[T & Windows 7 {hyper-v2012r2-4) H
4 F

MNext =

cante'

4. Inthe Current Selection pane, select the VM and revisions you would like to restore.
Note: You can only choose one revision to restore per selected VM.

)
Clicking the arrow L at the right of the items displays more revisions.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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The selection is displayed in the far right pane. Click the remove icon to remove any selections,
or clear the item check box.

Select Your YWs) and Revision(sk

| Current selection: Windows 7 (fyper-w2012e2-4) | TI716°2016 @ 0157 ... B Windows 7 (hyper2012r2-4) V11/16/2016 @ 0151 PM ®
(AL R ULY L L Sl b ) i 1171642016 @ 01:51 PM

Mext =

5. Click Next.

The Destination page is displayed.

Destination |

Where Do You Want To Restore?
Choose how you would like to restore your WiM(s).

Recovery Type L] Rapid Recovery of WM files at the ariginal storage location.

Select how to verify and recover your datato a This is the guickest recovery option and will make the Vi files accessible at their current storage
destination. location for import into Hyper-V manager.

Restore all VM files to this destination
This option performs a full copy of the data from storage and is slower than the Rapid Recowery
option.

= Previous MNext >
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Note: The following table provides a description of the restore options.

Restore Option

Description

Rapid Recovery of VM
files at the original
storage location.

This option provides the fastest recovery time. A differencing disk and
configuration file in the existing local storage destination are created
that can be imported into Hyper-V Manager.

Restore all VM files to this
destination.

This option recovers the full VMs files (virtual hard disks and
configuration) to an alternate location. Because it performs a copy
process, it takes longer. Use this option to archive a copy of your VM
or to restore to a storage more suited to run the VM.”

6. Select arestore option radio button.
7. If you selected the Restore all VM files to this destination option, at the Path field, type a path, or
click the Browse button to select the destination of your restore.

Browse option

a. Click the Browse button.

The folder options are displayed.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.

399




Hyper-V Rapid Recovery

‘ Intronls Backup and Restore

MSP Solutions by Barracuda

Please select a folder below:
Current selection:
& Local Disk{C:Y) >
& Mew Volume(E:) h ]
1 I
Type network location if it is not listed abowve (for example, \\server\=share):
Path:
Cancel

b. Select the destination.

The OK button is activated.

corce I

c. Click OK.

The address is displayed in the Path field.

Path: I[':'nRHmh-r,'

To add a network location that is not listed, perform the step below.

Adding a Network Location

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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below.

Path: | \iexample

Type nebwork location if it is not listed abowe (for example, Viserver\share):

-+

The add button is activated.

b. Click the add button.

a. To back up files and folders on another network location that is not listed,
type the network path address in the Path field as shown in the example

8. After selecting the destination of your restore, click Next.

The Summary page is displayed.

=

Step

Step 1: Creste a VM using the New Virtual Machine wizard.

Step 2: Chooss one of the following import options:

recovered ViV will retain its original ID

If you are restoring Vivi(s) to a Windows Server 2012, 2012 R2 or Windows & hypervisor:

: Use the Import Virtual Machine feature in the Actions menw.

a template). A new |0 will be generated and used o register the ViV

Notes

rECOVEry.

< Previous

| Summary |
Select Recowvering 1 VM(s). size: 6.48 GB (estimated).
Virtual Machine Location
Windows 7 C\Sy=temn Volume Information\LocalStorage-a71...
Destination Rapid Recovery of VM files at the original storage location.
Hyper-\r‘ Ma nager If you are restoring Vis) to 2 Windows Server 2008 or Windows Server 2008 R2 hypervisor:

Step 2: In the New Virtual Machine wizard, attach the WHD files from the restore directory to the VM you're creating.

Register: Choose this option if you are restoring to the destinadon from which you will run the V(=) The

Restore: Choose this option if you are restoring a V(=) to a temporary location. Hyper-V will move the files to the

appropriate location and register the WM(s) for you. The recovered VM(=) retains its original 1D

Copy: Choose this option if you intend to impert the recovered VM) multiple times (e.g. you are using the Vi as

® Subsequent backups of the VIW[s) selected for recovery will fail as long as the recowvery is active. In order to resume backups you have to end the

(arICEI
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Important: Make sure to add the recovered VMs to a backup set so they are backed up properly.
See Hyper-V Manager Virtual Machines Import Options for more information.

Notes:

e Subsequent backups of the VMs selected for recovery fail as long as the recovery is active. To

resume backups, you must end the recovery.
e Subsequent restores also fail for active recoveries.

9. Verify your selections, and then click the Restore button.

The confirmation pop-up is displayed.

You are about to restore backed up data using the settings you just defined.

- K23

Proceed with this restore?

10. Click Yes.

The Restores Selections page is displayed showing the status of the restore.

Restore Selections
Restore Type Type Status Completed
! ﬁ' Hyper-V Standard =E Hyper-V Rapid Recovery 1 Item(s) Restored 10/6/2016 @ 11:31 AM
! =E Hyper-V Rapid Recovery (EE' Hyper-V Standard 1 Item(s) Restored 10/5/2016 @ 12:53 PM

Restoring VMs to a Windows Server 2008, or Windows Server 2008 R2

Hypervisor
If you are restoring VMs to a Windows Server 2008, or Windows Server 2008 R2 hypervisor, perform the

following tasks.

1. Create a VM using the New Virtual Machine wizard.
2. Inthe New Virtual Machine wizard, attach the VHD files from the restore directory to the VM you

are creating.
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Restoring VMs to a Windows Server 2012, 2012 R2, or Windows 8 Hypervisor
If you are restoring VMs to a Windows Server 2012, 2012 R2, or Windows 8 hypervisor, perform the
following tasks.

1. Use the Import Virtual Machine feature in the Actions menu.
2. Choose one of the following import options:

e Register: Choose this option if you are restoring to the destination from which to run the VM).
The recovered VM retains its original ID.

e Restore: Choose this option if you are restoring a VMs to a temporary location. Hyper-V moves
the files to the appropriate location and registers the VMs. The recovered VM retains its original
ID.

e Copy: Choose this option if you intend to import the recovered VMs multiple times (for
example, you are using the VM as a template). A new ID is generated and used to register the
VM.

Hyper-V Object-level Rapid Recovery Restore Tabs
Figure 31 displays the restore tabs.

if Hyper-V Rapid Recovery

Select

Figure 31. Hyper-V Object-level File Restore Tabs.
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The following table provides a description of the page features.

Backup and Restore

Page Description

Select Select at least one available VM to restore.

Destination Select the destination of your restore.

Advanced Select from the following options to dictate the advanced features of the restore:
e Restore NTFS File Permissions
e Restore File Attributes
e Restore Last Modified Date

Summary A list of your selections is displayed.

Restoring Hyper-V Object-level Rapid Recovery

To restore a backup at the Hyper-V Object-level, perform the following steps.

1. Navigate to the Computer page. See Navigating to the Computer Page for instructions.

The Computer page is displayed.

Hofme > Manage > Irtranis = 0002 (0002 Manage ECHOShare Leave Feedback
= Computer: 0002 (DO02) 8 support | | e for an aceount. Q]
Yiew Computer (Inbronis)
‘Comparter Information [#* Edit
Backup agent: Connected DRME/YIE - 1182016
COmpater Name: ooz 506 GB-
s & & = 8 8 = 8
Compuiter ID: ooo2 725 GB-
544 GB-
Emall address:
PTYONE NANTDET: 111-222-3333 38.2GE-
roup: Default Group BIGE- 5 o oo+
Lincal baciop subsoription: Enabled 00B- . . .
anzm WEE0E 162016 1173720156
(s Active Recoveries (0} B Acthity 23 System <% software {0} Nottfications 1 Badkup 3 Delete [ mrestore
Backup Set/Action Detailed EBvent Logs Siart Date Resulis Siatus

2. Click the Restore tab.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.

404




Hyper-V Rapid Recovery

‘1 Intronls Backup and Restore

MSP Solutions by Barracuda

The Restore Selections page is displayed.

Restore Selections

£]

T Type Status Completed

Backed Up Data Type @ Filesand Folders 0 Itemi(s) Restored D1/M4/2017 @ 12:43 PM

@l Files and Folders

ﬁ' VMware Standard

Hyper-¥ Standard

¥ )

Hyper-¥ Rapid Recovery

1
F
1

1-10of1items

3. Click the restore = icon of the backup type you want to restore.
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The Select page is displayed with Rapid Recovery selected as the default.

Restore
‘2 Hyper-V Rapid Recovery

Select

Zelect from the available revisions and/or WMs to restore by:

® i Rapid Recovery

Select Your VM{s) and Revision{s):

What Hyper-V Rapid Recovery Would you Like to Restore?

Current selection:

|- 1§ Windows 7 {hyper-v2012r2-4)

i= Object-Level Restore

Select the items on the left you want to restore.

Mext =

cante'

4. Select the Object-Level Restore radio button.

What Hyper-V Rapid Recovery Would you Like to Restore?
Select from the available Vivis, Revisions, Volumes, and/or Rles and Folders to restore by:

%% Rapid Recovery

#® i= Object-Level Restore

5. Inthe Current Selection pane, select the VM, the disks, and revisions you would like to restore.

Note: You can choose only one revision to restore per selected VM.

Clicking the arrow L at the right of the items displays more files and folders.
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The selection is displayed in the far right pane. Click the remove icon to remove any selections,
or clear the item check box.

Select Your Volumes and/or Files and Folders from the appropriate revision of the VN
Current selection: Windows 7 (fryper-v2002r24) | 11762016 @ 01:51 PMWin 7 &dbit Small A.. B wWindows 7 (hyper-v2012r2-4) (Latest... o
EE=EY . 98 sootmerexe m PWin7 GdbieSmall Agertuhcx
O & System Volume In.. 3 O da-DK b} = volume 1 .
[0 g bootmer [ d=-DE ) o
[ g BOOTSECT.BAK O =GR b
i en-Us }
O es-ES >
O fi-Fl ]
. [ Fonzs »
O fr-FR 3}
g hu-HU ]
O it-m )
O jaP »
[ ko-KR )
O nb-MO b
g ni-NL ) ™
M& ni-pi ) 1
£ >
Exclusions are marked in red.
Next >
6. Click Next.
The Destination page is displayed.
Destination
Where Do You Want To Restore?
Select the destination of your restone.
Destination  ran
Choose where the data is restored
< Previous Mext =

7. At the Path field, type a path, or click the Browse button to select the destination of your restore.
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Browse option

a. Click the Browse button.

The folder options are displayed.

Please select a folder below:
Current selection:
& Local Disk{C:Y) >
& Mew Volume(E:) h ]
1 I
Type network location if it is not listed abowve (for example, \\server\=share):
Path:

Cancel

b. Select the destination.

The OK button is activated.

corce I

c. Click OK.

The address is displayed in the Path field.

Path: IF:\RHMP,'

To add a network location that is not listed, perform the step below.

eq or aupricated, in

This documentco UTes proprietary and COnTIaentia OTTT
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Adding a Network Location

a. To back up files and folders on another network location that is not listed,
type the network path address in the Path field as shown in the example
below.

Type nebwork location if it is not listed abowe (for example, Viserver\share):

Path: | \iexample b4

The add button is activated.

b. Click the add button.

8. After selecting the destination, click Next.

The Advanced page is displayed.

Advanced

What Advanced Behaviors Do You Want Your Restore to Have?
Select from multiple options to dictate the advanced features of the restore.

Restore Options

Choose additional options for your restore.

I_ Restore MTFS Fle Permissions
p Restore File Attributes
p Restore Last Modified Date

< Previous Mext =

9. Optionally, select any of the following options to specify the advanced features of the restore:

e Restore NTFS File Permissions
e Restore File Attributes
e Restore Last Modified Date

10. Click Next.
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The Summary page is displayed.

Summary
Select Recowering 37 File(s), zize: 1429 MB
Destination C\Sy=tem Violume Infarmation
Advanced Restore File Attributes

Restore Last Modified Date

< Previous

(arICEI

11. Verify your selections, and then click the Restore button.

The confirmation pop-up is displayed.

You are about to restore backed up data using the settings you just defined.

Proceed with this restore?

3 - |

12. Click Yes.

The Restores Selections page is displayed showing the status of the restore.

Restore Selections

Restore Type Type Status Completed

P . . N
! ==' Hyper-V Standard _-:_ Hyper-V Rapid Recovery 1 ltem(s) Restored 10/6/2016 @ 11:31 AM
! _'-lE_ Hyper-V Rapid Recovery (EE' Hyper-V Standard 1 Item(s) Restored 10/5/2016 @ 12:53 PM
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Chapter 3. Hyper-V Rapid Recovery Delete

CAUTION! Deleted data is completely purged and can no longer be accessed or restored.

To delete a Hyper-V Rapid Recovery backup, perform the following steps.

1. Navigate to the Computer page. See Navigating to the Computer Page for instructions.

The Computer page is displayed.

Home > Manage > Imtranis > 0002 (0002]

E Computer: D002 (DO0Z)

View Computer (Intronis)

‘Comparter Information

0oo2
ooo2

Backup agent:
COMpUter name:
Compater ID:
Aocount usermame:
Emall address:
PTYONE NANTDET: 111-222-3333
(=11 Default Group
Lincal baciop subsoription: Enabled

(5= Active Recoveries (0} B Actaty 5 System % Software

Backup Set/Action Detailed Event Logs Start Date

%) Manage ECHOShare B3 Leave Feedback

£} support | | sesen for an account Q, |

[ Edit

205 GB-
T25GB-
54 4 GB-
36.2 GB-

B1GE-
BIGE, gt

0oe-

BT172016 32016 1672016 113206

{0 Nottfications i Backup 3 Delete [ restore

Resulis

2. Select the Delete tab.

The Delete Selections page is displayed.

Delete Selections

Backed Up Data Type Type

Files and Folders = | Files & Folders

SQL Server

S mE

Vitware Standard

®

Vitware QuickSpin

I
(%
I

eaaaa

Physical Imaging

1
¥
I

Status Completed

4 Item(s) Deleted 11/04/2016 @ 10:33 AM

o

The Delete Backup page is displayed.

3. Select the delete

icon beside the backup type you want to delete.
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Hyper-V Rapid Recovery
Backup and Restore

CAUTION! All backup data associated with the selected VMs are deleted from local storage. Any

subsequent backup needs to start with a full backup.

Delete

2 Hyper-V Rapid Recovery

What Hyper-V Rapid Recovery VM(s) Would You Like to Delete?
Select from the available Hyper-V Rapid Recovery Wh{s) to delete.

Select Your Rapid Recovery VIM{s):

Current selection:
[ 8 Windows 7 (hyper-w2012r2-4)

< >

Motes

Select the iterns on the left you want to delete.

= All backup data assodated with the selected Vid(s)} will be deleted from local storage. Any subsequent backup will need to start fresh with a full backup.

4. Select the check box of the VM you want to delete.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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The selections for deletion are displayed in the right panel.

Select Your Rapid Recovery VW(s):

Current selection: X 2008 (hyper-v2012r2-4) (All Revisions) X
B § 2008 (hyper-w2012r2-4)

O 8 2012 (hyperv2012r2-4)

< >

Notes
= All backup data aszocdated with the selected VM=) will be deleted from local storage. Any subsequent backup will need to start fresh with a full backup.

Note: Delete removes all revisions. You cannot delete specific revisions.
5. When satisfied with your selection, click the Delete button.

The Delete Confirmation pop-up is displayed.

You have chosen to delets 1 Hyper-V Rapid Restore VM(s), size: 6.47 GB.
Windows 7 (hyper-v2012r2-4)

Deleted data is completely purged and can no longer be accessed or restored.

Are you sure you wish to delete?

v 3

6. Click the Yes button.

The Delete Selections page is displayed with the latest status.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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PART XI. EXCHANGE MAILBOX LEVEL BACKUP and
RESTORE

This section includes the following chapters:

e Exchange Mailbox Level Backup
e Exchange Mailbox Level Restore
e Exchange Mailbox Level Delete

See Backup Agent Software Requirements for more information.

Chapter 1. Exchange Mailbox Level Backup

This chapter includes the following topics:

e Exchange Mailbox Level Overview

e Creating Exchange Mailbox Level Backups

e Editing Exchange Mailbox Level Backup Sets
e Removing Exchange Mailbox Level Backups

Exchange Mailbox Level Overview
This section includes the following topics:

e Exchange Mailbox Level Features

e Exchange Mailbox Level Known Issues
e Exchange Mailbox Level Settings

e Exchange Mailbox Level Backup Tabs

Exchange Mailbox Level Features
With Exchange Mailbox Level backups, you can:

e Use Exchange Web Services (EWS) that allows multi-threading.

e Restore directly to a mail message (.msg) file or to an Outlook Personal Storage Table (.pst) file.

e Run the software from any computer with web access so the agent does not need to be installed on
the Exchange server.

Exchange Mailbox Level backups allow you to back up users' mailbox data for granular restores.
Mailboxes, contacts, and even individual mail messages for a user can be restored on an individual basis,
or in bulk, to provide flexibility in the choices you have when reinstating a user's email.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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Mailbox level backup sets are best used as a data-archiving utility, to keep a record of the emails sent
and received (as well as contacts and calendars) over a long period. It is not recommend using mailbox
level backups as a disaster recovery method since restoring an entire information store via a Mailbox
Level backup is much slower than from an Information Store backup.

The Backup Agent only supports backing up mailboxes from a single domain. If you would like to back up
data from a different domain using an existing sub-account, then you need to delete the backup set and
backed up data before you can edit the URL. If you would like to back up from a second domain, create a

new sub-account and install the backup agent on the second system.

Exchange Mailbox Level Known Issues
The following table lists the known issues for Exchange Mailbox Level:

Exchange Object

Issue

Public folder

Public folder permission must be configured separately. Ensure
you use the EditAll permission to avoid the following error
message:

Access is denied. Check credentials and try again.

Public folder item’s property

EWS does not support directly setting the date and time stamp.

Email’s, Meeting, Appointment,
Task, Contact fields

Body and Note properties do not support RTF format, tables,
WordArt, illustrations or images during restore to Exchange.

Meeting’s properties

EWS does not support the following Meeting properties:
Accepted, Declined Email, Tentative, Declined, New Time
Proposed email, Current or Proposed.

Appointment’s deleted occurrences

EWS does not support updates to the Deleted Occurrences field.

Attachment’s size

The limitation to attachments is 100 MB.

Outlook display after a restore

e The first line in an email body aligns to the left.
e Email's Subject, Location and When properties display a
format that is different from the original.

Outlook

Does not support Attachments in attachments.

Contact’s business card

Not supported for restore to file or PST.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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Exchange Mailbox Level Settings
The following application settings are required for Exchange Mailbox Level.

Application Required Settings
Exchange Create a Service Account with the following permissions:
2010/2013/2016

e Organization Management Role
e Application Impersonation Role
e Discovery Management Role (2013 & 2016 only)

Disable EWS Throttling for all users for performance.

Exchange 2007

Create a Service Account with the following permissions:

e Organization Administrator
e Application Impersonation Role

Disable EWS Throttling for all users for performance.
Enable PowerShell Remoting with the following settings:

e Basic Authentication
e Encrypted Only (https)

The following server settings are required for Exchange Mailbox Level.

Server

Required Settings

Windows Server 2008

Must have the following:

e Windows PowerShell 2.0
e Agent machine must belong to the same domain as the Exchange Server

Exchange Mailbox Level Backup Tabs
Figure 32 displays the backup tabs.

Select

&a Exchange Mailbox Level

Figure 32. Exchange Mailbox Level Backup Tabs.
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Exchange Mailbox Level
Backup and Restore

The following table provides a description of the page features.

Page Description
Select You are required to select at least one mailbox.
Schedule Optionally select the schedule. The default is daily.
Advanced e Temporary Folder: Specify where the temporary folder used in
backing up resides.
e Folder Exclusions: Specify the folders to exclude.
Summary A list of your selections is displayed.

Creating Exchange Mailbox Level Backups
To create an Exchange Mailbox Level backup, perform the following steps.

1. Navigate to the Computer page. See Navigating to the Computer Page for instructions.

The Computer page is displayed.

Home > Manage > Imranis > 0002 (0002]

s

== Computer: 0002 (D002)

— ’ .
n View Computer (Intronis)

‘Computer Information

Backup agent: Connected
COMpAURET Naime: ooo2
Compaer I0: 0oon2

ACCOUN WSETMamE-

Emall agdress:

Phone number- 111-222-3333
Group: Default Group

Lincal baciosp subsoription: Enabled

(o= ACtive RECOVEries (0) [ Acthity &3 System

Backup Set/Action Detailed Event Logs Start Date

90.5 GB-
T25GB-
B4.4 GE-
362 GB-

18.1 GB-
"

00B-

s Notfications

Results

-

8112016

i Backup

-

Manage ECHOShare

ﬁ Support

W06

¥ Delets

Leave Feedbaick

Search for an SCcout.. Q |

162016

[ restore

[# Edit

11732015
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2. Click the Backup tab.

The Backup Selections page is displayed.

Exchange Mailbox Level
Backup and Restore

Backup Selections

Backup Type Type Backup Set
€ @ Files and Folders {4) @  Files=nd Foiders 1
'+ _?_ Physical Imaging (2) i Files and Folders 2
+) {:-E Hyper-¥ Standard i Files and Folders 3
- -
€} == Hyper-V Rapid Recovery @ FilesandFolders 4

© 75 VMware Standard (1)

e

Piy=ical Imaging 1
© @ vMware QuickSpin (3)

Ha

Piy=ical Imaging 2

] E SOL Server (2)

TY®YTYT®YTYEYYYY N
)

Wivhware Standard 1

O L Exchange Mailbox Level @ VMWare QuickSpin 1

- ViMWare QuickSpin 2

= VW are QuickSpin 3

-

—] 5QL1

-

= sz

4 " 1 w s E

=
E
=

¥y ¥ ¥ ¥ ¥ ¥ ¥y vy ¥ v v ¥

MNext Backup

110772006 @ 09:30 PM

11022016 @ 11:00 PM

T1/022016 @ 11:00 PM

T1O2201E @ 11:00 PM

Export Backup Selection
Scheduled Remove
«© X
»

»

«© x
*

] x

] *

1-120f 12 items

3. Inthe Backup Type pane, click the select icon beside Exchange Mailbox Level to run the

backup type.
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The credentials pop-up is displayed.

Required Credentials:

Exchamge EWS URL: | hpsfiwin-djsSc0mugecexchange201 3. domaindews/as

Example: hipasiwebmail companynanme comiews/exthangs asmx

Domain Username: I
DarmaimUisername or Lsermame Do ain

Paszword: I

Required Credential Permissions:

Exchange 2007
& "Exchange Organization Administrator” role, "Application Impersonation” role

Exchange 2010/2013/2016
& "Organization Management” role, "Application Impersonation” role & "Dizcovery

Mansgement" role (2013 2 2016 only)
Conce

Note: Ensure you type the required credential permissions based on the Exchange version you are
backing up. You can back up mailboxes from a single domain only. If you would like to back up data
from a different domain using this subaccount, you must delete the backup data and the backup set
before you can edit the URL.

If you would like to back up from a second domain, create a new subaccount and install the backup
agent on a second system.

4. Type your credentials, and then click Confirm.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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The Select page is displayed.

Where Would You Like to Backup Your Exchange Mailbow(es)?
Lelect from the available Storage Locations below to backup.

Select Storage Location

What Exchange Mailbox(es) Would You Like to Backup?
Zelect from the available Exchange Mailbox{es) balow.

Select Your Exchange Mailbox{es): 12R2-570

| Current selection: Maiboxes

O & Mailboxes b [ o 5ECDBESCALEUOO00D0 -

[0 & 56C0BE3CLGUOC000T
[ = 56CDBE3C-LGUOO00DZ
[ & 56C0DBE3C-LGUOO00D3
[ & S6C0BE3CLGU0000S
[0 & 56C0BE3CALGUOO000S
[ & 56C0BE3CLGUC000E
[ = 56CDBE2C-LGUOO000T
- 0 o 56CDEE3CLEUNO000E
[0 & 56C0BE3CALGUOO000S
[ = 56C00BE3C-LGUOOO0T0
[ & 56C0BE3CLGUON00T
[ & 56C0DBE3C-LGUO000T 2
[ & S6C0BE3CALGUOC00T3
[ & 56CDBE3C-LGUOCD01S
[ = 56C0DBE3C-LGUOO00TS
[ & 56C0BE3CAGUON00TG

[ Automatically add newhy created mailboxes to the backup set.

5. Click the Backup Name to provide a new name for your backup set, or accept the default.
See Changing Backup Set Names.
6. At the Select Storage Location, click one of the following radio button options.

Note: This procedure applies to all options. See Backup Options for more information.

e Local Only (Local Vault must be enabled and a local subscription is required. Data is not
backed up to the cloud.)

e Online Only (An enabled Local Vault disables this option.)

e Online and Local (Local Vault must be enabled.)

7. At the Current Selection pane, select the mailboxes to be backed up.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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Clicking the arrow L at the right of the items displays more mailboxes.

Your selection is displayed in the right pane. Click the remove icon to remove any selections, or
clear the item check box.

Select Your Exchange Mailbox(es): hyper-v.product.com

| Current selection: Mailboxes|Administrator

0 & Mailboxes Y} B Vi o Administrator

M & exchange

8. Optionally select the Automatically back up newly created mailboxes check box at the bottom of
the page, and then click Next.

The Schedule page is displayed.

Schedule |

How Often Would You Like To Back Up Your Data?
Select the schedule options below

Recurrence Pattern - Schedule -
EE\u\eryWeekday Time of day schedule 1 x
Start At MD0PM | (D) Every Weekday @ 11:00 PM and are allowed
to finish before starting the next schedule
® By Dy | OCourrence.
OBy Week
Information

» Multiple Daily £ 'Weekly schedules are permitted

< Previous Next >

9. Accept or edit the default schedule. See Backup Schedules for more information.
Notes:

e Multiple daily/weekly schedules are permitted (as long as they do not overlap).
e The Allow to Finish check box is always selected and grayed-out.

Adding a New Daily or Weekly Schedule

a. To add additional daily or weekly schedules, click the Add New button.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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Backup and Restore

The new Schedule is displayed and the Add New button is highlighted, as

shown below.

Schedule 2

Bvery week

On Sunday @ 11:00 PM and are allowed to
finish before stardng the next schedule

ooourrenoe.

b. Make your selections.

The new schedule details are displayed.

Editing Existing Daily or Weekly Schedules

a. To edit existing schedules, in the Schedule column, click the schedule

details.

The Schedule is highlighted.

b. Select your new daily or weekly times.

Your schedule is displayed in the Schedule column. Click the remove E icon to delete schedule.

10. Afters

etting your schedule, click Next.

The Advanced page is displayed.

| Advanced |

Temporary Folder

Define where the temporary folder that's used in backing up
Exchange Mailbox{es) resides. Manually type in a path or

browse to the desired location.

Path: |CAWINDOWS\TEMP\BackupAgent

< Previous

Folder Exclusions

[ Exclude "Deleted Items” folders
M Exclude "Spam” folders
[ Exclude "Junk Email” folders

Next >

Requirement: You must specify a temporary folder located on a disk with sufficient space..

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in

whole or in part without the prior written consent of Intronis.

423




Exchange Mailbox Level

‘1 Intronls Backup and Restore

MSP Solutions by Barracuda

11. At the Temporary Folder field, accept the default, type a new path, or click the Browse button to
locate the temporary folder that is used in backing up.

Browse option
a. Click the Browse button.

The folder options are displayed.

Please select a folder below:
Current selection:
& Local Disk{C:h) 3
- e Volume(E:) b ]
14 2
Type network location if it is not listed abowve (for example, \\server\=share):
Path:

Cancel

b. Select the destination.

The OK button is activated.

=

c. Click OK.

The address is displayed in the Path field.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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Path: IC:'-L'»."U'lr'd{:ws"._EM PBackupigent

below.

To add a network location that is not listed, perform the step below.
Adding a Network Location

a. To back up files and folders on another network location that is not listed,
type the network path address in the Path field as shown in the example

Path:  \iexample

Type nebwork location if it is not listed abowe (for example, Viserver\share):

a +

b. Click the add

The add button is activated.

button.

12. At the Folder Exclusions section, select the check boxes of folders to exclude, and then click Next.

The Summary page is displayed.

Select

Schedule

Advanced

< Previous

Summary

Containzs 1 Exchange Mailboxies) selacted, size 164.74 MB (e=timated)
Drestination n Online

Schedule 1 Every Weekday @ 11:00 PM and are allowed to finish before starting the next schedule ocourrence.

Temporary Folder: C\Windows\TEMPBackupAgent

Cancel Create Backup Set

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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Note: If the directory you have chosen does not have enough free space, the following pop up is
displayed.

The temporary directory you've chosen does not have enough free space to perform this backup. Would
you like to continue creating the set or do you want to change the specified temporary directory?

Change Continue

13. To change your directory, click the Change button. To continue with the backup, click Continue.
14. At the Summary page, verify your backup selections, and then click Create Backup Set.

The Backup Selections page is displayed with your current backup status.

Editing Exchange Mailbox Level Backup Sets

To edit an Exchange Mailbox Level backup, perform the following steps.

1. Navigate to the Computer page. See Navigating to the Computer Page for instructions.

The Computer page is displayed.

Home > Manage > Imranis > D002 (0002]

Manage ECHOShare Leave Feedback
E ‘Compurter: 0002 (D002) &3 support | | Search fior an account.. Ql
View Computer (Intronis)
‘Comparter Infonmation [#* Edit
Backup agent: Connected ORME2016 - 11NB2016
COMARET Naime- 0oon2 ol 5 GE-
* & & ® & & & 2
Compaer ID: ooz 725 GB-
ACOoUN USETTamE-
544 GB-
Emall address:
Phone nammiber- 111-222-3333 382 GE-
Group: Default Group 181 GE'" a & = = @
Local bacosp subscription: Enakbled 0.0B- ) § .
8112016 HE20e e2016 11732015
(o= ACtive RECOVEries (0) B Acomy &3 System <+ software {0 Notfications 1 Badkup » Delete [l restore
Backup SetfAction Detailed Event Logs Start Date Results Status
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2. Click the Backup tab.

The Backup Selections page is displayed.

Exchange Mailbox Level
Backup and Restore

Backup Selections

Backup Type Type Backup Set
€ @ Files and Folders {4) @  Files=nd Foiders 1
'+ _?_ Physical Imaging (2) i Files and Folders 2
+) {:-E Hyper-¥ Standard i Files and Folders 3
- -
€} == Hyper-V Rapid Recovery @ FilesandFolders 4

© 75 VMware Standard (1)

e

Piy=ical Imaging 1
© @ vMware QuickSpin (3)

Ha

Piy=ical Imaging 2

] E SOL Server (2)

TY®YTYT®YTYEYYYY N
)

Wivhware Standard 1

O L Exchange Mailbox Level @ VMWare QuickSpin 1

- ViMWare QuickSpin 2

= VW are QuickSpin 3

-

—] 5QL1

-

= sz

4 " 1 w s E

=
E
=

¥y ¥ ¥ ¥ ¥ ¥ ¥y vy ¥ v v ¥

MNext Backup

110772006 @ 09:30 PM

11022016 @ 11:00 PM

T1/022016 @ 11:00 PM

T1O2201E @ 11:00 PM

Scheduled

Export Backup Selection

Remove

1-120f 12 items

3. Click the edit icon of the backup selection to edit.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in

whole or in part without the prior written consent of Intronis.

427




( 1 Intronis

MSP Solutions by Barracuda

The credentials pop-up is displayed.

Exchange Mailbox Level
Backup and Restore

Required Credentials:

Exchange EWS LIRL: Ihn;:-s:.l'fhy'per-u.produd::urru'e:.us.l’ex:hange.asmx
Example: hitps:iiwebmail compammanme. comdesd/exchangs s
Domain Usernarme: Im:change@pruduct.u:om
DormaintLermarne or UsernameS Damain

F'ESS‘.'.‘DH:I: III'I-I-II.I'I

Required Credential Permissions:

Exchange 2007
= "Exchange Organization Administrator” role, "Application Impersonation” role

Exchange 2010/2013/2016
= "Organization Management” role, "Application Impersonation” role & “Discovery
Management™ role (2013 & 2016 only)

-

4. Type your credentials, and then click Confirm.

The Backup Set Summary page is displayed.

Edit Backup
& Exchange Mailbox Level 1/

| Summary |

Deestination n Online

Select Contains 1 Exchange Mailbox{es) selected, size 164.74 MB (estimated)

Schedule Schedule 1 Every Weekday @ 11:00 PM and are allowed to finizsh before starting the next schedule occurrence.
Advanced Temporary Folder: CA\Windows\TEMPMBackupAgent
< Previous

Cancel Update Backup Set

5. Select any of the tabs to display and edit your current settings. See Creating Exchange Mailbox

Level Backups for details.
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Notes:

e The backup set name may be edited. See Changing Backup Set Names.
e The Storage Location Destination options on the Select page cannot be changed.

6. After making all your edits, click the Update Backup Set button at the bottom of any page, as
shown below.

Cancel Update Backup Set

The Backup Selections page is displayed with your current backup status.

Removing Exchange Mailbox Level Backup Sets
To remove an Exchange Mailbox Level backup set, perform the following steps.

1. Navigate to the Backup Selections page. See Creating Exchange Mailbox Level Backups for
instructions.

The Backup Selections page is displayed.

Backup Selections
Backup Type Type Backup Set Run Next Backup Scheduled Remove
€5 @ Files and Folders (4) / @B Filesand Folders 1 » nwoirne@oxdor @) *
© & Physical Imaging (2) / @ Files=ndFolders2 [ *
] 'EE Hyper-¥ Standard / @ Filesand Foiders 3 » - *
€ = HyperV Rapid Recovery # @ Filesand Folders 4 »  vezeneeitaery @) *
] ﬁ VMware Standard (1} >~ _@_ Proysical Imaging 1 » - *
© & vMware QuickSpin (3) A& B prysical imaging 2 »  vezoune@itoerm @) x
O = soLserver@ & f3'  VMware Standard 1 »  vozeme@timerm @) *
© g Exchange Mailbox Level >~ _@_ VMWare QuickSpin 1 » - t
rFa & WMWare QuickSpin 2 » - *
>~ & \MWare QuickSpin 3 > - »
~ E sQL1 [ *
>~ E SQLZ > - *

" 4 1 - » [ 1-12of 12 item=

2. At the relevant backup set row, click the remove icon to remove the backup set.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
429



( 1 Intronis

MSP Solutions by Barracuda

The confirmation pop-up is displayed.

Exchange Mailbox Level

Remove Backup Set
server or your Local Vault.

Are you sure that you would like to remowve this backup set®

Removing a backup set does not automatically delete the associated data from the

v I

3. Click Yes.

The backup set is removed.

Backup and Restore
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Chapter 2. Exchange Mailbox Level Restore

This chapter includes the following topics:
e Exchange Mailbox Level Restore Tabs

e Restoring Exchange Mailbox Level Backups

Exchange Mailbox Level Restore Tabs
Figure 33 displays the restore tabs.

& Exchange Mailbox Level

Select

Figure 33. Exchange Mailbox Level Restore Tabs.

The following table provides a description of the page features.

Page Description
Select You are required to select at least one Exchange Mailbox Level.
Destination Select the destination of your restore, the method by which to restore, and how

existing data are treated.
Restore Method options include:

e Restore to file(s)
e Restore to .PST file
e Restore to Exchange

Select from the following options to specify how are existing files treated during
restoration:

e Do not overwrite any existing files with restored files
e Overwrite existing files with restored files

e Do not restore deleted items

e Restore deleted items

Summary A list of your selections is displayed.

Restoring Exchange Mailbox Level Backups
To restore an Exchange Mailbox Level backup, perform the following steps.

1. Navigate to the Computer page. See Navigating to the Computer Page for instructions.
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whole or in part without the prior written consent of Intronis.
431




Exchange Mailbox Level

‘1 Intronls Backup and Restore

MSP Solutions by Barracuda

The Computer page is displayed.

Home > Manage > mtranls > 0002 (0002) (8] Manage ECHOShare [EJ Leave Feedback
] -
&= Computer: 0002 (0002) 3 suppart | [ searcn far an account.. Q]
el View Computer (Intronis)
Computer Information [# Edit
Badup agent: Connectsd .H-"' DEME2D6 - 1182016
COmpaiter name- oooz 20.6 GB-
® & & & & & = a
Compater 1D: ooo2 725GB-
ACoount usermame:
544 GB-
Emiall address:
Phone number: 111-222-3333 6.2 G~
Group: Default Group 181 G‘E" s * = = @
Local badasp subscription: Enabled ooB- . . . .
811206 Y206 62016 11732015

(o= Active Recoveries (0) B Acthaaty 13 System “¢ software O Nottfications i Backup ¥ Delete I restore

Backup Set/Action Detailed Bvent Logs Start Date Resulis Status

2. Click the Restore tab.

The Restore Selections page is displayed.

Restore Selections

]

Backed Up Data Type You have not restored any data during the last 7 days.

Files and Folders
Click on the ! icon to perform a restore for the respective Restore Type.

S50L Server

la |&
LN

- EE Exchange Info. Store

¥ L\ Exchange Mailbox Level

3. Click the restore =l icon of the backup type you want to restore.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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The Select page is displayed

Restore

&2 Exchange Mailbox Level D
| [setemt |

What Exchange Mailbox{es) Would You Like to Restore?
Select from the svailable Exchange Server(s) & Mailboxies) to restore. Only one Exchange Server may be selected at a time.

Select the exchange server from which you want to restore mail items:

Current selection: Select the items on the left you want to restore.
(" @ exchange2(1 2.domain > AI
w
4 F
Exclusions are marked in red.

Mext =

(ancEI

4. In the Current Selection pane, select the mailboxes to be restored.

)
Clicking the arrow L at the right of the items displays more mailboxes.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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Exchange Mailbox Level
Backup and Restore

The selection is displayed in the far right pane. Click the remove icon to remove any selections.

Select the exchange server from which you want to restore mail items:

O S exchange2(3.d.

[~ atrish

| Current selection: exchanged13.domainladministrator|Commen Views

& gxchange201 3 domain

> B _I _I & samiisrator

¥ & Deferred Action

[ & Freebusy Dats }
[ & Location b
[ & Mailboxéssociati... ¥
IF & PecpleConnect >
p B Recoverable ltems )

. ¥ & schedule b ’
[ & Sharing b
[ & Top of Informati... ¥
[ & views b
[ & Warkingset b
| |

Exclusions are marked in red.

MNext =
Note: You can only restore from one Exchange Server at a time.
5. After confirming your selections, click Next.
The Destination page is displayed.
Destination |
Where Do You Want To Restore?
Select the destination of your restore, the methoad with which you wish to restore and how existing data will be treated.
Restore Method restereta e
i ) . ® Restore to PST file
Determine how you would like the mailbos
data to be restored and into which format. Restore oo Exchange
Destination patn: |
Choose where the data is restored
Exi Sti ng Fi |E'S ® Do not overwrite any existing files with restored files
Crverwrite existing files with restored files
Deleted I temS ®) Do not restore deleted items
Restore deleted iberms
= Previous MNext >

6. Select a Restore Method radio button.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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o If you select Restore to file(s) or Restore to .PST file, then at the Destination path field, type a
path, or click the Browse button, and perform the following steps.

Browse option
(a). Click the Browse button.

The folder options are displayed.

Please select a folder below:
Current selection:
& | ocal Disk{Ch) b ]
& Mew Volume(E) h ]
14 I
Type network location if it is not listed above (for example, \\server\share):
Path:
Cancel

(b). Select the destination.

The OK button is activated.

(c). Click OK.

The address is displayed in the Path field.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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D'E‘Sti I"Iatinl'l Pahe [L:'lLG-ca-IS:urage-

Choose where the data is restored

(d). To add a network location that is not listed, perform the step below.
Adding a Network Location

a. To back up files and folders on another network location that is not listed,
type the network path address in the Path field as shown in the example
below.

Type nebwork location if it is not listed abowe (for example, Viserver\share):

Path:  \iexample b4

The add button is activated.

b. Click the add button.

e If you select Restore Exchange, the following fields are displayed.

@Restc-re to Exchange

Exchange Service Url:  hitps:/iwin-4jsScimugec exchange2 3.domain/ews/exchangeas..

User: | administrator@exchange?013.domain v

7. At the Existing Files section, select either Do not overwrite any existing files with restored files
or Overwrite existing files with restored files radio button,

8. At the Deleted Items section, select Do not restore deleted items or Restore deleted items, and
then click Next.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in

whole or in part without the prior written consent of Intronis.
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The Restore Summary page is displayed.

Summary
Select Recowvering 3 mail item{s). size: 73.75 KB (estimated)
Destination Restore to C:\Recovery

Do not overwrite amy existing files with restored files
Do not restore deleted items

< Previous

9. Verify the restore selections, and then click Restore.

The confirmation pop-up is displayed.

‘You are about to restore backed up data using the settings you just defined.
Proceed with this restore?
o
10. Click Yes.

The Restore Selections page is displayed with the status.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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Chapter 3. Exchange Mailbox Level Delete

CAUTION! Deleted data is completely purged and can no longer be accessed or restored.
To delete an Exchange Mailbox Level backup, perform the following steps.

1. Navigate to the Computer page. See Navigating to the Computer Page for instructions.

The Computer page is displayed.

Home > Manage > ntranis = 0002 (0002 (%) Manage ECHOShare B Leave Feedback
— [ -
=  Computer: 0002 (0002) 8 support | | e for an aceount. Q]
s View Computer (Intronis)
‘Comparter Information Z Edit
Backup agent: Connected ¢ DRMSZ016 - 1108206
COmpaiter name- oooz 20.6 GB-
[ - L] - - - - -
Compuiter ID: ooo2 725 GB-
544 GB-
[Emall address:
Phone number: 111-222:3333 6.2 6B
Group: Default Group 181 GE" s & = = @
Lincal baciop subsoription: Enabled ooe- . . . .
8112016 wB2016 1we201e 11722016

(s Active Recoveries (0} B Acthity 23 System <% software {0 Nottfications i Backup 3 Delete [ restore

Backup Set/Action Detailed Event Logs Start Date Resulis Status

2. Select the Delete tab.

The Delete Selections page is displayed.

Delete Selections

Backed Up Data Type Type Status Completed
Files and Folders =1 Files & Folders 4 Item(s) Deleted 11/04/2016 @ 10:33 AM

SQL Server

S mE

Vitware Standard

®

Vitware QuickSpin

I
(%
I

eaaaa

Physical Imaging

1
¥
I

3. Select the delete m icon beside the backup type you want to delete.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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The Delete page is displayed.

Delete

& Exchange Mailbox Level o

What Exchange Mailbox Itemi(s) Would You Like To Delete?
Select from the available BExchange Mailboe Item(s) to delete.

Select Your Exchange Mailbox ltem(s):

Current selection:
0 & exchange2013.domain »

Select the itams on the left you want to delete.

Exclusions are marked in red.

4. Select the radio button of the mailboxes to be deleted.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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The delete selections are displayed in the right panel.

Select Your Exchange Mailbox ltemis):

Current selection: exchange013 domain S exchange2013. domain b4
& 3 exchange201 3 domain & Fdministrator

kA & trish

Exclusions are marked in red.

5. After making your selections, click Delete.

The confirmation pop-up is displayed.

‘You are about to delete 3 itemd(s) selected, size: T3.75 KB .
Deleted data is completely purged and can mo longer be accessed or restored.

v 23

Are you sure you wish to delete?

6. Confirm your selection, and then click Yes.

The Deletes Selections page is displayed with the latest status.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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PART XIl. EXCHANGE INFORMATION STORE

BACKUP AND RESTORE

This section includes the following chapters:

e Exchange Information Store Backup
e Exchange Information Store Restore
e Exchange Information Store Delete

See Backup Agent Software Requirements for more information.

Chapter 1. Exchange Information Store Backup

This chapter includes the following topics:

e Exchange Information Store Backup Tabs

e Creating Exchange Information Store Backups

e Editing Exchange Information Store Backup Sets
e Removing Exchange Information Store Backups

Exchange Information Store Backup Tabs
Figure 34 displays the backup tabs.

3 Exchange Information Store s

Select

Figure 34. Exchange Information Store Backup Tabs.

The following table provides a description of the page features.

Page Description
Select You are required to select at least one mailbox.
Schedule Optionally select the schedule. The default is daily.
Retention The default retention is keep 4 weeks and no fewer than 4 versions.
Advanced e Temporary Folder: Specify where the temporary folder used in
backing up resides.
e Folder Exclusions: Specify the folders to exclude.
Summary A list of your selections is displayed.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in

whole or in part without the prior written consent of Intronis.

443




Exchange Information Store

‘1 Intron |S Backup and Restore

MSP Solutions by Barracuda

Creating Exchange Information Store Backups
To create an Exchange Information Store backup, perform the following steps.

1. Navigate to the Computer page. See Navigating to the Computer Page for instructions.

The Computer page is displayed.

Home > Manage > Imtranis > D002 (0002) \®) Manage ECHOShare EJ Leawe Feedback
==  Computer- 0002 (D002) £} support | | sesrcn for an account.. Q|

—
—
e

View Computer (Intronis)

Camputer Information [ Edit

Backup agent: Connected r{ DEMS2D16 - 1132016

COMARET Naime- 0oon2 ol 5 GE-

Computer I: oooz — * & & ® & & & 2

w 544 GB-

PFhone number: 111-222-3333 36.2GB-

Group: Default Group 181 GE'. a & = = @

Local bacoup subscription: Enabled 0.0B- i ) § .
8112016 HE20e e2016 11732015

(o= ACtve RECOVEres (0} B Acomy 3 System <+ software {0 Notfications 1 Badkup » Delete [l restore

Backup Set/Action Detailed Event Logs Start Date Results Status

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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2. Click the Backup tab.

The Backup Selections page is displayed.

Backup Selections i ——
Backup Type Type Backup Set Run  Mext Backup Scheduled Remowve

€ i@ Files and Folders (4) /& @l Files=nd Foiders 1 p noTzve@oziorm @) x
o _ijl_ Physical Imaging (2] A i@l FilesandFolders2 [ X
o EE Hyper-V Standard & @l Fies and Foiders 3 » - *
© =5 HyperV Rapid Recovery # @ Filesand Folders 4 meens@oory @0 X
0 ﬁ VMware Standard (1) f _@_ Phiyzical Imaging 1 [= - "
4] _'—ff'_ VMuware QuickSpin (3) y _@_ Physical Imaging 2 P meve@itoorv @) x
© = soLserver(@ F 3 \Mware scandara 1 b nozzoe@tioorm @) x
& L4 Exchange Mailbox Level F @ \ware Quickspin > - -
}" = WMWare QuickSpin 2 > - *

& @ vware Quickspin 3 > - x

A = sa [ S x

rFs E 50L2 > - x

N CEDIOIE 1-12 of 12 tems

3. Inthe Backup Type pane, click the select icon beside Exchange Information Store to run the
backup type.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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The Select page is displayed.

Create Backup

3 Exchange Information Store 2/ o

Select

Select Storage Location
® # Online Only

What Exchange Info. Store Storage Groups Would You Like to Backup?
Select from the available Info. Store Storage Groups below to backup.

Select A Storage Group

Current selection:

(01 Mailbox Database D030191133

o

Next >

Cancel Create Backup Set

4. Click the Backup Name to provide a new name for your backup set, or accept the default.
See Changing Backup Set Names.
5. At the Select Storage Location, click one of the following radio button options.

Note: This procedure applies to all options. See Backup Options for more information.

e Local Only (Local Vault must be enabled and a local subscription is required. Data is not
backed up to the cloud.)

e Online Only (An enabled Local Vault disables this option.)

e Online and Local (Local Vault must be enabled.)

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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Exchange Information Store

Backup and Restore

6. At the Current Selection pane, select the storage group to be backed up.

Clicking the arrow L at the right of the items displays more storage groups.

The storage group’s name and size is displayed at the far right.

Select A Storage Group

Current selection:
(® & Mailbox Databaze 1933967427

o

Mailbox Database 1933967427

Size: | 120 MB

Size listed includes mail database and all
associated logs

7. Click Next.

The Schedule page is displayed.

Schedule |

How Often Would You Like To Back Up Your Data?
Select the schedule options below

Recurrence Pattern -

Every week on: Time of day
Osunday Start Ac 11:00PM | O
O Monday
@ By Week DTue&day Method
DWEdI‘IE-S{Ia_',‘
) Incremental
|:|Thl..|rS|:I.a;.I
) ® Full
O Friday
M saturday
Information

» Multiple Weekly schedules are permitted.

< Previous

Schedule -

Schedule 1
Every week on Saturday starting @ 11:00 PM

and are allowed to finish before starting the
next schedule ocourrence. Full backups.

Schedule 2 X
Ewery week on Sunday & Monday & Tuesday

& Wednesday & Thursday & Friday starting

@ 1100 PM and are allowed to finish before
starting the next schedule ocourrence.
Incremental backups.

Add New

Next »

8. Accept or edit the default schedule. See Backup Schedules for more information.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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Notes:

e  Multiple weekly schedules are permitted (as long as they do not overlap).
e The Allow to Finish check box is always selected and grayed-out.

Adding a New Weekly Schedule
a. To add additional weekly schedules, click the Add New button.

The new Schedule is displayed and the Add New button is highlighted, as
shown below.

Scheddule 2

Bwvery week

On Sunday @ 11:00 PM and are allowed to
finish before starting the next schedule

ooourrenoe.

b. Make your selections.

The new schedule details are displayed.

Editing Existing Weekly Schedules

a. To edit existing schedules, in the Schedule column, click the schedule
details.

The Schedule is highlighted.

b. Select your new daily or weekly times.

9. Select a backup method radio button, Incremental or Full.

Note: If you choose Full, every backup runs a full. If you choose Incremental, the first backup is a full
and the subsequent backups are incremental.

Your schedule is displayed in the Schedule column. Click the remove E icon to delete schedule.
10. After setting your schedule, click Next.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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The Retention page is displayed.

Retention

Archiving Rules A . )
Determine how many versians of each file you would like to retain. Keep 4 | °  weskisiand nofewerthan 4 | © versionis)

[0 Enable Advanced Archiving Start From a Template  «

Mext =

< Previous

11. Select the number of versions you wish to archive.
Note: The default retention is keep 4 weeks and no fewer than 4 versions.

12. Optionally, select the Enable Advanced Archiving check box. For Advanced Archiving information,

see Archiving Rules

The Advanced Archiving fields are displayed.

Start From a Template  »

] Enable Advanced Archiving

E Keep all versions from now to| 4 : Week{s) v {}

After 4 Weelklz) keep nothing.
Kieep no fewer than 4 : wversion{s)

Example: The setting of a daily backup kept for 30 days and no fewer than 10 versions mean that 30
versions are kept. However, a setting of once a week means that after 10 weeks, 10 versions are

kept.

13. Make your selections, click Save Rule, and then click Next.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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The Advanced page is displayed.

Advanced

Temporary Folder

Exchange Info. Store(s) resides. Manually type in a path or
browse to the desired location.

< Previous

Define where the temparary folder that's used in backingup  Path: [CiWindows TEMP\Backuphgent

MNext >

Requirement: You must specify a temporary folder located on a disk with sufficient space..

14. At the Temporary Folder field, accept the default, type a new path, or click the Browse button to

locate the temporary folder that is used in backing up.

Browse option
a. Click the Browse button.

The folder options are displayed.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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Please select a folder below:

Current selection:

& Local Disk{C:Y) >
& Mew Volume(E:) h ]
1 I
Type network location if it is not listed abowve (for example, \\server\=share):

Path:

Cancel

b. Select the destination.

The OK button is activated.

corce I

c. Click OK.

The address is displayed in the Path field.

Path: IC:'-L".".I'lr'dcws"._EM P Backuphgent

To add a network location that is not listed, perform the step below.

Adding a Network Location

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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a. To back up files and folders on another network location that is not listed,
type the network path address in the Path field as shown in the example
below.

Type nebwork location if it is not listed abowe (for example, Viserver\share):

Path: | \iexample *®

The add button is activated.

b. Click the add button.

15. After making your selections, click Next.

The Summary page is displayed.

Summary
Select Contains: 1 Database(s) selected, size: 10.19 6B (estimated)
Destination &% oniine
Schedule Schedule 1 Every week on Saturday starting @ 11:00 PM and are allowwed to finish before starting the next schedule

occurrence. Full backups.

Schedule 2 Every week on Sunday & Monday & Tuesday & Wednesday & Thursday & Friday starting @ 11:00 PM and
are allowed to finish before starting the next schedule ocourrence. Incremental backups.

Retention Keep at least 4 Week(s) and no fewer than 4 version(s).
Advanced Temporary Folder:  C\Windows\TEMP\BackupAgent
< Previous

Cancel Create Backup Set

16. At the Summary page, verify your backup selections, and then click Create Backup Set.

The Backup Selections page is displayed with your current backup status.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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Editing Exchange Information Store Backup Sets
To edit an Exchange Information Store backup, perform the following steps.

1. Navigate to the Computer page. See Navigating to the Computer Page for instructions.

The Computer page is displayed.

Home > Manage > Imtranis > D002 (0002) \®) Manage ECHOShare EJ Leawe Feedback
-}
& Computer 0002 (0002) £ support | | search for an account... Q]
prd View Computer (Intronis)
Compurter Information [ Edit
Backup agent: Connected r; DEMS2D16 - 1132016
COMARET Naime- 0oon2 90.5 GB-
* & & ® & & & 2
Companer I0: ooo2 725 GB-
ACOoUN USETTamE-
544 GB-
Ermall agdress:
Phone number: 111-222-3333 36.2GB—
Group: Default Group 181 GE'. a & = = @
Lincal baciosp subsoription: Enabled 0.0B- . . . .
8112016 HE20e e2016 11732015

(o= ACtve RECOVEres (0} B Acomy 3 System <+ software {0 Notfications 1 Badkup » Delete [l restore

Backup Set/Action Detailed Event Logs Start Date Results Status
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2. Click the Backup tab.

The Backup Selections page is displayed.

Exchange Information Store
Backup and Restore

Backup Selections

Backup Type Type Backup Set
€ @ Files and Folders {4) @  Files=nd Foiders 1
'+ _?_ Physical Imaging (2) i Files and Folders 2
+) ﬁ Hyper-¥ Standard i Files and Folders 3
- -
€} == Hyper-V Rapid Recovery @ FilesandFolders 4

© 75 VMware Standard (1)

e

Piy=ical Imaging 1

4] _@_ VMware QuickSpin (3) Physical Imaging 2

Ha

] E SOL Server (2)

TY®YTYT®YTYEYYYY N
)

Wivhware Standard 1

O L Exchange Mailbox Level @ VMWare QuickSpin 1

- ViMWare QuickSpin 2

= VW are QuickSpin 3

-

—] 5QL1

-

= sz

4 " 1 w s E

=
E
=

¥y ¥ ¥ ¥ ¥ ¥ ¥y vy ¥ v v ¥

MNext Backup

110772006 @ 09:30 PM

11022016 @ 11:00 PM

T1/022016 @ 11:00 PM

T1O2201E @ 11:00 PM

Export Backup Selection
Scheduled Remove
© .
X
X
© X
X
| @ X
€« x
X
X
X
X

1-120f 12 items

3. Click the edit icon of the backup selection to edit.
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The Backup Set Summary page is displayed.

Backup and Restore

Edit Backup

£3 Exchange Information Store 17

Schedule 1 Every week on Saturday starting @ 11:00 PM and are allowed to finish before starting the next schedule

Schedule 2 Every week on Sunday & Monday & Tuesday & Wednesday & Thursday & Friday starting @ 11:00 PM and

| Summary |
Select Contains: 1 Database(s) selected, size: 565.06 MB (estimated)
Drestination n Online

Schedule

occurrence. Full backups.

are allowed to finish before starting the next schedule oocourrence. Incremental backups.
Retention Keep at least 4 Weekis) and no fewer than 4 version(s).
Advanced Temporary Folder:  CAWindows\TEMP\BackupAgent
< Previous

Cancel Update Backup Set

4. Select any of the tabs to display and edit your current settings. See Creating Exchange Information

Store Backups for details.

Notes:

e The backup set name may be edited. See Changing Backup Set Names.
e The Storage Location Destination options on the Select page cannot be changed.

5. After making all your edits, click the Update Backup Set button at the bottom of any page, as

shown below.

Cancel Update Backup Set

The Backup Selections page is displayed with your current backup status.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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Removing Exchange Information Store Backup Sets
To remove an Exchange Information Store backup set, perform the following steps.

1. Navigate to the Backup Selections page. See Creating Exchange Information Store Backups for
instructions.

The Backup Selections page is displayed.

Backup Selections
Backup Type Type Backup Set Run Next Backup Scheduled Remowve
& @ Files and Folders (4) A~ @ Files and Folders 1 » 1orzrs@osierm ) <
@ & Physical Imaging (2) /~ @ FlesandFolders2 [ - x
€ =2 HyperV Standard A~ @ Files=nd Foiders 3 = - =
€ = Hyper-V Rapid Recovery Z~ @ Flesand Foiders 4 » 1rezzre@110oem @) x
€ " VMware Standard (1) r _@_ Pry=ical Imaging 1 > - x
© & VMware QuickSpin (3) A B prysical imaging 2 » nmzzms@iioorm @) x
© = soLsever@ & @  VMware Standard 1 »  vozemee@tioerw ) x
© [ Exchange Mailbox Level >~ _@_ WiiWWare QuickSpin 1 » - »
>~ B vMWare QuickSpin 2 » - »
}' =¥ VMWare QuickSpin 3 [ - »
& = sou [ - x
-~ E sQLz » - >

- - 1 L - - 1-12o0f 12 tems

2. At the relevant backup set row, click the remove icon to remove the backup set.

The confirmation pop-up is displayed.

Remove Backup 5et
Removing a backup set does not automatically delete the associated data from the
server or your Local Vault.

Are you sure that you would like to remove this backup set?

o - |

3. Click Yes.

The backup set is removed.
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Chapter 2. Exchange Information Store Restore

This chapter includes the following topics:
e Exchange Information Store Restore Tabs

e Restoring Exchange Information Store

Exchange Information Store Restore Tabs
Figure 35 displays the restore tabs.

3 Exchange Info. Store

Select

Figure 35. Exchange Information Store Restore Tabs.

The following table provides a description of the page features.

Page Description
Select You are required to select at least one Exchange Information Store.
Destination Select from the following options to specify how are existing files treated during

restoration:

e Download to a temporary local folder
e Restore over the current Information Store
e Restore to a Recovery Information Store

Destination: Choose where the data is restored.

Summary A list of your selections is displayed.
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Restoring Exchange Information Store
To restore an Exchange Information Store, perform the following steps.

1. Navigate to the Computer page. See Navigating to the Computer Page for instructions.

The Computer page is displayed.

Home > Manage > Imtranis > D002 (0002) \®) Manage ECHOShare EJ Leawe Feedback

& Computer 0002 (0002) £ support | | search for an account... Q]
prd View Computer (Intronis)
Compurter Information [ Edit
Badkup agent: Connected Hr DEMS2D16 - 1132016
COMARET Naime- 0oon2 90.5 GB-
L I R T B T S |

Companer I0: ooo2 725 GR-
ACOoUN USETTamE-

54.4 GB-
[Emall aoaress:
Phone number: 111-222-3333 362G+
Group: Default Group 15-1GE'. a & = = @
Lincal baciosp subsoription: Enabled 0.0B- . . . .

B12016 Wa2016 1062016 11372016

(o= ACtve RECOVEres (0} B Acomy 3 System <+ software {0 Notfications 1 Badkup » Delete [l restore

Backup Set/Action Detailed Event Logs Start Date Results Status

2. Click the Restore tab.

The Restore Selections page is displayed.

Restore Selections
0| .

Backed Up Data Type

-

You have not restored any data during the last 7 days.
Files and Folders
Click on the ! icon to perform a restore for the respective Restore Type.

LLLN

S50L Server

! E,g Exchange Info. Store
4

3. Click the restore ™= icon of the backup type you want to restore.
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The Select page is displayed

Restore

t3 Exchange Info. Store e

JSeIe:t|

What Exchange Info. Store Would You Like To Restore?
Select from the available revizions and/or items to restore

Select the items to restore:

Current selection: Select the items on the left you want to restore.

O @ Mailbox Database 1933967427 »

Mext =

Cancel Restore

4. Select from the available revisions and/or items to restore.

Clicking the arrow L at the right of the items displays more revisions and items.
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The selection is displayed in the far right pane. Click the remove icon to remove any selections.

Select the items to restore:
Current selection: Mailbox Database 1538488148 & Mailbox Database 15384231458 o
O & Mailbox Database 1538488148 ® & 10172006 @ 1201 AM (Incremental] ¥ -~ i@ 1017/2016 @ 12:01 AM {Increme.. b4
O @ 1016/2016 @ 11:01 PM {Incremental) 3
O @ 10116/2016 @ 12:00 AM (Incremental) 3
O 10152016 @ 11:01 PM (Full) }
O i 10115/2016 @ 12:00 AM (Full) »
O @ 10142006 @ 11:01 PM (Incremental) 3
O i 10114/2016 @ 12:00 AM (Incremental) )
| Ol 1013206 @ 11:01 PM (Full) »
O @ 10122016 @ 1201 AM (Incremental) 3
O @ 10122016 @ 1201 AM (Incremental) 3
O i 10111/2016 @ 1200 AM (Incremental) )
O i 10102016 @ 1201 AM (Incremental) )
O @ 10/0%/2016 @ 12:00 AM (Incremental) 3
O i 10/08/2016 @ 12:00 AM (Full) »
O i@ 1072016 @ 12:00 AM (Incremental] ) o
AR AN N L & 490 TR Masrnes s me e n *
Mext >
Note: You can only restore from one Exchange Server at a time.
5. After confirming your selections, click Next.
The Destination page is displayed.
Destination |
Where Do You Want To Restore?
Select the destination of your restore, the method with which you wizh to restore and how existing data will be treated.
REStore 'Dpt“"ls ® Download to a temporary local folder
Choase how you'd like your Exchange dﬁl: t: Restore over the current Information Store
I red.
Restore to a Recovery Information Store
Destination
Choose where the data is restored Path: Browse...
< Previous Mext =

6. Select a Restore Option radio button.
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o If you select Download to a temporary local folder, then at the Destination path field, type a
path, or click the Browse button, and perform the following steps.

Browse option
a. Click the Browse button.

The folder options are displayed.

Please select a folder below:
Current selection:
& | ocal Disk{Ch) b ]
& Mew Volume(E) h ]
14 I
Type network location if it is not listed above (for example, \\server\share):
Path:
Cancel

b. Select the destination.

The OK button is activated.

c. Click OK.

The address is displayed in the Path field.
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Destination  ran [Eilccasionage

Choose where the data is restored

To add a network location that is not listed, perform the step below.
Adding a Network Location

a. To back up files and folders on another network location that is not listed,
type the network path address in the Path field as shown in the example
below.

Type nebwork location if it is not listed abowe (for example, Viserver\share):

Path:  \iexample b4

The add button is activated.

b. Click the add button.

e If you select Restore over the current Information Store, the Path field is disabled.
e If you select Restore to a Recovery Information Store, the Path field is disabled.

7. When your selections are complete, click Next.

The Summary page is displayed.

Summary
Select Recovering Mailbox Database 1538488148, roraling 301.01 MB (estimated)
Destination Your Exchange data will be restored to the current Information Store.
Advanced Restore over the current Information Store

< Previous

Cancel Restore
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8. Verify the restore selections, and then click Restore.

The confirmation pop-up is displayed.

You are about to restore backed up data using the settings you just defined.

Proceed with this restore?
- 23

9. Click Yes.

The Restore Selections page is displayed with the status.
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Chapter 3. Exchange Information Store Delete

CAUTION! Deleted data is completely purged and can no longer be accessed or restored.
To delete an Exchange Information Store backup, perform the following steps.

1. Navigate to the Computer page. See Navigating to the Computer Page for instructions.

The Computer page is displayed.

Home > Manage > ntranis = 0002 (0002 (%) Manage ECHOShare B Leave Feedback
— [ -
=  Computer: 0002 (0002) 8 support | | e for an aceount. Q]
s View Computer (Intronis)
‘Comparter Information Z Edit
Backup agent: Connected ¢ DRMSZ016 - 1108206
COmpaiter name- oooz 20.6 GB-
[ - L] - - - - -
Compuiter ID: ooo2 725 GB-
544 GB-
[Emall address:
Phone number: 111-222:3333 6.2 6B
Group: Default Group 181 GE" s & = = @
Lincal baciop subsoription: Enabled ooe- . . . .
8112016 wB2016 1we201e 11722016

(s Active Recoveries (0} B Acthity 23 System <% software {0 Nottfications i Backup 3 Delete [ restore

Backup Set/Action Detailed Event Logs Start Date Resulis Status

2. Select the Delete tab.

The Delete Selections page is displayed.

Delete Selections

Backed Up Data Type Type Status Completed
Files and Folders =1 Files & Folders 4 Item(s) Deleted 11/04/2016 @ 10:33 AM

SQL Server

S mE

Vitware Standard

®

Vitware QuickSpin

I
(%
I

eaaaa

Physical Imaging

1
¥
I

3. Select the delete m icon beside the backup type you want to delete.
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The Delete page is displayed.

Delete

23 Exchange Information Store o

What Bochange Info. Store Itemn(s) Would You Like To Delete?
Select fram the available Exchange Infio. Store itemi(s) to delete.

Select Your EBxchange Info. Store emi{s)

Current selection:
(0 & Mailbox Database 1538488142 ]

Select the items an the left you want to delete.

Exrlusions are marked in red.

=

4. Select the radio button of the items to be deleted.

Clicking the arrow L at the right of the items displays more information store items

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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vé

The delete selections are displayed in the right panel.

Select Your Exchange Info. Store lemi{sk

[ Current selection: Mailbax Database 1538485148110/13/2016 @ 1201 AM (incrementai) | | '@ Mailbox Database 1538488128 x
O 101772016 @12 ) ,  WEOO.chk N i810/15/2016 @ 12:00 AM (Full

L 10162016 @17 ) i ECO00002C4A fag i 10/14/2016 @ 11:01 PM (increme...

Listonerote@iz.. 3 B E0000002C48 Jag i10/14/2016 @ 1200 AM (increme... %

Liaionszote @it ) i E000D0D2CAC fog & 1013/2016 @ 11:01 BM (Full} X

Mg 0nseoe @12 ) I E0O0DRDZCAD o 10/13/2016 @ 1201 AM fincreme... %

M@ 10142016 @115 ) I E0000002C4E log

Ml 10142016 @ 12 ) B E000D0D2C4F log

 R@101306@11.. ) | g E000D002CSIog

% i 10132016 @12-.. ) [ E0000002C5 1 log

Ol 101272016 @12 ) [ ECO0D002C52 log

D@ 0m206@12-.. ) B E000D0D2C53 Iog

Dl 10102016 @12 ) [ E0O00002C54 log

i@ 10/09/2016 @ 12-.. ) [ E0O0D002CS5 log

Ol 1040272016 @ 12-.. ) [ E0O0D002C56 log

O 100772016 @ 12... ) w [ EDDODD0ZCST.log v

Ml ANmErIvac & 11 x o FONNNNNI SR ne

Exclusions are marked in red.

=

5. After making your selections, click Delete.

The confirmation pop-up is displayed.

You are abouwt to delete 5 ibemfs) zelected, size: 243 GB.
Deleted data is completely purged and can no longer be accessed or restored.

Are you sure you wish to delete?
e = |

6. Confirm your selection, and then click Yes.

The Deletes Selections page is displayed with the latest status.
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PART XIll. SYSTEM STATE BACKUP AND RESTORE

This section includes the following chapters:

e System State Backup
e System State Restore
e System State Delete

See Backup Agent Software Requirements for more information.

Chapter 1. System State Backup

This chapter includes the following topics:

e System State Backup Tabs

e (Creating System State Backups

e Editing System State Backup Sets
e Removing System State Backups

System State Backup Tabs
Figure 36 displays the backup tabs.

‘U System State 17

Select

Figure 36. System State Backup Tabs.

The following table provides a description of the page features.

Page Description

Select You are required to select a storage destination for the System State
backup.

Schedule Optionally select the schedule. The default is every week on Sunday at

11:00 p.m. The backup is allowed to finish before starting the next
schedule occurrence.

Retention The default retention is keep 4 weeks and no fewer than 4 versions.

Advanced The following items are required:

e Temporary Folder: Specify where the temporary folder used in
backing up resides.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
whole or in part without the prior written consent of Intronis.
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Page Description

e Scratch Drive: Select a non-critical drive with enough free space to
host the system state backup.

Summary A list of your selections is displayed.

Creating System State Backups
Note: Only one System State backup set may exist on a computer.

To create a System State backup, perform the following steps.

1. Navigate to the Computer page. See Navigating to the Computer Page for instructions.

The Computer page is displayed.

Home > Manage > |ntranis > 0002 (0002) (&) Manage ECHOShare [EJ Leave Feedback
— [ ————
5 Computer: 0002 (0002) 8 support | | searn fiar an aceoun:. Q]
== View Computer (Intronis)
Computer Information [# Edit
Backup agent: Connected ' DBMEZD16-11M5/2016
CompaUitEr name- ooo2 o] 5 GE-
* & & @ & & & &
Compater ID: ooz 725 GB-
Edd GE-
Emall address:
Phone number: 1112223333 3.2 G
Group: Default Group 15-1G‘E" s * = = @
Lincal baciop subsoription: Enabled ooe- . . . .
8112016 W06 62016 11732015

(o= Active Recoveries (0) B Acthaaty 23 System “¢ software O Nottfications i Backup . Delete I restore

Backup Set/Action Detailed Bvent Logs Start Date Resulis Status
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2. Click the Backup tab.

The Backup Selections page is displayed.

Backup Selections

Backup Type Type Backup Set Run  Mext Backup Scheduled  Remove
© @ Files and Folders (1) /4 @ Fiesand Folders 1 > - X
ﬂ _@_ Physical Imaging

ﬂ ‘:E' Hyper-V Standard
-

ﬂ . Hyper-V Rapid Recovery

@ 72 VMware Standard

@ @ VMware QuickSpin

o E SQL Server

© L3 Exchange Mailbox Level

ﬂ @ System State

Note: The System State backup type is available only for agents of version 5.5.4 or above that have a
supported operating system (Windows Server) and the Windows Server Backup feature enabled.

3. Inthe Backup Type pane, click the select icon beside System State to run the backup type.
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The Select page is displayed.

Create Backup
D System State 1~ <

Select

Where Would You Like to Backup Your System State?
Select from the svailable Storage Locations below to backup.

Select Storage Location

% #% Online Only

Mext =

Cancel Create Backup Set

4. Click the Backup Name to provide a new name for your backup set, or accept the default.
See Changing Backup Set Names.
5. At the Select Storage Location, click one of the following radio button options.

Note: This procedure applies to all options. See Backup Options for more information.

e Local Only (Local Vault must be enabled and a local subscription is required. Data is not
backed up to the cloud.)

e Online Only (An enabled Local Vault disables this option.)

e Online and Local (Local Vault must be enabled.)

6. Click Next.
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whole or in part without the prior written consent of Intronis.
472



( 1 Intronis

MSP Solutions by Barracuda

The Schedule page is displayed.

System State Backup and

Restore

Schedule |

How Often Would You Like To Back Up Your Data?
Select the schedule options below

Recurrence Pattern

Every week on: Time of day
p Sunday

' By Day I_ bonday
ol By Week I_ Tuesday
I- Wednesday

Start A 11:00PM | (D

I_ Thursday
I- Friday

I_ Saturday

Information

» Nultiple Daily / Weekdy schedules are permitmed

< Previous

Schedule

Schedule 1
Every week

On Sunday @ 11200 PM and are allowed to
finish before starting the next schedule
DCOLMTENCE.

MNext =

7. Accept or edit the default schedule. See Backup Schedules for more information.

Notes:

e  Multiple daily/weekly schedules are permitted (as long as they do not overlap).

o The Allow to Finish check box is always selected and grayed-out.

Adding a New Daily or Weekly Schedule

shown below.

Schedule 2
Every week
On Sunday @ 11:00 PM and are allowed to

finish before stardng the next schedule
COOUrTEnoe.

b. Make your selections.

a. To add additional daily or weekly schedules, click the Add New button.

The new Schedule is displayed and the Add New button is highlighted, as

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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The new schedule details are displayed.

Editing Existing Daily or Weekly Schedules

a. To edit existing schedules, in the Schedule column, click the schedule
details.

The Schedule is highlighted.

b. Select your new daily or weekly times.

Your schedule is displayed in the Schedule column. Click the remove E icon to delete schedule.
8. After setting your schedule, click Next.

The Retention page is displayed.

Retention
Archiving Rules T = )
Determine how mamny versions of each backup you would like to retain. Keep|4 - weekis) and no fewer than | 4 hd version(s]
|_ Enable Advanced Archiving Start From a Template  »
< Previous Mext =

9. Select the number of versions you wish to archive.
Note: The default retention is keep 4 weeks and no fewer than 4 versions.

10. Optionally, select the Enable Advanced Archiving check box. For Advanced Archiving information,
see Archiving Rules

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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The Advanced Archiving fields are displayed.

Enable Advanced Archivi
[ Enable anc VIing Start From a Template  «

conc

E Keep all versions from now to | 4 : Weak{s) - ﬂ

After 4 Week(s) keep nothing.

Keep mo fewer tham 4 : wersion(s)

Example: The setting of a daily backup kept for 30 days and no fewer than 10 versions mean that 30
versions are kept. However, a setting of once a week means that after 10 weeks, 10 versions are
kept.

11. Make your selections, click Save Rule, and then click Next.

The Advanced page is displayed.

Advanced

Temporary Folder

Define where the temporary folder that's used in backingup  pggp- CAWindows\TEMP\BackupAgen:
Sy=tem State resides. Manually type in a path or browse to the
desired location.

Scratch Drive

To backup Windows Server 2012 R2 Standard, you must have a
non-cridical drive with enough free space to host the system
state backup.

Use this mon-critical drive: | E- (23.8 GB Free) L

< Previous Mext =

Requirement: You must specify a temporary folder and a scratch drive located on a disk with
sufficient space.

12. At the Temporary Folder field, accept the default, type a new path, type a new path, or click
the Browse button to locate the temporary folder that is used in backing up.

Browse option
a. Click the Browse button.

The folder options are displayed.
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Please select a folder below:
Current selection:
& | ocal Disk{C\) h ]
& Mew Volume(E:) h ]
14 I
Type network location if it is not listed abowve (for example, \\server\=share):
Path:
Cancel
b. Select the destination.
The OK button is activated.
Cancel m
c. Click OK.
The address is displayed in the Path field.
Path: IC:'-L".'vir'dcws"._EM:"LE-ackup.&,genl: Browse...

To add a network location that is not listed, perform the step below.

Adding a Network Location

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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Backup and
Restore

type the network path address in the Path field as shown in the example
below.

Type nebwork location if it is not listed abowe (for example, Viserver\share):

Path: | \iexample b4

The add button is activated.

b. Click the add button.

a. To back up files and folders on another network location that is not listed,

Note: To back up Windows Server 2012 R2 Standard and Windows Server 2008 and above, you must

have a non-critical drive with enough free space to host the system state backup.

13. At the Scratch Drive section, click the down-arrow to display non-critical drives,
then click Next.

The Summary page is displayed.

select a drive, and

Summary

Scratch Driver E: (23.8 GB Free)

= Previous

Select Destination &% online
Schedule Schedule 1 Every week
On Sunday @ 11:00 PM and are allowed to finish before starting the next schedule oocurrence.
Retention Keep at least 4 Week(s) and no fewer than 4 version(s).
Advanced Temp Location:  C:AWindows\TEMP\BackupAgent

Cancel Create Backup 5et

14. At the Summary page, verify your backup selections, and then click Create Backup Set.
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The Backup Selections page is displayed with your current backup status.

Backup Selections

Backup Type Type Backup Set Run  Mext Backup Scheduled Remove

€ @ Files and Folders & 0 symemsuted »  tzozmeenoorm @) x

Editing System State Backup Sets
To edit a System State backup, perform the following steps.

1. Navigate to the Computer page. See Navigating to the Computer Page for instructions.

The Computer page is displayed.

Home > Manage > Imtranis > D002 (0002) \®) Manage ECHOShare EJ Leawe Feedback
-] -
—] ‘Computer: 0002 (D002) n Support | | Seanch for.an accout.. Ql

prel View Computer (Intronis)

Camputer Information [ Edit

Backup agent: Connected r,f DEMS2D16 - 1132016

COMpAURET Naime: ooo2 o5 GB-

Computer I: oooz — * & & ® & & & 2

E’tm 54.4 GB-

PFhone number: 111-222-3333 36.2GB-

Group: Default Group 181 GE'. a & = = @

Local bacoup subscription: Enabled 0.0B- . . . .
8112016 HE20e e2016 11732015

(o= ACtve RECOVEres (0} B Acomy 3 System <+ software {0 Notfications 1 Badkup » Delete [l restore

Backup Set/Action Detailed Event Logs Start Date Results Status
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2. Click the Backup tab.

The Backup Selections page is displayed.

Backup Selections

Backup Type Type Backup 5et Run  Next Backup Scheduled Remowve

€ @ Files and Folders F D sysemsaei »  owezmr@1ooem @) X
G _?_ Physical Imaging
@ % HyperV Standard
.
+] _:E_ Hyper-V Rapid Recovery
© 7' VMware Standard
© @ vMware QuickSpin

'+ E SOL Server

& L Exchange Mailbox Level

’

3. Click the edit icon of the backup selection to edit.

The Backup Set Summary page is displayed.
Edit Backup

‘D System State 1~ o
=
Select Destination % online
Schedule Schedule 1 Every week

On Sunday @ 11:00 PM and are allowed to finish before starting the nestt schedule oocurrence.

Retention Keep at least 4 Weekis) and no fewer than 4 version(s).

Advanced Temp Location:  C:AWindows\TEMP\Backupfgent
Scratch Drive: E: (23.8 GB Free)

< Previous

Cancel Update Baclup Set
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4. Select any of the tabs to display and edit your current settings. See Creating System State Backups
for details.

Notes:

o The backup set name may be edited. See Changing Backup Set Names.
e The Storage Location Destination options on the Select page cannot be changed.

5. After making all your edits, click the Update Backup Set button at the bottom of any page, as
shown below.

Cancel Update Backup Set

The Backup Selections page is displayed with your current backup status.

Removing System State Backup Sets
To remove a System State backup set, perform the following steps.

1. Navigate to the Backup Selections page. See Creating System State Backups for instructions.

The Backup Selections page is displayed.

Backup Selections

Backup Type Type Backup 5et Run  Mext Backup Scheduled Remowe

© @ Files and Folders & 0 systemsiaat p ouoznoT@iiiorm @) x
+] _?_ Physical Imaging

© % Hyper.V Standard

4] _=E_ Hyper-V Rapid Recovery

4] ﬁ VMware Standard

o _@_ VMware QuickSpin

G E S0L Server

& L Exchange Mailbox Level

2. At the relevant backup set row, click the remove icon to remove the backup set.
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The confirmation pop-up is displayed.

System State Backup and

Remove Backup Set
server or your Local Vault.

Are you sure that you would like to remowve this backup set®

Removing a backup set does not automatically delete the associated data from the

v

3. Click Yes.

The backup set is removed.

Restore

The System State backup type is enabled with the Add button displayed so you can create a

new System State backup set.
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Chapter 2. System State Restore

This chapter includes the following topics:

e System State Restore Tabs

e Restoring System State

System State Restore Tabs
Figure 37 displays the restore tabs.

Select

‘O System State

Figure 37. System State Restore Tabs.

The following table provides a description of the page features.

Restore

Page Description

Select You are required to select one System State revision.
Destination Choose where the data is restored.

Summary A list of your selections is displayed.

Restoring System State

To restore a System State, perform the following steps.

1. Navigate to the Computer page. See Navigating to the Computer Page for instructions.
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The Computer page is displayed.

Home > Manage > mtranls > 0002 (0002) (8] Manage ECHOShare [EJ Leave Feedback
&  Computer: 0002 (0002) 8 support | | sear fir an account.. Q]
s View Computer (Intronis)

‘Comparter Information [#* Edit

Backup agent- Connected ‘J‘ DEME2D6 - 1182016

CompaUitEr name- ooo2 o] 5 GE-

Computer ID: o002 _— e ——

E’tm 54.4 GB-

Phone number: 1112223333 36.2 GB-

Group: Default Group 181 G‘E" o4

Local badasp subscription: Enabled i) - T— . . .
812016 W06 162016 11372016

(o= Active Recoveries (0) B Acthaaty 23 System “¢ software O Nottfications i Backup . Delete I restore

Backup Set/Action Detailed Bvent Logs Start Date Resulis Status

2. Click the Restore tab.

The Restore Selections page is displayed.

Restore Selections
0| .

Backed Up Data Type You hawve not restored any data during the last 7 days.

» @ System State

Click on the ! icon to perform a restore for the respective Restore Type.

3. Click the restore = icon of the backup type you want to restore.
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whole or in part without the prior written consent of Intronis.

484



System State Backup and

‘1 |ntr0n |S Restore

MSP Solutions by Barracuda

The Select page is displayed

Restore
O System State D

[[soeat |

What System State Would You Like to Restore?
Select from the svailable revizions to restore

Select Your Revision:

Current selection:
(& i 11/21/2016 @ 715 AM
(1111772018 @ &:02 PM

Mext =

cance'

Note: You can only restore from one System State at a time.

4. Inthe Current Selection pane, select from the available revisions to restore, and then click Next.
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The Destination page is displayed.

Destination

Where Do You Want To Restore?

Select the destination of your restore.

Destination  ran

Choose where the data is restored

= Previous Mext =

5. At the Path field, type a path, or click the Browse button to select the destination of your restore.

Browse option
a. Click the Browse button.

The folder options are displayed.
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Please select a folder below:

Current selection:

& Local Disk{C:Y) >
& Mew Volume(E:) h ]
1 I
Type network location if it is not listed abowve (for example, \\server\=share):

Path:

Cancel

b. Select the destination.

The OK button is activated.

corce I

c. Click OK.

The address is displayed in the Path field.

Destination  ran [l

Choose where the data is restored

d. To add a network location that is not listed, perform the step below.

Adding a Network Location
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Restore

a. To back up files and folders on another network location that is not listed,
type the network path address in the Path field as shown in the example
below.

Type nebwork location if it is not listed abowe (for example, Viserver\share):

Path: | \iexample b4

The add button is activated.

b. Click the add button.

6. After your selection is complete, click Next.

The Summary page is displayed.

Summary
Select Recovering this computer's System State, size: 8.2 GB
Destination CASystem Volume Information
< Previous

7. Verify the restore selections, and then click Restore.
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The confirmation pop-up is displayed.

You are about to restore backed up data using the settings you just defined.

o -

Proceed with this restore?

8. Click Yes.

The Restore Selections page is displayed with the status.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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Chapter 3. System State Delete

System State Backup and
Restore

CAUTION! Deleted data is completely purged and can no longer be accessed or restored.

To delete a System State backup, perform the following steps.

1. Navigate to the Computer page. See Navigating to the Computer Page for instructions.

The Computer page is displayed.

Home > Manage > Imtranis > 0002 (0002]

E Computer: D002 (DO0Z)

View Computer (Intronis)

‘Comparter Information

Backup agent: Connected ¢
CompaUitEr name- ooo2
Computer I0: ooo2

Aocount usermame:

Emall address:

PTYONE NANTDET: 111-222-3333
(=11 Default Group

Lincal baciop subsoription: Enabled

(o= Active Recoveres () [ Actity 23 System

Backup Set/Action Detailed Event Logs Start Date

“5 Software

b Notifications

Resulis

%) Manage ECHOShare B3 Leave Feedback

Search for an SCcout.. Q |

ﬂ Support

[# Edit

DEMID1E - 1152016
205 GB-
T25GB-
544 GB-

. - L - - & ® -

36.2 GB-

B1GE-
BIGE, gt

0oe-

BT172016 32016 1672016 113206

i Backup ¥ Delets [ restore

2. Select the Delete tab.

The Delete Selections page is displayed.

Delete Selections

Backed Up Data Type

D' ‘:k:l System State

You have not deleted any data in the last 7 days.

Click on the D' icon to perform a delete for the respective Delete Type.

3. Select the delete m icon beside the backup type you want to delete.
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The Delete page is displayed.

Delete

‘D System State

What System State(s) Would You Like to Delete?
Select from the available System State revisions to delete.

Select Your Revision{s):

Current selection:

[ @ 1117201e @ 6:02 PM

Cancel Delete

4. Select the check boxes of the items to be deleted, and then click Delete.

The confirmation pop-up is displayed.

You are about to delete 1 item(s) selected, size: 8.23 GB.

11/17/2016 @ 6:02 PM

Deleted data is completely purged and can no longer be accessed or restored.

Are you sure you wish to delete?

o -

5. Confirm your selection, and then click Yes.
The Deletes Selections page is displayed with the latest status.
This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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PART XIV. CONTACTING PARTNER SUPPORT

This chapter includes the following topics:

e How and When to Contact Partner Support
e Common Issues You Can Check
e Preparing for Support

How and When to Contact Partner Support
Partner Support hours are Monday — Friday 8 am —9 pm EST. Contact Partner Support by:

e Phone at 1-800-569-0155, option 1.
e Live chat from the website or management portal.
e Emailing support@intronis.com.

During weekends and holidays, coverage during business hours is provided via email only.

Before contacting the Partner Support Team, attempt level-one troubleshooting of the issue.

Common Issues You Can Check
Here are some common issues you can check before seeking support.

e Access the logs for flagged issues through the management portal or on the local software.
e When a failed backup notice is received, try to reproduce the issue or manually run a backup.
e Check the network and environmental variables that could cause a backup to fail.

— Check Event Viewer for corresponding errors
— VSS writers

— Permissions

— Connection/Firewall/Anti-virus

e Check the Knowledge Base for relevant articles.

Preparing for Support
When you contact the Partner Support Team, be ready to provide the following:

e The user name of the account with the issue and the computer ID.
e Any warnings, exceptions, or error messages.

If an existing case, have that case number available so Support can access it to find all relevant
information. Depending on the backup solution, a remote connection to the machine may be necessary.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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PART XV. APPENDIX

This appendix includes the following topics:

e Navigating to the Computer Page
e Backup Options

e Archiving Rules

e Backup Schedules

e VMware Clusters

Navigating to the Computer Page

Appendix

To navigate to the Computer page, perform the following steps.

1. Loginto your account.

The Home page is displayed.

ECHO

PLATFORM

a

- w w b

View Reports Pay Bill Dowmniloads Preferences

Home

Welcome
ﬂ Intronls Dashboard

Select Group to Display- | All Computers (No Group)

~ Backups finisned in the last 24 Hours[v|

O A

81.8% 0%
o1 o1
FAILED WARNINGS

Rier= O M 4 0 20

Sort By: ACCOUNT Name (A-Z)

*  Law Office © 9711 (82%)

Filters Affect Most Recent Status|v|

(%) Manage ECHOShare EJ Leave Feedback

&3 support | Saarch for an SCcout... Q|

_ Last Updated

M inchude Recurring interval Based Backups S

Now
18.2% 0
2
COMPLETED RUNNING
Time Displayed a= | Elapsed Time ] pa—

Accounts Displayed Per Page: |25 Currently Viewing Page 1 of 1[%] Expand an ]

& 011 (0%6) « 211 (18%) 20
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2. At the ECHOshare ribbon, click Manage.

The Management Dashboard is displayed.

Appendix

Managemnent Dashboard

—
—]
—— Wiew_ EdIt, and Manage Your ADcounts, Groups, and Computers

MANAGE

ACCOUNTS View Group View
Account/Computer Vemsion Badwp pacdkages
Fl BR2
| Intronis {carnwash) Entry Plus
I Lanwr Office (lilley_br2 e Availability

Manage Accounts/Packages Manage your accounts and devices, backup packages and account billing plans.

ﬂ Support | | Search for an account.. Q|
E3) Add Partner | i Add Account
Oowdwsage E & 2 fH B & & &
111.78 GB 12 g 1 2 1 ilali]
18.05 GB 7 4 o o [+] o
89373 GB 5 4 1 2 1 o

3. Click the Account/Computer you want to access.

The Manage Account page is displayed.

ECHO

PLATFORM
Home

Manage

View Reporis

£~

Preferences

BE 1
oE ¥ [f. -
Pay Bill

II v
Downloads

Hoime > Manage > Law Office
== Account- Law Office
=  Manage Account
ACOOUNT INFORMATION
COmpany name:- Law Office
Mame- est]
Contact and billing address: test sadfgasg
Mashua, NH
03062
United States
Phone number: 1235423142
UsBmame-
Emall address:
Online usage: 93.73GE
Backup package-: Availapility &
Account billing plan: Default OBS 5 &
Portal aness: Create/Edit, Delete, and Restore
Custom fieid:
5 Backup Agent(s) Installed
Computer Version Ooud usapge
Law Office-0000 571 5.66 GB

(% Manage ECHOShare EJ Leave Feedback

u Support | | Search for an aceount.. Ql

A Change Password Q‘ Edit

120816 - 03082017

103.2 GB
32553'.'...‘..4'-.«
615 GE-
413 GB-
M0EGE-
0pB-—— .
127142016 1M2m7 2827 3207
o Alerts
4 Add Computer ﬂ. Apply Template
Local backup Preferences &
- &

4. Select a computer from the Computer list.
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The Computer page is displayed.

Home > Manage > mtranls > 0002 (0002) Manage ECHOShare Leave Feedback
=  Computer- 0002 (DD0Z) 3 suppart | [ searcn far an account.. Q]
- View Comparter (Inbronis)
‘Comparter Information [# Edit
Backup agent: Connected 3 DBMEZD16-11M5/2016
Computer name- ooo2 20.56 GB-
& & @ @ &« = &
Compater 1D: ooz 725 GB-
Account username: 544 G-
Emall address:
Phone number: 1112223333 3.2 G
Group: Default Group 181 GE'" s * = = @
Local badasp subscription: Enabled 00B- . . .
8112016 WB2016 1e2016 11732016
(4= Active Recoveries (0) B Acthaaty 23 System “¢ software O Nottfications i Backup ¥ Delete I restore
Backup Set/Action Detailed Event Logs Start Date Resulis Siahus

5. Follow the procedures in this guide to perform your backups, restores, and deletes.

Backup Options

During the backup procedure, you can select one of the following backup options:

e Online only
e Local only (Data is not backed up to the cloud.)
e Online and local

Note: Online and Local is shown only if the Local Vault is set up for this computer. The Local Only option
is available if the Local Vault is set up and the computer has a Local Backup subscription assigned.

Online Only
Data is remotely stored on the cloud. An active Local Vault disables this option.

Local Only

Local only backup works in conjunction with an existing feature called the Local Vault. These backups
are not stored on support servers and do not count toward your remote storage. Local Only also
requires a local backup subscription. Without a local backup subscription, the local only option is
unavailable.

Local Only backup sets are stored only on:

e The original machine
e A NAS device
e Another local location

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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e Anetwork share
For Local Only backups, the local backup subscription and the Local Vault must be enabled.

Local-Only backups are ideal for data that needs to be backed up but that may not be the best candidate
for online backup. Some reasons to use Local-Only backups are for:

e Media files that do not change and do not need daily revisions, such as .mp3s, .movs, .jpgs.

e Non- critical personal data.

e Data that the client does not want to pay for but still wants backed up (music and/or video libraries).

e Exchange Mailbox backups — the messages are available locally in the event that a client is missing
an e-mail (the recommendation is to back up the Exchange Info Store servers online for Disaster
Recovery).

Changing the Local Vault after a local backup is run means losing the backed up data if the data is:

e not manually moved to a new location.
e not stored in the cloud, (online and local backup set).

Online and Local
Online and Local backup sets are stored locally and online. The Local Vault must be enabled.

Archiving Rules
This section includes the following topics:

e Setting Archiving Rules

e Advanced Archiving Retention Parameters

e Daily, Weekly, Monthly and Yearly Calculations

e How Archiving Rules Work for Files and Folders

e Setting the Advanced Archiving Rules for Files and Folders
e Advanced Archiving Rules Templates

Setting Archiving Rules
Archiving rules are specific to each type of backup set and must be configured while creating or editing
the backup set.

You can set the number of days that the backup sets are kept, and set the number of versions that are
kept. Archiving rules dictate how many versions of each file are kept. The maximum number of versions
that can be kept is 99. The maximum length of time a version can be kept is Forever.

The more versions you keep, the higher the storage usage.

If changed, the Archiving Rule applies to the data you back up when the next backup runs. Previous
backup sets are not affected.
This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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Advanced Archiving Retention Parameters
Advanced archiving rules can be set based on the following parameters:

e Days

e Weeks
e Months
e Years

e Forever

Daily, Weekly, Monthly and Yearly Calculations
Daily

A daily revision is the latest revision from a calendar day, or the closest to 23:59:59 time of day.
Weekly

A weekly revision can be set on any day of the week. The default value for weekly revisions is Sunday to
follow the ISO date standard. If no revision exists on Sunday, a search for the closest one from Saturday

is performed.
Monthly

A monthly revision is determined by the latest from a month (or closest to it). During monthly intervals
the last Sunday from a month back up is kept, instead of the last day.

Yearly

The latest revision for that year is kept, or the closest to it. The revision day always starts on a Sunday.

How Archiving Rules Work for Files and Folders
The archiving rules for Files and Folders can be selectively applied to particular files and folders as
shown in Figure 38. The This rule applies to field accepts wildcard filters using commas.

The default is to keep no fewer than 10 versions for at least 30 days.

Archiving Rules
Determine how many versions of each file you would like to save.

Enable Ad ed Archivi
[v] Enable Advanc rehiving Add a New ArchivingRule v = Or | Start From a Template v

=
Q:‘ Keep atleast 30 : day(s) and no fewer than 10 : version(s)

This rule applies to: | =% Please separate all wildcard filters with commas.

Figure 38. Files and Folders Advanced Archiving Settings.

You also have the option of applying template options as described in the following sections:
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e Add a New Archiving Rule
e Start from a Template

Add a New Archiving Rule
Selecting the drop-down arrow from Add a New Archiving Rule displays the following menu.

Add a New Archiving Rule  »

>

Add a New Archiving Rule
O Age

|::| Versions

&¥ Disk Usage

@! Date Range

The options available allow you to create a template based on the following parameters:

o Age

e Versions

e Disk Usage
e Date Range

Start from a Template
Selecting the drop-down arrow from Start From a Template displays the following menu.

Start From a Template

Start From a Template ~

{ | Medical
{J Accounting
{J Keep Maore
{J Keep Less

The options available allow you to create a template based on the following parameters:

Medical
e Accounting

Keep More

Keep Less

See Advanced Archiving Rules Templates for more information.
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Setting the Advanced Archiving Rules for Files and Folders
To set advanced archiving rules, perform the following steps.

1. At the Retention page, click the Enable Advanced Archiving check box.

Retention
Archiving Rules . .
3 " i =
Determine how many versions of each file you weould like to retain. Keep |30 | | day(s) and no fewer than | 10 version(z)
I™ Enable Advanced Archiving Add a New ArchivingRule v OF  StartFrom a Template  #
< Previous Mext =

The advanced archiving options are displayed.

Archiving Rules
Determine how many versions of each file you would like to save.

Enable Ad ed Archivi
i Enable Advanced Archiving Add a New ArchivingRule v = Or |Start From a Template v

o

(D Keep at least 30 : day(s) and no fewer than 10 : version(s)

This rule applies to: | *®* Please separate all wildcard filters with commas.

2. To change the times and version fields, click the arrows to a setting, and then click Save Rule.
3. To add a new archiving rule, click the Add a New Archiving Rule down arrow.

This document constitutes proprietary and confidential information of Intronis. This document may not be disclosed, used or duplicated, in
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The rules menu is displayed.

) Age

Add a New Archiving Rule

Add a Mew Archiving Rule N

il Versions
&¥ Disk Usage
[_‘_‘?] Date Range

4. Select a menu option.

The following table provides the displays for each option.

Appendix

If you Then the following is displayed...
select...
Age f‘:‘ Keep at least 30 : day(s) and no fewer than 10 : version(s)

This rule applies to: | &% X Please separate all wildcard filters with commas.
Version ] Keep 10 : version(s) of each file.

This rule applies to: | %% ¢ Please separate all wildcard filters with commas.
Disk &y Keep as many versions as possible using no more than 100 : ME
Usage This rule applies to: | ®% ¢ Please separate all wildcard filters with commas.
Date ﬁ] Keep all versions from now to | 1 = Month(s) v Add
Range After 1 Month keep nothing.

Keep no fewer than 1 : wersion(s)

This rule applies to: | ** Please separate all wildcard filters with commas.

5. If you selected Date Range, then click the Add button to display additional rule fields that can be
applied, as shown below.

E] Keep all versions from now to | 1 : Month(s) v Add
After 1 Month keep nothing.

Keep no fewer than 1 : version(s)

This rule applies to: 5

iix

cne

Please separate all wildcard filters with commas.
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6. To add another rule to this selection, click the Add button.

Appendix

Another rule field is displayed with an incremental time span (years), as shown below.

E] Keep all versions from now to | 1 : Month(s)

v

3 After 1 Month , keep Monthly versions for | 1

Year(s)

v

Add

After 1 Year keep nothing.

Keep no fewer than 1 : version(s)

This rule applies to: | *.*

Please separate all wildcard filters with commas.

7. Make your selections, and then click the Save Rule button.

Your selection is summarized in the Advanced Archiving row, as show in the following example.

1 version(s). Apply this rule to All files.

}‘ ﬁ‘_-i] Keep all versions from now te 1 Menth. After 1 Menth, keep Menthly versions for 1 Year. After 1 Year keep nothing, Keep no fewer than x

8. Click the remove icon to remove any unwanted selections.
9. When satisfied with your selections, click Update Backup Set.

Cancel Update Backup 5et

The Backup Selections page is displayed.
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1. At the Retention page, select the Enable Advanced Archiving check box, and then select the Start

from a Template drop-down arrow.

Start From a Template

{ | Medical
i___] Accounting
i___] Keep Maore
i___] Keep Less

L

Start From a Template ~

Medical

Line 1: Keep all versions from now until 1 (days, weeks, months, years, forever).
Line 2: After 1 (x), keep (x) versions for (x).

Line 3: After 1 (x), keep (x) versions for (x).

Line 4: After (x), keep nothing.

Keep no less than: (1 to 99) versions.

Applies to: All

2. Select the template to create an archiving rule.

Note: For Files and Folders, you can selectively apply the rules to particular files and folders using
the This rule applies to field.
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Accounting

e Line 1: Keep all versions from now to 1 (days, weeks, months, years, forever).
e Line 2: After 1 (x), keep (x) versions for (x).

e Line 3: After 1 (x), keep (x) versions for (x).

e Line 4: After(x), keep nothing.

e Keep no less than: (1 to 99) versions.

e Applies to: All

Note: For Files and Folders, you can selectively apply the rules to particular files and folders using the
Apply field.

Keep More

e Line 1: Keep all versions from now until 1 (days, weeks, months, years, forever).
e Line 2: After 1 (x), keep (x) versions for (x).

e Line 3: After 1 (x), keep (x) versions for (x).

e Line 4: After(x), keep nothing.

e Keep no less than: (1 to 99) versions.

e Applies to: All

Keep Less

e Line 1: Keep all versions from now until 1 (days, weeks, months, years, forever).
e Line 2: After 1 (x), keep (x) versions for (x).

e Line 3: After 1 (x), keep (x) versions for (x).

e Line 4: After(x), keep nothing.

e Keep no less than: (1 to 99) versions.

e Applies to: All

Backup Schedules
The schedule page allows the scanning for, and backing up of, new and modified files at the following
specific time intervals:

e  Minutely: 1 minute to 59 minutes
e Hourly: 1 hour to 23 hours

e Daily: every weekday

o  Weekly: selected weekdays.

Minutely and Hourly
You cannot select a minutely or an hourly recurrence with a daily or weekly schedule.

Only one minutely or hourly recurrence can be scheduled.
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You cannot select a minutely or an hourly recurrence with a daily or weekly schedule.

Only one minutely or hourly recurrence can be scheduled.

Daily and Weekly
You can set multiple daily and weekly schedules.

To set backups to run every day, clear the Every Weekday check box.

Start and End times

7:30PM | D
Select the clock icon to set Start and End times.

End At times cancel a running backup the following day. You must clear the Allow To Finish checkbox to
set a new End time. Select a time before the Start At time.

Select the Allow To Finish checkbox to allow active backups to complete before starting the next
scheduled backup. Allow To Finish runs the backup until completion regardless of End Time.
Clearing Allow To Finish check box stops the backup at the End Time, even if the backup set is not
completely backed up.

Add New button
The Add New button allows you to set multiple schedules.

VMware Clusters
Clusters are a group of hosts linked to be managed as a group. A cluster can act as a single, larger, more

powerful host by sharing the resources of all hosts.
Some benefits of host clusters include:

e High Availability (HA)
e Sharing of Resources
e vMotion

High Availability
If a host in the cluster goes down, the VMs that resided on that host can be started up on one of the
other hosts in the cluster.

Sharing of Resources
VMs can be load balanced across hosts to utilize efficiently the resources (CPU, Memory, etc.) of the
cluster with VMware Distributed Resource Scheduler (DRS).
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vMotion
Clustering hosts allows the use of vMotion, which is the live migration of VMs across hosts in the cluster
without having to power them down.
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