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Data Security Compliance 
Enabling You to Comply with  
Data Regulations  
Many businesses are subject to regulations that govern how they protect  

sensitive data. Failure to comply with any one of these regulations can often 

lead to serious fines and ramifications. It’s up to IT services providers to be  

the last line of defense for their SMBs.

Intronis takes compliance seriously. That’s why we have taken steps to ensure 

that our software and our operations abide by the strictest security controls 

required by major industry and federal regulations. See how Intronis enables 

you to satisfy all major compliance regulations and keep SMB data safe.
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HIPAA 

Requires the protection of confidentiality and security of 

healthcare information 

How we comply:  

	 •	 Military-grade data encryption in transit and at rest 

	 •	 Redundant secure data centers  

	 •	 Password protected access to backups

FERPA 

Requires the protection of confidentiality and security of 

educational records 

How we comply: 

	 •	 Military-grade data encryption in transit and at rest 

	 •	 Redundant secure data centers 

	 •	 Password protected access to backups 

 

 

 

FINRA 

Dedicated to investor protection and market integrity 

through effective and efficient regulation of the securities 

industry 

How we comply:  

	 •	 Features such as built-in access controls  

		  and audit logs 

	 •	 FINRA-compliant data infrastructure 

	 •	 Data retention is managed by partner

PCI 

Payment Card Industry Data Security Standard for  

protecting credit cardholder data 

How we comply: 

	 •	 Software does not store full  

		  track or magnetic stripe data 

	 •	 Encrypt data in transit and at rest 

	 •	 Access controls to prevent unauthorized  

		  access to data
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Intronis Cloud Backup and Recovery Blog: blog.intronis.com
Social Channels: @Intronis | Facebook: intronisonlinebackup | LinkedIn: Intronis

Intronis MSP Solutions by Barracuda is the first single-source vendor to combine security and backup solutions tailored spe-

cifically for managed service providers. Intronis enables MSPs to centrally deploy and manage a broad portfolio of services, 

protecting business-critical files, folders, email, applications, servers and networks — both locally and in the cloud — through 

a single-pane-of-glass management console. MSPs benefit from core PSA and RMM integrations, as well as a true partnership 

with Intronis, through fixed pricing plans and partner enablement tools that help MSPs accelerate growth and increase profits. 

A b o u t  I n t r o n i s  M S P  S o l u t i o n s  b y  B a r r a c u d a

Safe Harbor 

Prohibits personal data transfer to non-European Union 

countries that do not meet EU standards for adequate  

data protection 

How we comply: 

	 •	 Software and operations meets EU data  

		  protection standards 

	 •	 Partners can receive and process personal  

		  data from the EU and Switzerland 

Sarbanes-Oxley Act (SOX) 

Requires publicly traded companies to be more  

transparent in their practices 

How we comply: 

	 •	 Our SSAE16 Type II audit report addresses  

		  what companies need to verify our services

Graham-Leach-Bliley Act (GLB) 

Requires businesses to have an information security pro-

gram, and designate someone to oversee it and perform 

annual risk assessment 

How we comply: 

	 •	 Our SSAE 16 Type II audit addresses these needs

SSAE-16 Type II 

Standard for reporting on controls for a  

service organization 

How we comply: 

	 •	 Subject to rigorous independent annual audits 
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