
CLICK T H I N K I N G

A PHISHLINE DIGITAL NEWSLETTER PROVIDED BY PHISHLINE LLC  © 2018 PHISHLINE, LLC, ALL RIGHTS RESERVED.

Quick insights for protecting yourself and 
your company from online threats

P

Have you visited phishline.com 
lately? If so, you may have noticed 
a new look and focus on PhishLine’s 
expanding body of training content.

From the home page menu to  
a revamped training page, you’ll  

find it easier to locate PhishLine’s 
growing library of animated 
modules, infographics, spotlights 
and simulated phishing content. 

Visit today or ask your consultant 
for more information.

TRAINING TAKES CENTER STAGE 
IN PHISHLINE WEBSITE REFRESH

TM

Our Click Thinking game 
lets players assume the 
cybercriminal whilelearning 
valuable security concepts.

  Lighten Up Summer 
  With Games and Fun

LATEST TRAINING  
HIGHLIGHTS DANGERS OF 
MALICIOUS APPS

emails training

Applications can turn your  
computer, smart phone or device 

into a variety of technological 
tools. Some apps, however, aren’t 
nearly as helpful, especially when 
they’re used to disguise malware.

Our latest training explores the  
dangers and how to avoid them.

We also offer training 
cards that outline typical 
cybercriminal tactics. Click 
the training tab for details!

ROGUE DEVICES
Rogue Devices are those left behind by criminals that are 

designed to compromise your organization. 

 
They may be infected with malware, spyware or other  

technology intended to deceive and cause harm.

Be on the lookout for technology that doesn’t belong such 

as unfamiliar laptops, USB sticks or wifi access points!

If you see any of these, immediately alert your IT and 

security teams to investigate.

THE
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IMPERSONATORImpersonators gain access to secure businesses and office 
spaces by pretending to be someone else.Whether it’s a pizza delivery person or building inspector, 

impersonators always assume a role that seems legitimate.Ask for credentials in these situations!If the suspected impersonator can’t provide identification 
or if you feel something isn’t right, notify security.
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BADGER
Badgers use stolen or fake identification badges to appear 

legitimate. This practice is called ‘Badging.’

Be wary of individuals with badges that don’t seem right. 

The picture may not match or the details may be off. And 

keep tabs on your badge so it can’t be stolen.

If you suspect badging, notify security immediately! 

Let security know, too, if you lose your badge or find  

someone else’s so they can follow up quickly.
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PIGGYBACKER
Piggybackers enter secure doors and entryways on another 
person’s card swipe.

They slip in before the door closes or pretend they forgot 
their badge. They may prop a door open for later entry.

Some piggybackers may even appear with packages hoping 
someone’s good nature will lead them to hold the door.

Once inside, piggybackers blend in, steal what they’re  
looking for, and then leave. 
 
Never swipe in anyone unfamiliar!
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SHOULDER SURFERShoulder Surfers are thieves who hover nearby attempting 
to steal sensitive information.

You’ll likely encounter them at coffee shops, libraries,  
airports or other places professionals ‘office’ publicly.Shoulder Surfers watch while you enter passwords on your 

devices. They also spy on texts and email messages.You can stop them by being aware of your surroundings 
and taking extra steps to shield your most sensitive data.
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polly wanna  
password

When it comes to creating  
simulated phishing emails, it pays 
to look legitimate. 

With this in mind, PhishLine is 
perfecting look-alike logos and 
email templates to further capture 

the look and feel of emails sent by 
cybercriminals. 

These will be arriving soon in a new 
‘Logolikes’ section in the Content 
Center MarketplaceTM. 

Ask your consultant for details.

‘Logolikes’ Bring Phishing Emails Closer to Reality — So You Can Elevate Training With ‘Real-World’ Examples

https://www.phishline.com
http://www.phishline.com/wp-content/uploads/2018/06/Latest-Email-Templates%E2%80%94June-2018.pdf
https://www.phishline.com/complimentary-content/



