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     A LWAY S 
T H E  S A M E

Hi, folks! 
 
Did you know that 
cybercriminals like me 
spend a lot of time on 
social media, too? 
 
It’s our way of finding 
out every last detail 
about you, so we can 
trick you into providing 
us with personal details 
or clicking on malicious
links that can infect your
computer or device. 
 
For us, social media is 
just one more way of 
getting to know you.

Of course, you can  
always friend me to  
find out more!

CYBERCRIMINALS USE SOCIAL MEDIA, TOO 
[and not to post cat pictures]

leave me
out of it 
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CUSTOMER 
SERVICE INTERCEPT

EXAMPLE
You complain about your 

bank on Facebook

Sorry to hear
about this. I can 

help...

Cybercriminal responds, 
pretending to be customer 
support, providing a link to 
a fake bank login page that 

steals your information

LIVE-STREAM
SCAM

EXAMPLE
You get an email with a link 
for a FREE pay-per-view of 
the match of the century

WATCH
FREE!!!

WHEN YOU CLICK THE 
LINK, A RANSOMWARE 

ATTACK ENSUES

FAKE 
STOREFRONT

I’M NOT 
WHAT YOU 

THINK 

Scammers create fake 
businesses on sites like 

Twitter, where they solicit 
personal information to 

steal your identity

PHONY
SURVEY

EXAMPLE
Cybercriminals will insert 

phony survey links into feeds 
of legitimate sites. A short-

ened URL hides the fact that 
the link is fake.

Take
our quick
survey!

THE PERSONAL 
INFORMATION YOU 

PROVIDE IN THE SURVEY 
IS USED TO STEAL YOUR 

IDENTITY

TEASER FROM
“FRIEND”

EXAMPLE
To get you to click, a  

scammer pretends to be a 
Facebook friend and notifies 
you of something shocking

“DUDE, DID YOU SEE
THESE CRAZY PHOTOS OF

YOU FROM THE OFFICE
PICNIC???

when you 
log in, they 

capture your 
information 

BOTTOM LINE? BE AWARE WHEN USING SOCIAL MEDIA—CYBERCRIMINALS ARE WATCHING


