Quick insights for protecting yourself and
your company from online threats
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Network security is a joint
effort between the security
team and employees.

The more layers protecting
the network, the more
secure it will be.

You can help protect the
network by adopting safe
and secure practices.

Your efforts to

protect the network

will ensure the security
team’s efforts to fortify it
aren’t compromised.

spotlight

NETWORK
SECURITY

It’s often taken for granted, but your
company network is the key to
productivity. Knowing how
to protect it is crucial!

WHAT YOU NEED TO KNOW
TO PROTECT YOURSELF

* You don’t need to be a security expert
to keep your company’s network safe.
But you do need to be security minded.

* Think of network security as layers, the first being
a network firewall that keeps outsiders from using
your company intranet.

» Additional layers may include data loss prevention,
email security, web protection and more—all deter-
mined by your network security team.

» Cyberattackers go after networks by sending
phishing emails to employees.

* Phishing emails may contain malware, viruses and
other digital threats that can take down company
networks, launch ransomware attacks and more.

* Misspellings, a heightened sense of urgency and
offers that seem too good to be true are often key
indicators that an email is fraudulent.

* A Virtual Private Network (VPN) allows users to
access the company network remotely. A strong
password can prevent attackers from gaining access
to the company network via VPN.
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