
Smart Email Security
Protecting your mails with AI



Products

ÅBarracuda Email ThreatScanner

ÅBarracuda Sentinel

ÅBarracuda Forensics & IncidentResponse



Email Threat Scanner

ÅScans Office 365 accounts
ÅSpear phishing

ÅCEO fraud and employee impersonation

ÅWeb service impersonation

ÅAccount takeover attempts

ÅFound attacks can be removed



What is Sentinel?

Targeted Attack

Artificial Intelligence

Account 
Takeover

Domain Fraud



Domain Fraud

ÅAttackers or Spammers sending messages from a fake domain



Targeted Attacks

Å(Spear)phishing, whaling, BEC, zero day attacks

ÅSelected Targets

ÅPersuade  victim to run an apparently innocuous action



Account Takeover

Å/ǊƛƳƛƴŀƭ ƎŀƛƴƛƴƎ ǳƴŀǳǘƘƻǊƛȊŜŘ ŀŎŎŜǎǎ ǘƻ ŀ ǳǎŜǊΩǎ ŀŎŎƻǳƴǘ

Å4 Steps:



AI for Real-Time Protection

ÅStops spear phishing attacks 

ÅReal-time notification

ÅProtection against BEC, whaling, impersonation attempts, and 
CEO fraud

ÅBlackmail and extortion email protection



Account Takeover Protection



High-Risk EmployeeAnalysis

Identify high-risk individuals inside the company using artificial 
intelligence



DMARC

ÅProtects domains from unauthorized use - spoofing

ÅLeverages DKIM and SPF

ÅPolicies to deal with failures



How Sentinel Works



Signals ςWhat does Sentinel look at?

ÅAccount stats

ÅNatural Language Processing (NLP)

ÅDomain assessment

ÅSentinel-wide stats for malicious IPs

ÅTenant-specific stats

ÅInbox Rules



From: Jane Johnson <jane.johnson@corp.com>

Reply To: Jane Johnson <janej123@gmail.com>

To: Michael Blake <michael.blake@corp.com>

Subject: Request

Body: Hey Michael,

Are you in the office, I need to process a bank transfer 

for me. Give me a quick reply when you can get it done.

Regards,

Jane Johnson

CEO, Corp Corporation

Cell: 408-292-2020

Spotting Spear Phishing



Phishing with Personalized Links

From:
Microsoft Outlook

Subject:
Action required: Review recent activity



Spotting Spear Phishing


