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Products

A Barracuda EmallhreatScanner
A Barracuda Sentinel

A Barracuda Forensicsl&cidentResponse
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s Email Threat Scanner 3

A Scans Office 365 accounts

ASpear phishing
ACEO fraud and employee impersonation
AWeb service impersonation Office 365
A Account takeover attempts
A Found attacks can be removed \
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s Domain Fraud 2

A Attackers or Spammers sending messages from a fake dom:

yourdomain.com ! 8
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A (Spear)phishing, whaling, BEC, zero day attacks
A Selected Targets
A Persuade victim to run an apparently innocuous action

Attacker Recipient
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=0 Al for Reallime Protection 3

A Stops spear phishing attacks
A Realtime notification

A Protection against BEC, whaling, impersonation attempts, an
CEO fraud

A Blackmail and extortion email protection
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20 Account TakeovdpProtection
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Identify highrisk individuals inside the company using artificial

intelligence
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wd DMARC =

A Protects domains from unauthorized usspoofing
A Leverage®KIM and SPF
A Policies to deal with failures
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= How Sentinel Works

Sentinel

Internet
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Emails

Read data via API

— d‘l
Office 365
X
Block f;'aud in
real time via API

Identify anomalies
using Al

Internal, external,
historical emails

Learn malicious
patterns

Barracuda Sentinel

Learn communication
patterns
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s Sighalgg What does Sentinel look at? ¢

A Account stats
ANatural Language Processing (NLP)

ADomain assessment

ao—— A Sentinelwide stats for malicious IPs
A Tenantspecific stats

m g A Inbox Rules
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From: Jane Johnspn <jane.johnson@corp.cpm>
Reply To: Jane Johngon <janejl123@gmail.gom>

To: Michael Blake <michael.blake@corp.com>

Subject: Request
Body: Hey Michael,

Are you in the office, | need to process a bank transfer

for me. Give me a quick reply when you can get it done.

Regards, Urgency

Jane Johnson .
Wire Transfer

CEO, Corp Corporation
Cell: 408292-2020
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Phishing with Personalized Links

From:
Microsoft Outlook

Subject:
Action required: Review recent activity

Microsoft office365 Account

Review recent activity

We detected some unusual activities on your Microsoft office365 Account. To help keep you safe, we required an extra security challenge.

And to avoid deactivation, Please review your recent activity and we'll help you take corrective action.

Review recent activity

To opt out or change where you receive security notifications, click here.

Thanks,
The Microsoft account team
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