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Smart Email Security

Protecting your mails with Al



Products

e Barracuda Email Threat Scanner
e Barracuda Sentinel

* Barracuda Forensics & Incident Response

vé



33 Email Threat Scanner

* Scans Office 365 accounts
* Spear phishing
* CEO fraud and employee impersonation
* Web service impersonation
 Account takeover attempts

* Found attacks can be removed

Office 365
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328 \What is Sentinel?
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Domain Fraud 2

* Attackers or Spammers sending messages from a fake domain

yourdomain.com ! 8
.......................................................... )

Attacker Recipient
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Targeted Attacks

* (Spear)phishing, whaling, BEC, zero day attacks
 Selected Targets

* Persuade victim to run an apparently innocuous action

Attacker Recipient
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28 Account Takeover

* Criminal gaining unauthorized access to a user’s account

* 4 StepS: 0 Obtain stolen credentials @
.......................................................... >

. DarkWeb

e Use credentials against target service E
.......................................................... >

Service

\. _/

o More ATO and other forms of cyber attacks g
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wl Al for Real-Time Protection =

* Stops spear phishing attacks
* Real-time notification

* Protection against BEC, whaling, impersonation attempts, and
CEO fraud

* Blackmail and extortion email protection
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338 Account Takeover Protection

Sentinel
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Identify high-risk individuals inside the company using artificial
intelligence
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* Protects domains from unauthorized use - spoofing
* Leverages DKIM and SPF

e Policies to deal with failures
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Sending Mail Server DKIM Header Mail Receiving Mail Server
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Retrieve DKIM Domains Retrieve Envelope Apply DMARC Polic
from SPF PRI Y
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28 How Sentinel Works

Sentinel

Internet

"~

Emails

Read data via API

— d‘l
Office 365
X
Block f;'aud in
real time via API

Identify anomalies
using Al

Internal, external,
historical emails

Learn malicious
patterns

Barracuda Sentinel

Learn communication
patterns
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wl Signals — What does Sentinel look at? @

* Account stats
 Natural Language Processing (NLP)

e Domain assessment

ao—— e Sentinel-wide stats for malicious IPs

 Tenant-specific stats

i @ * Inbox Rules
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From: Jane Johnson|<jane.johnson@corp.com>

Reply To: Jane Johnson <janejl123@gmail.com>

To: Michael Blake <michael.blake@corp.com>

Subject: Request

Body: Hey Michael,

Are you in the office, | need to process a bank transfer
for me. Give me a quick reply when you can get it done.
Regards, Urgency

Jane Johnson .
Wire Transfer

CEO, Corp Corporation
Cell: 408-292-2020
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Phishing with Personalized Links

From:
Microsoft Outlook

Subject:
Action required: Review recent activity

Microsoft office365 Account

Review recent activity

We detected some unusual activities on your Microsoft office365 Account. To help keep you safe, we required an extra security challenge.

And to avoid deactivation, Please review your recent activity and we'll help you take corrective action.

Review recent activity

To opt out or change where you receive security notifications, click here.

Thanks,
The Microsoft account team
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Baracuda.

wl Spotting Spear Phishing

Sentinel

Microsoft 365

Email Modification

Your domain's Microsoft Office 365 for Business account has been suspended.

Go to the sign-in page to reactivate your accountlhnps‘flporlal.ofﬂce.com

Thank you for choosing to host your IT solutions with Microsoft.

Sincerely,

The Microsoft Office 365 eam DO@S NOt point to Microsoft

This is a mandatory service communication. To set your contact preferences for other
communications,

This message was sent from an unmonitored email address.
Please do not reply to this message. Privacy | Legal

Microsoft Corporation |
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Baracuda
Sentinel

sl SCamming

Attack from Jul 08,2019

» This email makes an unusual request to the recipient

ANALYSIS »* This email uses language usually associated with frauds and scams
To: Maureen Mokes <mnokes@apr.com>
From: Capt. Lara William <test@mobile-kun.jp>
Reply to: larasha.william@yandex.com
Date: Jul 08,2019 1:39 PM
Subject: Get back to me (Urgently)..
EMAIL HEADERS
Your Attn:,

| am Capt. Larashana Williams, female Army officer with the US military and currently in Baghdad with the Combat Support Squad, US Base Camp, Speicher - Baghdad, Iraqg.
| need you to help receive some funds concealed in two (2) trunk boxes awaiting shipment proceedings here in Baghdad. Kindly review the below links as source of funds:
http:/fwww.theguardian.com/world/2007/feb/08/usa.iraq1

http:/fnews.bbec.co.uk/2/hi/7T444083.stm
http:/i bbe.co.uk/2/hiimiddle_east/2988455.stm

| do hope you are going to give me your trust in carrying out this venture for our mutual benefit, it's a 100% risk free project but details must be kept in confidence.
1 will provide you with more details upon receipt of your response on how we'll realize the safe shipment of these boxes without breach of the law. I'm not using this proposal to
solicit for money whatsoever, | do not need your money, rather, everything will be handled from here for a safe delivery to your mailing/delivery address in your location as would be




wl Blackmailing

Sentinel

Attack from Jul 08,2019

* This email requests payment through crypto currency

ANALYSIS » This email makes unusual threats to the recipient
To: Mavneet Parmar <nparmar@apr.com=
From: Janus Calzoni <tulissahtv@outlook.com=>
Reply to:
Date: Jul 08,2019 1:46 PM
Subject: ngrewal : chiqual
EMAIL HEADERS

i am aware chiqual is your pass words. Lets get straight to thé point. Nobody his compensited mé to investigate you. You don't know mé and you'ré most likely wondering
why yofi are getting this mail?

i installed & softwaré 6n the X streaming (porndgraphy) site dnd do you know what, you visitéd this web sité to experience fun (yol know whit i mean). Whilé you wéré
watching vidéos, your web browser bégan operating as 8 Rémoté Desktop with i key 16gger which provided me accessibility to your displdy as well as web cam. after thit,
my softwaré githered evéry oné of your contacts from your Méssénger, socidl nétworks, s wéll ds emailaccount. after that i créatéd a double-screen video. First part shows
the video yoil wére viewing (you've gét a fine taste : )), dnd 2nd part shows the view of yodur cam, & it is u.

There are a pair of possibilities. We are gding td look at each one 6f thése chdices in details:
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Sentinel

2 Domain Im

Attack from Jun 24,2019

Quarantined

personation

x The from address is not Jerry Sweetland's typical address
ANALYSIS . ) -
% This email makes an unusual request to the recipient

To: Marsden, Richard <richard.marsden@purepo

From: Jerry Sweetland <gerald.sweetland@purepowdrttech.com> EXt a ' t' | N p ure pOV\/e rtec h .COom
Reply to: gerald.sweetland@purepowerttech.com
Date: Jun 24,2019 9:27 AM
Subject: Urgent Transfer
EMAIL HEADERS
Hello Richard,

Can you please confirm if you can prepare wire transfer asap?

Jerry Sweetland
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@ https://sentinel.barracudanetworks.com/signup ]
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wd Deployment

8

Connect — admin credentials
( ......................................................... )

&b

Office 365 N\
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wd Deployment

8

Connect — admin credentials

Office 365 \
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* Via DNS records
e Set values of .txt records
e Perform SPF and DKIM check

O
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Reporting

* Updated every 20 minutes

* Threat environment analytics

Attacks detected over time

* Insights into impersonation and BEC attacks

Top Fraud-Sending Domains J

Popular Subjects { Impersonated Senders

Services Impersonated
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S Author Composes | > Sending Mail Server | > 8 Email Sent to
& Sends Email Inserts DKIM Header Receiver
SENDER SENDER
RECEIVER
v
E Standard | ... > Validate and Apply Sender DMARC Policy
Validation Tests
= Retrieve @ Retrieve Apply
v=="\erified DKIM -> “Envelope From” |- Q Appropriate
Domains via SPF DMARC Policy
s N
- Standard
Processing [ Passed J ] [@ Quarantine J_[® Block J Aggregate |**** >
RECEIVER — Failure Report Report‘ """ >
— sent to Sender I R >




Forensics & Incident Response

e Requires Sentinel and Essentials
* Automation of Incident Response
* Send alerts to users

* Remove email from user’s inbox

®

* Real-time reporting
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IT Admin
@ Admin sends affected users email with

Admin blocks domain instructions on updating passwords

. . pd
suspect.website.com > —
N Alerted Users

\X/

L

Selected remediation options initiated Affected Users

Barracuda Forensics & Incident Response
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FIR — Insights

* Review user emails by region

* Display activity in time frame
e 1 hour
e 12 hours
e 24 hours
e 2 days
e 7 days
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* Report suspicious emails via button

* Admin reviews and takes action

@ Submit to Barracuda as oo———o
suspicious I]
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