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il What Is Infrastructure as Code (laC) ? D




Baracuda

a8 What Is Infrastructure as Code (laC) ? D

CloudGen Firewall

Cattle: |
There are so many of them Pets:

You don’t notice when they come and go You name them
and love them
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Time is money !

o ""Automatlon is mandatory !

Zero
downtime

Y~

Blue-Green
Deployment

Disaster
recovery all
the time
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CGF Automation Focus

* Continuously expanding the REST API
e Automate Firewall ruleset

* Automate VPN connectivity

e Auto VPN
e Virtual WAN

Lifecycle management API
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il Two Simple Steps

Deploy CGF in Azure (+ Rest API)

/° Challenges

* Cost optimization
* Process automation

N\

~

e Public cloud - Zero Touch CGFs

J

—

/° CGF Rest API

* Create Rest user

* Create network objects
* Create access rules

* Create AutoVPN
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il Cooking Instructions

* Azure
* ARM template deployment
* Cloud Shell bash/PowerShell
* Ansible

* CGF
* GitHub/Barracuda Networks Deployment
* Rest API
* AutoVPN
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Ca Azure Portal

2 Azure PowerShell

.

—

Q] SDKSs

Basics - Azure Resource Manager

Ig Rest Clients

Azure CLI

v

(= ™
Virtual Other
Machine services
J 4

[BAuthentication }




Ml Azure Scopes

Azure provides four levels of scope:

Management [ﬁ.]
Groups

Subscriptions ?

Resource ——

Groups DD

=

Resources @ R ﬁ

2 g
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il ARM Template Deployment

* Benefits
* Human-readable, file based in JSON (JavaScript Object Notation)
* The same template usable with different parameters
* Automation script

 Configuration Tools

* Azure portal
* Azure CLI
e PowerShell

@ https://azure.microsoft.com/en-us/downloads/ ]

* Visual studio

vé



ARM Template JSON

Every JSON file contains four main sections:
* Parameters
* Variables
* Resources
* Output

[=| azuredeploy json E3 |
i




ill ARM Template Deployment

{Ca Azure Portal ] : External Connection :
¢ i @ Windows/macOS/Linux :

‘ + plugin
@ Azure Cloudshell | S
B e
V1

Azure PowerShell Azure CLI

v v

o ——————————————————————————————y

| [ﬁ] Azure Resource Manager i«—»{ [ BAuthentication]
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Azure Cloud Shell D

e Runs on atemporary host: “Bash or PowerShell”
* Provided on a per-session, per-user basis
* Times out after 20 minutes without interactive activity

* Permissions set as a regular Linux user in Bash

* Requires an Azure file share to be mounted

* Persists SHOME using a 5-GB image held in your file share
* Uses the same Azure file share for both Bash and PowerShell

E@ https://docs.microsoft.com/en-us/azure/cloud-shell/overview ]
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il Azure Command-Line Interface (CLI) >

 Perfect tool for building custom automation

* Supported platforms:
* Get started by running it in Cloud Shell
* Installation package for:

Windows 10 / Ubuntu 16.04+ / macOS

e Recommended CLI documentation:

@ https://docs.microsoft.com/en-us/cli/azure/?view=azure-cli-latest ]

[@ https://docs. microsoft.com/en-us/azure/virtual-machines/azure-cli-arm-commands ]

vé




Troubleshoot Deployment Errors

e Azure PowerShell:

D

exampledeployment —-ResourceGroupName

(Get-AzResourceGroupDeploymentOperation DeploymentName:J

examplegroup) . Properties.statusMessage

e Azure CLI;

-g examplegroup --query " [*].properties.statusMessage™

{'az group deployment operation list ——-name exampledeployment}

e Portal:

o Deployment failed 3:03PM

Deployment to resource group 'bgroup’ failed.

Additional details from the underlying API that might be
helpful: At least one resource deployment operation failed.
Please list deployment operations for details. Please see
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FW

ooo
ooo
ooo

ANSIBLE

2+@)

CGF Configuration

s @
Azure Template == X

= — =

: @ @
Environment Structure = =
Red Tier Green Tier

172.16.137.0/24 172.16.138.0/24

<'"> VNET



il Ansible

* Why Ansible?
* Most simple automation tool
* Human-readable automation files (YAML)
* No special coding skills needed

e Automation of nearly everything:
* Cloud provisioning
* Configuration management
* Application deployment

* |ntra-service orchestration



CGF
Deployment Methods

vé



il Planning Your CGF Deployment =

Select Your Deployment Method Select the Image Type Select the VM Size
' —
Power Shell 5 PAYG 3
>- l Portal/Template BYOL -/
—7

Select the Storage Account Type Plan Your Networking Done!

B, — 3o — WPV
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Deployment Options

Web portal

* Solution templates available
Azure templates
Azure PowerShell

VHD disk images via Barracuda Download Portal

* For older firmware versions

https://github.com/barracudaNetworks

CloudGen Firewall

V4



il Azure Template + CGF REST API

B+ @)

Azure Template

Environment Structure

<>

<>
CGF Rest API

[Jlao [{ao

Red Tier
172.16.137.0/24

Green Tier
172.16.138.0/24

<'"> VNET

CGF Configuration

vé



Barracuca.
CloudGen Firewall

Od

Environment
Structure

il CGF Azure Template + CGF REST API

if=

kInterfac variables( 'cgfiicNamel'))]"

<>

L

CGF Rest API

vé




il CGF Configuration

CloudGen Firewall

Firewall Admin CGF Rest API Firewall Admin

{ = Firewan_] } < [ L= gy

CCCCCCCCCCCCC




il HTTP Methods — APl Objects Actions

e HTTP methods

-

GET
PUT
POST
DELETE
PATCH

~

* API objects actions

FETCH information
EDIT information
ADD information
DELETE information

ADD/REMOVE entries in objects

.

<>
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Rest APl — Developer Documentation

GET
POST
PUT
PATCH
DELETE

VERSION 8.0 VERSION 7.2

API List

Administrative session data
Box Administrators
Box configuration

Box services

cCc
CC Configuration
CC Firewall IPS

CC Firewall Network Objects

CC Firewall Rules

@ Training

CC Firewall Service Objects
Dynamic Firewall Rules
Firewall Custom External Objects

Firewall Custom External Objects
(deprecated)

Firewall IPS

Firewall Network Objects

Firewall Network Objects (deprecated)
Firewall Rules

Firewall Service Objects

Toggle List A~

Firewall data

General data

License activation and operative data
Network operative data

Password Change

Resource operative data

Server services

Servers

VPN

<>
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Ml CGF Rest API =

e Be sure to select the correct REST-API command

* Do you want to create a NW-Object in:

* Host Firewall
* Forwarding Firewall

vé



CGF Rest API Config — Step by Step =

* Create a new administrator
* Administrators > New (restadmin/AssignedRoles: Managery/....default)

e Create a new REST API certificate

* Infrastructure Services/REST API Service > New Key+Certificate

* Create a new REST API token for the new administrator
* Infrastructure Services/REST API Service > New Access Token linked to restadmin

. Token Settings
* CO PY th|S access tOken Access Token g [bH735500hly350nQG 752aNoSioxnesija | E
Admin Name restadmin Cther El-
Time to live [d] 365 B
Timestamp 1559743230 =2
Valid g

vé



il CGF Rest APl Config — Step by Step

Enable REST API

* Infrastructure Services/REST API Service

4 Configuration

General
Access Tokens

HTTP interface

Enable HTTP Interface

HTTF Port

HTTPS interface

Enable HTTPS Inteface

HTTPS Port

Bindto Management IPs

Private Key

Certificate

Logging
Log Level

E-
B | &
®
s &
[ &
New Ky | Ex/import «| Hash: VMDSKF 2048 Bits Er
Show Ecdmpon - Hash: VMDSKF seffsigned 2043 Bits -
Debug v [E

<>
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il CGF Rest APl Config — Step by Step

e Create a new access rule to allow HTTP traffic to REST API

* New AppRedirect

Src.:Client / Srv.:8080 / Dest.:MgmtIPofCGF / Redirect:127.0.0.1:8080

a App Redirect

| RestAPI-for-HTTP-8080

| Communication via HTTP anly fram the Mamt-Client - only available on the loopback |

¢* | | Bi-Directional ) [] Dynamic Rule (@) [] Deactivate Rule
Source VR Instance default - Destination VR Instance defalilt
Source Service Destination
Mgmt-Client Zexplicit-srv= ~ | | Management IP ~
172.16.138.4 TCP 8030 172.16.136.5
Redirection

Local Address
127.0.0, 1:8080

<>
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il CGF Rest APl Config — Step by Step

e Create a new access rule to allow HTTPS traffic to REST API

* New AppRedirect
Src.:Client / Srv.:8443 / Dest.:MgmtIPofCGF / Redirect:127.0.0.1:8443

| RestAPI-for-HTTPS-8443 |

a App Redirect w
| Communication wia HTTPS only from the Mgmt-Client; only available on the Ioopback|
Pl Bi-Directional G) [] Drynamic Rule @ [] Deactivate Rule
Source VR Instance default «~ Destination VR Instance default w
Source Service Destination
Any w | | <explict-srv= ~ | | Management IF ~
0.0.0.0/0 TCF 8443 172,15.136.5

Redirection
Local Address
127.0.0.1:8443




Barracuda.
CloudGen Firewall

il CGF Rest API Config — Step by Step =

* Find examples on Barracuda Campus REST APl documentation
* https://campus.barracuda.com/product/nextgenfirewallf/apitt/

| /rest/config/vl/forwarding-firewall/objects/networks/{name}

Query one netwark object

Query one network object

‘ Parameters
Hame Description
token Session foken
5 If no foken is given, a temporary session will be started.
S Responses N
(query) " iy
name * =aured Mame of network object
ShEie Internet Curl
(path)
curl -X GET "https://your-cgfw-ip:8443/rest/config/vl/forwarding-firewall/objects/networks

envelope Wrap the response in an envelope json v i i . i

[ /Internet"” -H "accept: application/json" -H "X-API-Token: bH73S5g0hIy9SonQG792aNo5ioxneaja"
boolean = v
(query)
X-API-Token Authentication token
string

bH7355g0hly9S0nQGT792aNobioxneaja

(header)

L



il CGF Rest API Config — Step by Step =

Barracuca.
CloudGen Firewall

Check REST API with a REST API client, such as Insomnia

TIME 172 ms SIZE 408 B 2 Minutes Ago. =

‘networks/Internst Send

Timeline

Accept application/*

X-APl-Token bH7355g0hly9SonQG792aNo5icxneaja

copy from FW-Admin/REST-API config




CloudGen Firewall

il CGF Rest AP| Config — Step by Step =

43 frest/config/v1/fon

arding-fi ts/networks/Int

TIME 172 ms SIZE 408 B

v
i)
3
=]

Preview =

™ Configuration
=¥

' Forwarding Rules -
L ree

NGFW (Firewall)

Name: References Comment

> DYNAMIC

4 STATIC

Edit/Create Metwork Object X

General Description
Type  Generic Network Object {IP, Network, Ranges) ~ All routed IPv4 addresses
Networks
Named Networks Bl | intemet A
Applications 72.16.8.8/12"
URL Filter
Network Color

S5L Inspection
File Content Include Entries & - Exclude Entries = @ K
Heerfgents IP/ Ref /Geo Comment IP/ Ref / Geo Commert
Services Ref: Any 1000.0/8 g 32.168.0.8/16"
User and Groups 172160012
Connections 192.168.0.0/16
Schedules
Interface Groups ; =": "Internet”,
Proxy ARPs “All routed IPv4 addresses”,
Generic IPS Patterns i

Enable L3 Pseudo Bridging Cancel

w




Barracuca.
CloudGen Firewall

il CGF Rest APl Example — Network Object [

* Create a NEW network object with REST API
* MyFirstNWObjectWithRestAPI: 1.2.3.4|2.2.2.0/22

Caonfiguration & REST API ' Forwarding Rules -
Tree Service NGFW {Firewall)

POST ~ hitps 2.16.136.5:8443 rest A1 fforward wal

send TIME 562 1

ding Rules

[EECE ..

Access Rules

References Comment

Edit/Create Network Object X
Application Rules X
General Description
frestuminera/foii Type  Generic Network Object (IF, Network, Ranges) ~
ﬁrm" Objects Name | MyFirstNWObjectiithRestaP
MNetworks

MNamed Networks Network Color

Applications

Include Entries Exclude Entries dh
S5L Inspection IP / Ref / Geo Comment IF / Ref / Geo Comment
File Content 1234
User Agents 220022

Services
User and Groups
Connections

Schadules

Interface Groups
Proxy ARPs
Generic IPS Patterns

nable L3 Pseudo Bridging

o




il CGF Rest APl Example — Network Object [

Barracuca.
CloudGen Firewall

O ek e 45 ol g P N P
POST = https://172.16.136.5:8443 /rest/conn

M1 fforwarding-firewall/objects/networks/ Send

[T}

@ Send Now “trl+E
cURL

Generate Client Code

HTTPie ¢» Generate Client Code

Shell = cURL » | Wget Copy to Clipboard

ADVAMNCED
Clojure curl --request POST \
&5 2 --url hittps://172.16.1 @ Send After Delay
--header ;3
Go --header
. L Oaros arial
—-header x : ehIy95ong6792aNosioxneaia C' Repeaton Interval

HTTP --data
Jave ! & Download After Send
JavaScript

------ & Send And Download

Node.js

Objective-C
QCaml
P
Powershell
Python
| Ruby
Shell

Swif

vé



il CGF Rest APl Example — Network Object T

* CURL examples:

e curl -X POST "https://your-cgfw-
ip:8443/rest/config/vl/forwarding-firewall/objects/networks" -H
"accept: */*" -H "X-API-Token: yourRestApiToken" -H "Content-
Type: application/json" -d
"{\"included\":[{\"entry\":{\"ip\":\"1.2.3.4\"}},{\"entry\": {\"1
p\":\"2.2.2.0/22\"}}], \"excluded\":[ ], \"name\" : \"MyFirstNWObject
WithRestAPI\",\"type\":\"generic\", \"shared\":false,\"dynamic\":
false}“

curl -X POST "https://your-cgfw-
ip:8443/rest/config/vl/forwarding-firewall/objects/networks"” -H
"accept: */*" -H "X-API-Token: yourRestApiToken" -H "Content-
Type: application/json" -d "@MyJSON-File"
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il CGF Rest APl Example — Network Object T

* Check the NEW network object with REST API

e curl -k -X GET
"https://172.16.136.5:8443/rest/config/vl/forwarding-
firewall/objects/networks/MyFirstNWObjectWithRestAPI" -H "accept:
*¥/*¥" -H "X-API-Token: bH73S5g@hIy9SonQG792aNo5ioxneaja”

GET = htips://172.16.136.5:8443 /rest/config/v1/forwarding-firewall/objects/networks/MyFirstNWObjectWithRestAP| Send TIME 172 ms SIZEZ68 B




il Ansible Example .

* >ansible-playbook Alpbach2019-create-network-object.yml

4 Alpbach2019-create-network-object 1 le", ‘create network ohject.json') | from json }}'
b git
b defaults
4 files
create_network_object.json
bk handlers
b meta
4 facks
mainym!
b fests
4 yars
mainymi

¥: 15
README.md : "excluded”: []

vé



il Ansible Example .

* >ansible-playbook Alpbach2019-create-user.yml

4 Alpbach2019-create-user
b .git
b defaults

“ files

user_body.ison

b handlers

" meta

4 tacks
mainyml

b tests

4 Vars

mainyml




Barracuca.
CloudGen Firewall

il Ansible Example <

* >ansible-playbook ../Alpbach2019-1.yml

<4 ademo
F Alpbach2019-1
b Alpbach2019-2
b Alpbach2019-connect-autovpn
+ Alpbach2019-create-network-object
b Alpbach2019-create-token
b Alpbach2019-create-user
» Alpbach2019-edit-network-object
¥ Alpbach2019-enable-disable-fwrule
b Alpbach2019-get-token
b+ Alpbach2019-read-CGF-IP
b Alpbach2019-start-autovpn-listener
b deploy

Alpbach2019-1.ymi
Alpbach201 ymi

Alpbach2019-connect-autovpm.ym|
Alpbach2019-create-network-objectym|
Alpbach2019-create-token.ymi
Alpbach2019-create-useryml
Alpbach2013-edit-network-objectymi
Alpbach201%-enable-disable-fwruleym|
Alpbach2019-get-tokenym|
Alpbach2019-read-CGF-IP.ym|
Alpbach2019-start-autovpn-listener.ym|
key_body.json




il Multi-VNET with AutoVPN Q

e — -
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AutoVPN

 Simplify creating TINA VPN tunnels

e Automation first

* REST API
* CLl

* AutoVPN is a configuration tool

vé



il TINA AutoVPN Features QN

* Only 8.x platforms are supported: cloud, virtual, and hardware
* AutoVPN uses port 694

Firewall Firewall

External IP External IP
TINA Tunnel
LAN - Internal IP LAN - Internal IP

V4



il CLI - AutoVPN

oo
oo

L —

Active Firewall

El

1 AutoVPN daemon listening

) Passive Firewall
On paSSlve ﬁrewa“ ..................................................... ......... . .
: >autovpn - [IPofActiveFirewall]
E - B= Semee———— e
e = —
fetivellewall =~ e

oo
oo

L w—

Active Firewall

2 Secure exchénge of VPN config

3 TINAVPN Tunnel with \/
Dynamic Routing

Passive Firewall

vé



a8 REST API with AutoVPN Q

1 REST API Call: Start AutoVPN listener on VPN Hub

{

"acl": ["0.0.0.0/0"],

i i LLE o ". 200,
Client Firewalls timeout _}

"maxclients": 4

}

VPN Hub
2 REST API Call to AutoVPl‘}l clients: Connect to VPN Hub
Client Firewalls ‘ ;
"server": "5.6.7.8",
‘_ ] key": "supersecretpassphrase VPN Hub
Clisnt Birevalle 3 Establish secure tunnel w?th dynamic routing “
VPN Hub

vé



Technical Details

Single transport UDP TINA tunnels

e Shared secret used for authentication

 Securing the VPN Hub
* ACL
* Number of connecting firewalls
* Timeout

REST APl documentation on Campus

vé



Azure CGF Automation
Demo

vé



il Azure Template + Ansible a
98

FW Tier |
172.16.40.0/24

oo o0 s oo
- = . o A = .
oo = g 0o = g
e . = = Bl e & = B oy
Red Tier Green Tier Red Tier Green Tier
172.16.137.0/24 172.16.138.0/24 17216410/24 17216420/24
<“‘> VNET <“‘> VNET
172.16.36.0/22

172.16.40.0/22
v é



* Open Cloud Shell and start deploy.sh
* > c¢d /cloudshell/.. [Folder where deployl.sh is located]
* > ./deployl.sh

* Check the created files
> cat /cloudshell/../MyPrefix-VM. json
> cat /cloudshell/../MyPrefix-VNET.json

> cat /cloudshell/../Alpbach2019-create-network-
object/files/ create network object.json

vé
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Barracuca.
CloudGen Firewall

CGF Azure Automation Example

e Start Ansible

e >cd .. [Folder where Alpbach2019-1.yml is located]

* >ansible-playbook ./Alpbach2019-1.yml -e "var file=./deploy/test3-
VM. json"

5 ansible-playbock ./Alpbachi019-1.yml -e “var_f;leZ.fdeployftest3—?u.jsén“

[localhost]

[alpbach2019-read-CGF-IP

—read-CGF-IP : d

L



il CGF Azure Automation Example

Barracuca.
CloudGen Firewall

rtart-autovpn-1i

* Check AutoVPN token

art-autovpn-lis H out

rescuel—0 ignor

—IWHIWHEIWE

drwarvErWE

ach2019-enable-disable—
ch201 i —fur

ach201%-get-token
Alpba 1]
Alpbach?019%-read-CGF-TP/
ach20 read—




il CGF AutoVPN Client Automation Example

Barracuca.
CloudGen Firewall

* Open Cloud Shell and start deploy.sh

e > cd /cloudshell/
* > ./deploy2.sh

[Folder where deploy2.sh is located]

18-connect-autovpn : CGF - Connecto to 50 ener in VPN HUB Maode] bk ik oo ob b b s s oo b b o ok

18-connes 1 OPTAnG oub] ek ook kbbb ek ok kb ok bk ok e Rk ek ok ok e ko

PLAY RECAP ¥+

koglbauer!

L



Thank you

Barracuda.
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