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Ml Reporting Overview

s

Challenges

* Limited retention on firewall
* Real-time information

* Easy dataflow and analysis

J

&

Firewall Insights

[ Report Creator }

[ Firewall Admin Dashboards }
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Firewall Insights

{ SD-WAN J
Central Reporting J

{ “Connection Log” across ALL Firewalls }
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il Firewall Advanced Reporting

* Long-term reporting for hundreds of firewalls
 Tight integration with CloudGen Firewall family
* New SD-WAN and WAN reporting
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Bandwidth

upsteam @ downstream Bandwidth

VPN Summary: VPN tunnel/transport -
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Firewall Insights - Features

e Firewall dashboards

* SD-WAN

* Web and security «/ aamm

* Firewall traffic  oamm
* Reports W —

e Scheduled and on-demand
* HTML, PDF, TXT, and CSV formats

* Log Viewer

* Long-term Firewall History / Threat Monitor across all connected firewalls
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» Supported virtualization: KVM, VMware, Hyper-V
I T

Product SMALL MEDIUM LARGE X-LARGE
Model
Virtual Cores 8 12 16 32
Min. RAM 32 GB 64 GB 128 GB 512 GB
Min. SSD 27TB 6TB 10TB 20TB
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1) Download the Insights image from the Download Portal

2) Deploy Firewall Insights on a supported hypervisor
- ewe

Image Format * kvm.zip * tar.gz
Min.System 5.5.0 + ALL updates 5.4.2 or higher
Requirements
Recommendations * Disk format: Free IP address:
Thick provisioned format 192.168.200.200
More IOPS
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Getting Started

Log into your machine on console

* All available data storage will be used automatically on boot

- Extra Space Detected -

S GB of extra disk space has been detected that can be used

L H F. ” I H h for storing data on your Barracuda Virtual Appliance. Do you

Og |nt0 Irewa nSIg tS wish to format and use it? WARNING: This action cannot be
undone. It is STRONGLY suggested that you take a snapshot
now. NOTE: This operation may take a very long time (up to 5

b admln/admln minutes).

Default to 'no’ in 26 seconds...

Enter network settings

» Automatically reboot

Enter the license token for Barracuda Firewall Insights

» Automatically reboot

< Yes >

vé



il Checklist

@

Email notifications
License
Network

How to stream data

* Ports
* Remote management tunnel
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il Licensing )

e Barracuda Firewall Insights server

o The only restriction is the system performance o

* A Barracuda Firewall Insights subscription on every CGF

= £}, box

. .9 bdns 2 16 149456 (g Caching-DNS

. 4®) boxconfig 4 21 97120 &y Config

- 49 boxfw 18 138 3004432 Y  Host-Firewal

A brsd 1 7 13432 E%", Firewall Insights Firewall Insights is not licensed
. -4 bsms 1 4 5748  [h SMS<Control

. . bsomp 1 < 12208 @ SNMP-Service
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il Supported CGFs €

4 A
CGF “Firewall Insights® subscription
> J
CGF firmware > 7.2.4, > 8.0.1

Hardware Virtual Systems Public Cloud @
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il Network

Function
2400 | Authentication (TLS)

Control Center

Local Network \

/

8001 | Data streaming (TLS) | w— @‘: V3 — IV =
443 | WebUl(https) | T T ]
172217@0/__16 ﬁ—g—ﬁlo.o.s 0/24
=
/ Nnternet
" — @ v —

Remote Management Tunnel
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Ll Network Restrictions

* Unique stand-alone firewall host names
* Range / Cluster / Host Name

* Only one Control Center per Insights supported

* CGF HA clusters are displayed as a single unit

* Primary firewall name
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& Which Data Are Forwarded to Insights? B

R

* Firewall activity data

* No Blocking Access Rules !

{
s
1--!§ s
!
4

{7
Ak g

 SD-WAN data q
* Threat log @

Al - N
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il CGF Configuration

* Configure Firewall Insights in syslog streaming

 Control Center -> Use repository links

7# Syslog Streaming - Firewall Insights

Basic Setup

Logdata Filters
Logstream Destinations
Logdata Streams

Web Log Streaming

@ Firewall Insights

4 Configuration Mode
Switch to Basic (Hide 13)

Settings
Enable
Hostname

Shared Secret

Use Remote Management Tunnel
Firewall Insights Serial

Data Streams

QU =)
(V) |1?2.15_u_1ﬂ | =B
New . 5
. | Insights Shared Secret
Strength
Automatic

No = Mgmt. [P

Firewall and VPN v B

Automatic = VIP .
=]
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il Remote Management Tunnel ==

* Newly deployed CC with firmware 7.2.4 or higher
* Migrate a CC to firmware 7.2.4 or higher

FFW Access Rule
BOXES-2-LAN-FIRWALL-INSIGHTS

BFI Control Center

Remote Management VIP: 172.16.0.1

T Y e = Tunnel
10.17.68.107 Local Border Firewall = e Remote Firewall
[ @—%% =
HQ / BO

[(— BFI Traffic: TCP 2400 ]

TCP 8001
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* Newly deployed CC with firmware 7.2.4 or higher

e CC preconfigured configuration:
* Service object 'FIREWALL-INSIGHTS'
* Network object 'FIREWALL-INSIGHTS'

— NOTE: You must fill in the“Insights Srv IP"manually
* Forwarding access rule ‘BOXES-2-LAN-FIREWALL-INSIGHTS'

e Add Firewall Insights to the remote network addresses

Management Tunnel Configuration

Remote MNetworks [ ; El

10.17.11210
(ML 12 1S
10.17.68.107

= V4
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Remote Management Tunnel —

* Migrate a CC to firmware 7.2.4 or higher
* Add Firewall Insights to the remote network addresses

* Create on the CC:
* NEW service object 'FIREWALL-INSIGHTS' [TCP-2400 and TCP-8001]

* NEW network object 'FIREWALL-INSIGHTS'
* NEW forwarding access rule ‘BOXES-2-LAN-FIREWALL-INSIGHTS'

[ BOXES-2-LAN-FIREWALL-INSIGHTS I ]

* Pass M
{ Allows limited LAN access from managed firewalls to Firewall Insights, J

& [] Bi-Directional @ [[] Dynamic Rule @ [] Deactivate Rule

Source VR Instance default + Destination VR Instance default

Source Service Destination

Any v || FIREWALL INSIGHTS ~ | |Firewal Insights |
f TCP 8001 10.17.68.107

TCP 2400 4




il Checklist

@

Email notifications
License
Network +

How to stream data +
e Ports
* Remote management tunnel

IIIIIIII

IIIIIIII
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il Firewalls Insights Login

Barracuda Firewall Insights

Ll Baicica

IIIIIIII
IIIIIIII
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Firewall Insights BASIC Configuration =

* Changing admin password
* 510 20 characters and can include letters, numbers, and special characters

 Setting up email notification

e Connected devices / shared secret
 Caninclude letters, numbers, and special characters, except the hash sign (#)
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Ml BASIC — Overview =

* (General) System status
* (General) Firewall Insights storage
 (General) Subscription status

* (General) Connected devices
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Al BASIC — Overview

Firewall Insights

2 ® =~ B ©
BASIC DASHBOARD REPORTS LOG VIEW ADVANCED
General IP Configuration

Administration

Dashboard @

System Status

Firewall Insights Storage
Uptime

Subscription Status
5d 21h 59m i Energize Updates
System Load 625
Memaory .00 16 6
- WGB
used
Connected Devices
Show Devices by Status: All{D) C ted {8) Di ted (1) = Error (0) Q

Device

Model = Firmware Status LastLog Received
4 CloudGen Firewall
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BASIC — Administration

e Password change
* Email notification

* Time (Reboot!) / NTP

* Web interface settings
* Web interface certificate

* Connected devices
* Log retention period (1-12 months)
* Shared secret (for all CGFs)
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il BASIC — Administration .

Baracuda
CloudGen Firewall

e © A B e
BASIC DASHBOARD REPORTS LOG VIEW ADVANCED
General IP Configuration Administration
Time
Administration @ Current Date and Time 2019-07-29 14:23:26
Time Zone (UTC+1:00) Amsterdam, Berlin, Bern, Ro._. +
Password Change
NTP Server
Current Password
Enable NTP Sync @Yes OMo
New Password NTP Servers L% pool.ntp.org
Re-enter New Password p
Hostnames and/or 1P addresses of NTP servers to use, in order of precedence One server per line.
Manual NTP Sync Sync Now

Email Notification Trigger NTP Sync manuaily

SMIFHest Web Interface Settings
SMTP Port 25 .

Default 25 Web Interface Certificate efault certificate =
Connection Security None, - Session Expiration Length 60 minutes

- o % Minimum: 1 minute
BASIC - IP Configuration
Usemname Update Dashboard Every 30 Minutes @Yes OnNo
Password
Connected Devices

Systemn Alerts Email Address hfeuti@barracuda.com

Separate multiple email addresses with 5 comma Log Retention Period i =
From Email Shared Secret s M 19989999809009200000000000000

= ystem Management ¥y GBViCE yoU Want 1o CONNECt to this Barracuda Firewsil Insights, enter this ssme Shared Secrat

Test SMTP Configurations Send Test Email
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BASIC — IP Configuration

TCP/IP configuration
* DNS configuration
* Domain configuration

* Proxy server configuration (optional)

S P
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Baracuda
CloudGen Firewall

il BASIC

IP Configuration

TCP/IP Configuration

IP Address 1921682222
SubnetMask 255255 255.252
Default Gateway 1921682221

DNS Configuration

Primary DNS Server o000

Secondary DNS Server 1114

Domain Configuration

Default Host Nama o

Default Domain tratming.com
bl S

Primary DNS Server 9999
Secondary DNS Server 115

Domain Configuration

Default Host Name ofi

Default Domain training.com

Proxy Server Configuration (Optional)

Server Name/IP Address:
Part 0
Usemame

Password

RCPORTS

1P Configuration

— [P Configuration

Firewall Insights admin

LOG viEw

Administation
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* SD-WAN /VPN

e Security & web
* Top 10 applications
* URL categories
* Web requests, ...

* Firewall traffic
* Network Discovery graph

* Bandwidth used by web traffic, ...

Insights - DASHBOARD Features

-

(= | o | s— |

il
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Firewall Ins

)

DASHBOARD

SOWAN Suenay  SOWAMTunels  BecudyandWed  Memwork Traflic

Dashboard: SD-WAN Summary @
Seicied Davices Timsrams
P —

Last 30 days

Topology

+

BOSRV00S:cudalabinternal
Lt 35.71472222222223 Lon: 139.79666666666665

VPN Summary: VPN wnnelransport -

Application Transpert Spread: Application Transport Spread -

| p

iz -.
et -I

0.5 Mt

SD-WAN Status
oaMmr 020

© upstrea

8 Healthy (66.67%)

3 e

1 Down (8.33%)

L




Baracuda
CloudGen Firewall

Insights — Dashboard — SD-WAN

Firewall Insights

) admin v

2 )] F B

BASIC DASHBOARD REPORTS

G VIEW

SD-WAN Summary SD-WAN Tunnels Security and Web Network Traffic.

Dashboard: SD-WAN Tunnels @

Range Cluster Firewall Timeframe Tunnel Transport

Al ~ Al

~ HQSRV050:cudalab internal ~ Last7 days v FW2FW-BO6VS-HQO50VS W FW2FW-BOGVS-HQO50VS Bulko e

VPN Transport VPN Average

Bandwidth UP &
; , = — CRERGAAE TR sp et Mens — - - o o
12 . C RANGETTE aneommps B1 741amnns

Latency

Handwidith DOWN
o
VPN Transport vEN Average
Bandwiacth UP L
- /\ s = = ‘| = BRI ARSEATTE sarasen-
[
Handwdth DOWN




Baracuda
CloudGen Firewall

il Insights — Dashboard — Security and Web

Firewall Insights

3 2 ® F4 B &

BASIC DASHBOARD REPORTS LOG VIEW ADVANCED

SDWANSummary  SDWANTunnels  SecurityandWeb  Network Traffic

Threat Map: 1pS -

By Source Country =

~N
-+
L —
1 10 100 ®
Top URL Categories Top 10 Applications
By Allowed +
£ web browsing 149304 NN
£ Microsoft Office 365 Base 65050 (D
£ Google Services Base 19080
£ Barracuda Advanced Threat Protection (ATP) 1394 @
£ Salesforce 10840 @
£ Microsoft Services Base 10539 @
£ Skype General 6060
£ Google Play Base 3083 |
£ Slack 2013 |
@ Windows 10 Privacy Data Collection 2760 |

L




CloudGen Firewall

il Insights — Dashboard — Network Traffic =

Firewall Insights

] ® P a
BASIC DASHBOARD REPORTS LOG VIEW ADVANGED

SDWANSummery  SDWANTunnels  SecurtyandWeb  Network Traffic

Dashboard: Network Traffic @

Range Cluster Firewall Timeframe
‘Aﬂ e Innsbruck v Al v ‘ | Last 24 hours -
3
Network Discovery Graph Bandwidth used by Web Traffic
172.311.X

17231 4 @ Toral Traffic @ HTTPS Traffic

13.97GB

17231.5X

1017 11X

172312X

10.17.4.X

-+
i
~
o

07-26
07-27
07-28
07-29
07-30

Q7-25

L



Insights — REPORTS Features

* Filtering options
* Time frame ( Today — Last 6 months )
 Qutput format (HTML, PDF, TEXT, or CSV)
e Advanced options

* Schedule Report

* Delivery options ( email or external server )
* Frequency ( once —monthly)
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Insights — Reports — Filtering Options

hReports: CloudGen Firewall @

Filtering Options

Time Frame Today

Output Format  HTML HTML

Report On PDE Selected Devices (1)
Text
Ccsv

Today L\
5
Custom

Yesterday

Last 7 Days

Last 30 Days

Last 60 Days

Last 90 Days

Last 120 Days

Last Week

This Week

This and Last Week
Last Month

This Maonth

This and Last Maonth
Last 3 Manths

Last 6 Months
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Dashboard: SD-WAN Summary @

d Options

Advanced Options

Destination
IP Anonymize
Serial Number Bucketing

Domains

Exclude Timeframe

Action

Chart Type

Drill-Down Limit Levels

® Domain O Category
Fitter by either domain or by category

O

IP Anonymize, e.g. 10.0.0.xx

O

Serial Mumber Bucketing

[ Exclude specified domains
Specify up to five domains to inciude in the report, one per line.

From To

O sunday [ Monday [ Tuesday [ Wednesday [ Thursday [ Friday [ Saturday
Enter a timeframe in the format HH-MM and/or check the days of the week for which to exclude data collected when preparing reports.

Allow 1 Block [ Deny [ Drop Detect
Reqguests with the selected actions will be included in the reports.

® Horizontal Bar O Vertical Bar O Pie Chart

i 10 z 5 = H 5 4: 5 B 5
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Insights — Reports — Schedule Report

Schedule Report

Report Name
Delivery Option ® Email () External Server
Recipients
Separate multiple email addresses with commas.
Frequenc
H ¥ ® Once O Hourly O Daily O Weekly O Monthly
Disable ® Enabled O Disabled

Schedule Report

vé



uda
CloudGen Firewall

il Insights — LOG VIEW Features

* Filtering options

Filtering Options

Time Frame

Today
Log Type

Firewall Connection History
Connection History Filters

Select field

Select field -

Select field

Type

Operation
Severity
Firewall Info
Protocol

Firewall Rule
Source IP
Source Port
Source Interface
Source NAT
Destination IP
Destination Port
Destination NAT
Destination Interface
Application

User

Source MAC

Devices

Selected Devices (9)

vé



Insights — ADVANCED Features <

e Backups

* Energize Updates
* Firmware updates
* External servers

* Troubleshooting

* Support
* Help topics (online help)

Network Connectivity Test

Ping Traceroute | Dig/HS5-lookup

Enter & hostname or IP address in the text field and click on the sppropriate Butlon o perform a network test

vé



Insights — ADVANCED — Backups

Configuration backup
Restore configuration

Data backup

* You must use an external server

Data restore
* You must select an external server

o | Data and config. backup must always be done together ! 0

<>
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Baracuda
CloudGen Firewall

Backups @

Configuration Backup

Status:

Restore Configuration

Restore From

Data Backup

External Server for data backup:
Backup data from

Backup data until

Data Restore

External Server for data backup:

il Insights — ADVANCED — Backups

-] ® - B S

BASIC DASHBOARD REPORTS LOG VIEW ADVANCED

Backups  FEnergizelpdates  Firmware Updates  Extemal Servers  Troubleshooting  Support

Backup Now

The last successful manual backup was on 2019-07-30 at 02:10:44 PM.

: No file selected.

BFI -
2019-06-30
2019-07-29

Backup Data Now

BFI %

Restore Data

L
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FW

Baracuda
CloudGen Firewall

Insights — ADVANCED — External Servers

Add external server

e ) a B B

BASIC DASHBOARD REPORTS LOG VIEW ADVANCED

Backups Energize Updates Firmware Updates External Servers Troubleshoating Support

External Servers @

Add External Server

Server Type @rrr Osue Alias

Hostname/IP Address Port 21
Username Password

Folder/Path !

External Servers
Alias HostnameilP Address Type Port Folder/Path Actions

BFI MyBackupSnvahB SMB 445 Iofil Remaove - Edit

L
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il Insights — ADVANCED

* Energize Updates

— Updates

<>

Security Definition Updates

Current Installed Version: 2.1.27267 (2017-09-25 18:49:46)

(view release notes)

Latest Version: 2.1.27267 (2017-09-25 18:49:46)

Previous Version: 2117395

Qtomaﬁc Updates: ®0n (DOf

i:?eports Definition Updates
Current Installed Version:

Latest Version:

Automatic Updates:

~

1.0.009 (2019-07-03 14:38:55)
(view release notes)

1.0.009 (2019-07-03 14:38:55)

Oon ®of

/

* Firmware updates

Current Firmware Version

Curreni Installed Viersion 1.0.0.232 (2019-07-11)

(view release notes)

Firmware Download

Mo updates available.
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il Nice to Know &

* Troubleshooting
* CHECK minimum requirements

* Wait a couple of minutes at the first prompt for the containers to start up before
logging in with admin/admin

Warning

Barracuda Firewall Ingsights has not received any data from one or more of your connected devices. Check your connections

® O n th e roa d m a p : for the following device{s):

Mame Type Serial Last Data Received
. BOSRV001 cudalab.internal CloudGen Firewall ~ 57c2b2b8b85404346fb12e281dbScdfs 20 minutes
e Custom rt
u S O re po | ng BOSRV003: cudalab.internal CloudGen Firewall 379511666256527bTE2d848af6ed4048 38 minutes

BOSRV002:cudalab.internal CloudGen Firewall €53185462537 1d6a1cf6das0c30sdari &1 minutes

* Cloud images
* Multi-user support osmiss




Questions

Q: How many resources will | need for xx firewalls?

A: This depends on

* model/
* number of sessions/
* enabled features / etc...

Q: Is this just for the enterprise?

A: No, for every customer managing
» SD-WAN /Web Reporting / Firewalls
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Documentation Links

* Barracuda Firewall Insights
* https://campus.barracuda.com/doc/84968178/

* CGF streaming config how-to
* https://campus.barracuda.com/doc/73720518/

 Subscriptions
* https://campus.barracuda.com/product/cloudgenfirewall/doc/78151827/

vé



Thank you

Barracuda.

TECHSUMMIT




