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What's New in the WAF Rel. 10

Bot Mitigation Client 
Fingerprint

Advanced Bot Protection



Bot Overview

Successfully spoof humans, defeat enhanced defenses like 
reCAPTCHA, Mouse Movement checks, etc.

Spoof humans, defeat standard defenses, intelligent attacks 
like credential stuffing, carding, ad fraud, CAPTCHA bypass

Scrape sites, create search engine listings, 
steal data, exploit vulnerabilities

Spoof known good bots to scrape sites, steal 
information, exploit vulnerabilities on a large scale

iPretenders

The Pretenders

The Basic Bots

Almost Humans



What Are Bots Used For?

Credential 
Stuffing/ATO

• Trying thousands
of stolen user 
credentials

Web Scraping        
• For confidential/

sensitive financial
data

Application DDoS

• Use layer 7 attacks
to DDoS the online 
service

Account Aggregation

• Collect user credentials 
to access



Credential Stuffing

Web SQLValid User Details

Automated Testing

User Credential Lists

Account Takeover



Attacks in eCommerce



Web Scraping

Web SQLSite Information

Purchase Information

Scraping Transactions

Site Database



Bot Mitigation

iPretenders

The Pretenders

The Basic Bots

Traffic patterns and behavioral classification (AI/ML)Almost Humans

Risk score tracking with behavioral analysis

Simple signature checks

Enhanced lookup, JavaScript checks, Mouse 
Movement checks, honey traps



Advanced Bot Protection

Feature ABP License required

Google reCAPTCHA No

Bot Widget and Reporting No

Bot Blacklist and IP Reputation No

Bot Spam Mitigation No

Credential Stuffing Protection & Reporting Yes

Barracuda ABP Cloud Integration Yes



ABP Multilayer Approach



Client Fingerprint & Risk Evaluation

WAF

Service
Web Application

1st HTTP Request

Tommy

JS

ABP Cloud

Bot Mitigation



reCaptcha Integration

Tommy

WAF

Service

• Domains
• Site Key
• Site Secret

Web Application



Let's Encrypt Integration

HTTPS
HTTPS

HTTPS
HTTPS

CA Certificates

• Create

• Renew



Thank you


