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What's New in the WAF

Barracuda Web Application Firewall
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Bot Overview <

Successfully spoof humans, defeat enhanced defenses like
Almost Humans \ reCAPTCHA, Mouse Movement checks, etc.

: Spoof humans, defeat standard defenses, intelligent attacks
iPretenders like credential stuffing, carding, ad fraud, CAPTCHA bypass

Spoof known good bots to scrape sites, steal

The Pretenders information, exploit vulnerabilities on a large scale

: Scrape sites, create search engine listings,
The Basic Bots steal data, exploit vulnerabilities
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iad \What Are Bots Used For? ¥
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Credential Web Scraping Application DDoS  Account Aggregation
StUﬁlng/ATO * For c.o.nfid.ential./ e Use layer 7 attacks e Collect user credentials
e Trying thousands sensitive financial to DDoS the online to access

of stolen user data service

credentials



bl Credential Stuffing
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b Attacks in eCommerce <

Account Takeover
- Hack into accounts using credentials purchased on Dark Web

Carding
- Hackers testing thousands of stolen credit cards
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Web Scraping
- For content, pricing and inventory information

Scalping
\ - Automated purchases for black market sales

Cart Abandonment
* Add hundreds of items to shopping cart and abandon, cause inventory exhaustion
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Bot Mitigation

Almost Humans

iPretenders

The Pretenders

Traffic patterns and behavioral classification (Al/ML)

Risk score tracking with behavioral analysis

Enhanced lookup, JavaScript checks, Mouse
Movement checks, honey traps

The Basic Bots Simple signature checks
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hadl Advanced Bot Protection

Google reCAPTCHA No
Bot Widget and Reporting No
Bot Blacklist and IP Reputation No
Bot Spam Mitigation No
Credential Stuffing Protection & Reporting Yes

Barracuda ABP Cloud Integration Yes



bl ABP Multilayer Approach e

| ABP Cloud Service
Machine Learning
Customer A/C Lookup Analysis Ingestion
Databases Engine Engine

nil

Augmented Request Analysis

Outbound Inspection
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