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Account takeover is the newest threat
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Securing the gateway is still 
necessary, but no longer sufficient



What is ATO?



Account takeover defined
What is account takeover (ATO)?
• Using stolen account credentials to commit fraud by taking over 

someone’s identity

How can email accounts be used when taken over?
• Commit financial fraud
• Steal sensitive information
• Launch phishing campaigns



Anatomy of ATO
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Credentials Monetization



Step 1: infiltration
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Why does it work?

LinkProtect cannot prevent these attacks 
since the links are low volume and 

highly personalized



Signatures, packages, and other excuses



Signatures, packages, and other excuses



Signatures, packages, and other excuses



Commonly impersonated web services

Enterprise Consumer



Infiltration has many forms
Weakness Method

Password reuse across services Password repository breach
(Yahoo, Slack, LinkedIn, etc.)

Weak passwords Brute force attack

Endpoint exposure to malware Browser credential theft

Social trust Emails, text and voice impersonations



Step 2: reconnaissance

Infiltration Reconnaissance Harvest
Credentials Monetization



Step 2: Reconnaissance
Method
• Sign in (oftentimes via VPN)
• Forwarding rules to external account
• Cleanup of traces

Common objectives
• Study org hierarchy, identify who has access to systems
• Learn signatures, email style
• Real-time transaction data



Step 3: harvest credentials
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Step 3: Harvest credentials



Step 4: monetization
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Step 4: Monetization
Common: sell credentials downstream
• Carried out on dark web
• Sold to attackers that specialize in advanced techniques
• High value orgs/executives command higher price

• More access
• More authority to execute transactions



Monetizing credentials has many forms
Techniques employed by sophisticated hacker groups 
• Phishing campaigns targeting other orgs
• CEO fraud
• Spam campaigns
• Leverage information for fraud against customers/partners

• e.g. real-estate wire fraud



External phishing campaigns

“Trusted” sender from
a compromised account

Link does not point
to Microsoft



CEO fraud
From: Jane Johnson <jjohnson@corp.com>

To: Michael Blake <michael.blake@corp.com>

Subject: Request

Body: Hey Michael,

Are you in the office, I need to process a bank transfer for me. Give me a quick reply 
when you can get it done.

Regards,

Jane Johnson

CEO, Corp Corporation

Cell: 408-292-2020

Real email address of CEO



Why traditional email security 
can’t protect you



Traditional email security fails at every step

Infiltration Reconnaissance Harvest
Credentials Monetization



Infiltration bypasses traditional approach
Most email security relies on volume / blacklisting
• IP
• Sender
• Link
• Domain
• Text

Attackers have developed counter-measures
• Zero-day links
• Malicious pages hosted on legitimate domains
• Targeted campaigns
• ATO emails seem “trusted”



Failing against recon/harvesting/monetization
Only inspects emails from external sources

Cannot track signals that indicate a compromised account
• Internal emails
• Anomalous Forwarding rules
• Unusual cleanup and side effects

Cannot pull back emails after delivery



So how do we fix this?
Multi-factor authentication

Password manager

Resilient process

AI to prevent, detect and remediate ATO

Security awareness training



API architecture enables 
ATO protection



Sentinel offers a complete solution

Infiltration Reconnaissance Harvest
Credentials Monetization

Remediate using APIs to discover 
and delete harvesting/monetization 
and prevent “viral” ATO / brand abuse

Detect reconnaissance and 
harvesting by observing behavioral, 
text and link anomalies

Prevent infiltration 
using AI that detects 
impersonations
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ATO remediation checklist
Change password

Disconnect all active sessions

Remove rules from Outlook

Delete all internal phishing emails

Submit phishing email

Scan computer using AV

Notify internal employees

Notify external recipients

Lock down account

Prevent future attacks
and clean up collateral damage

Communication



Where Sentinel fits in
Change password

Disconnect all active sessions

Remove rules from Outlook

Delete all internal phishing emails

Submit phishing email

Scan computer using AV

Notify internal employees

Notify external recipients

Automation via AI and APIs

Reporting and visibility



Moving forward



Next Steps
Evaluate the types of risks your organization is exposed

Think about where you are in your journey 

Run a free Email Threat Scan to test your defenses
• scan.barracudanetworks.com

Don’t let Account Takeover
derail your organization!



Thank you
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