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A Short history of bots



Risk and complexity

Bots are becoming more sophisticate

1998




Anatomy of a botnet attack

2. Hosts become zombies

Harvester Public Cloud

3. Harvester supplies Resources
Purchased by Attacker gi gi ﬂ

Web App Servers
5. Zombies retrieve gi Qi
4. Attack orders the orders
sent to C&C

6. Targets are

Attacked
Attacker
Corporate Network

Malicious C&C
Command & Control Botmaster



The BOT problem



Compromised Credentials

LinkedIn — 117 million account (2012)
Yahoo — 3 billion accounts (2013)

eBay — 145 million accounts (2014)

Talk Talk = 157 thousand accounts (2015)
Uber — 57 million accounts (2016)
Equifax — 189 million accounts (2017)

Marriott International — 500 million accounts (2018)

https://haveibeenpwned.com/



TalkTalk 2015

Recon 0 o
Lt
SQL injection o — T

Web SQL
Exfiltration

157,000 user accounts compromised
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Industry specific use cases
V&




eCommerce
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Scalping

Bots take advantage of their speed vs human purchasers to
buy a rare resource and then sell at an inflated price

Bot transactions
\ - Scalping transactions | | Egam—— —
o Scalping information Web SQL

Scalping database



Web scraping

Bots copy data from a website for nefarious purposes such
as price fixing, site impersonation, etc.

Scraping transactions 0

Site information

: — Purchase information Web SQL
Site database



FInance

Credential Web scraping Application Account

stuffing DDoS aggregation

* Trying 1000s of stolen * For content, pricing and » Use layer 7 attacks to » Collect user credentials
user credentials inventory information DDoS the online service to access
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Government
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Barracuda Advanced Bot Protection
Solution



Solution requirements
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Reporting




Solution requirements : Monitor & track

Monitor] [ Track ]

What WAF had ... Limitations for this task ... Enhancements ...
«  Web firewall log « Number of logs stored « Cloud based storage and
»  Access logs » Limited information analysis engine
about client headers * Important information
« Ability to group and like Header order etc.

corelate logs in sessions now captured for analysis



Solution requirements : Detect

Respond }

All detections in the WAF were inline

Bot protection requires inline protection &
out of band analysis



Solution Requirements : Detect (inline)

What WAF had ...

Brute force prevention
Web scraping
Good bot validations
« rDNS checks
* [P ranges
Slow client protection

Heavy URL protection
User agent-based tests

Honey traps using
robots.txt

Enhancements ...

Client Fingerprinting
* Browser / Headless
Browsers / Command-
line utilities
« SSL Fingerprints
« Comment & referrer spam
 Bot signature database



Multi-layer approach for advanced protection

ABP Cloud Service Machine

Learning

Inbound Inspection OQutbound Inspection




Deployment modes

Barracuda Advanced Bot Detection Cloud

WAF + Bot Protection Bot Protection Only
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Solution Requirements : Detect (out of band)

What WAF had ...

Nothing

Enhancements ...

Credential stuffing service
Data ingestion engine
Data augmentation

Analytics for client risk
scoring

Road Ahead ...

* Integration with
InfiSecure bot engine

 Refining machine
learning models for
detecting advanced bots



Credential stuffing

Lists of authentication credentials stolen from elsewhere are tested against
the application’s authentication mechanisms to identify whether users have

re-used the same login credentials

User credential lists

Automated testing | |
LN _ # h ——

Valid user details

Account takeover




Credential cracking (With CAPTCHA defeat)

[dentity valid login credentials by trying different values for
usernames and/or passwords.

Additional automation required to defeat CAPTCHA

User account lists

Automated logins

LR ~ ~
o e ] S DD' DD

Valid credentials
: Web SQL

Account takeover




Solution requirements : Respond & remember

What WAF had ...

Terminate
connections

Block client IP
CAPTCHA

Limitations ...

 Blocking IP means
blocking all NAT'ed
clients

 CAPTCHA can be solved
using scripts

=

Enhancements ...

 Blocking devices based on
device fingerprints

» Lock out device fingerprints

* Integrate with
reCAPTCHA v2

» Maintain client history



Solution requirements

[ Reporting
What WAF had ... Enhancements ... Road Ahead ...
 In box security & * Builtin reports on WAF « Enhanced cloud bot
traffic reports e sy e activity tracking
dashboard

the WAF dashboara
« Advanced analytics for

application traffic



- Bot mitigation tab

SECURITY POLICIES WEBSITES BOT MITIGATION 2CESS CONTROL NETWORKS ADVANCED

Bot Mitigation Bot Spam Mitig

Filter defautt

Bot Mitigation Policy Preferences m

Mame on | Acco 1o File Upload Security Data Theft ... Options

Fo ame Insert Hidden Lin
test | | 10 Edit Delete

Session Tracking Preferences m

Name IP:Port Session Identifiers M n G Interval
default

PHPSESSID-5




Cloud-based analysis

Summary : Basic Dashboard - Alpha

Distinct Client IP

o1, 571 217

= null good = uncategorized
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25,490

B
1,401

4,731

site_monitor 4,615
marketeing

search_engine_bot

uncategorised

screenshot_creator

tool

speed_tester

m M Data Centers

50,607

@ micro
amazon_aws

@ advancedhosters

@ hivelocity_hosting
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@ quadranet

@ fork_networking_
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Cloud-based analysis

Select date range d Count Unique Unique U

13,095,135 853925 74078

14132 834

I Record Count

1 I 8,589,174

request.url Count v @ othe:

L 4,928,764
[index.html 1,908,570
/autodiscover/autodiscover.xml 1,119,215

0
i 50.200.140.40 99.65.235.1 3.19.42.168 35.181.94.177 24.197.83.61
1-100/ 74079 > 182.75.82.234 228.234.214 76.18.172.9 35.156.166.220 54.218.176.38

—— Record Count
client_ua Count v y

1 WAAS AHM/0.1.1 2,006,874
curl/7.22.0 (x86_64-pc-linux-gnu) libcurl/7.22.0 OpenSSL/ 1,601,410
Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHT... 1,590,361
curl/7.21.3 (i386-redhat-linux-gnu) libcurl/7.21.3 NSS/3.13 1295097 100k

curl/7.21.3 (x86_64-redhat-linux-gnu) libcurl/7.21.3 OpenSS. 600,507

1-100/14 > g

1 Aug, 00 7 Aug, 06 13 Aug, 12 19 Aug, 18 26 Aug, 00
4 Aug, 03 10 Aug, 09 16 Aug, 15 22 Aug, 21

8,589,174 null 8,441,205 1 null 774,818 64.235.145.35 Demo1.https
amazon_aws 3,661,659 1 S 5| E staging.edinarealtyv2.c. vs_3750

microsoft 205,952 3 site_monitor 2 23 3 64.235.145.35 Demo.redirect 1,605,117

google 88,543 . search_engine_bot ,814 www.barracuda.com WWwW 1,207,762



Summary

Bots have direct impact on companies operations,
expenses and revenues

Solutions need analyze traffic patterns to effectively block
bot protections

Barracuda Advanced Bot Protection
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