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9 ] % of exploits uses DNS
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Today's organizations need a web
security solution that provides extensive
malware protection and policy
enforcement for users and devices, no
matter their location.
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Shield

Barracuda
Content Shield [Plus]



A cloud based web security solution
offering and
for and



We have two editions — BCS and

Protection from web-based threats BCS
Web content filtering BCS

Endpoint malware protection

SSL Inspection

Heuristic file analysis

Policy based on individual user
Reporting based on individual user
Remote user support

LDAP/Azure AD support



Robust content filtering

Advanced DNS Threat Remote-user

and URL filtering lxi:ltli%?eni;rgg protection
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Malware Prevention
A Aerrs

3,065

4236 7.15% vs previous 24 hours

Phishing Prevention

3,099

10 0.00% vs previous 24 hours

Web-Based Threats

2,056

116 0.78% vs previous 24 hours

Blocked Requests

109,466

1219 0.20% vs previous 24 hours

Primary DNS
35.172.126.63

Blocked
Supercategories

Last 7 days
SUPERCATEGORY
Security
lllegal or Impraper
Adult Material
Entertainment
Violence & Weapons
Commerce & Shopping
Online Communication
Education
News & Information
Society & Lifestyle
Technology

Last 7 days -

Secondary DNS
34.197.63.187

Top Blocked
Categories

COUNT TREND
572,644 130833 5.69%
58,460 +1766 2.93%
33,691 4613 1.79%
7233 1111 1.56%
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Policy enforcement

Pre-defined Granular per-user Customizable
category filters policy control reporting



lt's about security but also content filtering

Category Policy

Category Policy (1)

High (36) - Security, lllegal Activity, Violence, Gaming, Media Sharing, and Pornography

ADULT MATERIAL

Adult Content

ILLEGAL OR IMPROPER

Academic Cheating

SECURITY

Hacking
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Incidental Nudity Aleohol & Tobaceo Information Security
Malicious Sites
Phishing & Fraud

Proxies

Intimate Apparel & Swimwear
MNudity

Personals & Dating

Criminal Activity
Extremely Offensive
Gambling
Pornography
Text/Audio Only

Gambling Related Proxy Utilities

lllegal Drugs Spam

lllegal Software Spyware

Suspicious Sites

CEC RN NN H< N4

Intolerance & Hate

COMMERCE & SHOPPING

Profanit,
Advertisements & Popups roramty

Tasteless & Offensive

CEC N H<HN<H<H<N<]

SOCIETY & LIFESTYLE

Advocacy & NGO

Auctions & Classifieds

Business

NEWS & INFORMATION

Blogs & Wikis

Finance & Investment Fashion & Beauty

Job Search & Career Development Hosted Personal Pages

Marketing & Merchandising Forums & Newsgroups Kids Sites
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100% Saa$ solution

Proxy-free
architecture for
low latency

Simple to set up

Per-user licensing
and manage
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Malware protection & endpoint feedback

Latest updates on AP| integration
OS security with Barracuda
patches and |OCs FIR

Local malware
heuristics



How it works

Allow Safe
User Web Traffic
(browser) to Pass
(Y
CS-

Barracuda DNS Servers
(multiple locations worldwide) Block Malicious and
Inappropriate sites



Why should customers care?
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DNS can't determine DNS can't determine IoT devices
if websites host if a malicious rely on DNS
malicious content program is trying to

access CnC



loT presents a new target

000% 25%

increase in loT attacks of cyber attacks will involve
since 2016* loT devices by 2020*

*Symantec



When is it a Good Fit For the Customer

Customer wants an easy to
deploy/manage Saa$ solution
to protect web threat vector

Customer has remote users

Customer is looking to apply
certain browser based policies
for users or groups of users

Customer wants an antivirus or
endpoint protection platform

Customer is looking for EDR
solution



Moving forward



Forensics & Incident Response



What is it?

We've enhanced Forensics & Incident Response with
domain-based phishing protection, leveraging integration
with Barracuda Content Shield (BCS).

This new capability will provide users with a
for the two most common threat vectors:



How does it work?

f an email gets delivered with a link to a malicious website,
-orensics will flag the email and customer can

within the Forensics tool.



Where is this capability?

Incident Remediation - Policy Options

Select options, then click Remediate. Completion might take sever:

|:| Add a sender policy to Quarantine ~ emails

our Barracuda Email Security Servi nt. C /i affect for all future inbound emails.

This action adds bloc ptions to DNS Filtering inyour Barracuda Content Shield accoun

REMEDIATE




What's the value add for customers?

Forensics customers can to a
malicious domain/URL that arrives via email,

This integration will also
that arrive through web-routed mail.
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