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of exploits uses DNS91%
2016: Cisco Security Report 



Today’s organizations need a web 
security solution that provides extensive 
malware protection and policy 
enforcement for users and devices, no 
matter their location.



Barracuda 
Content Shield [Plus]



A cloud based web security solution 
offering content filtering and malware 
protection for on-site and remote users



We have two editions – BCS and BCS Plus
Protection from web-based threats BCS 
Web content filtering BCS

Endpoint malware protection Plus

SSL Inspection Plus

Heuristic file analysis Plus

Policy based on individual user Plus

Reporting based on individual user Plus

Remote user support Plus

LDAP/Azure AD support Plus



Robust content filtering

Advanced DNS 
and URL filtering

Threat 
intelligence from 
multiple vectors

Remote-user 
protection





Policy enforcement

Pre-defined 
category filters

Granular per-user 
policy control

Customizable 
reporting 



It’s about security but also content filtering



100% SaaS solution 

Per-user licensing Simple to set up 
and manage 

Proxy-free 
architecture for 

low latency



CONFIDENTIAL

Built to scale



Malware protection & endpoint feedback

Local malware 
heuristics

Latest updates on 
OS security 

patches and IOCs

API integration 
with Barracuda 

FIR



How it works

User
(browser)

Allow Safe 
Web Traffic 

to Pass

Barracuda DNS Servers
(multiple locations worldwide) Block Malicious and 

Inappropriate sites

ATP
WCS



Why should customers care?

DNS can’t determine
if websites host 

malicious content

IoT devices
rely on DNS

DNS can’t determine
if a malicious

program is trying to
access CnC



IoT presents a new target 

*Symantec

600%
increase in IoT attacks 

since 2016*

25% 
of cyber attacks will involve 

IoT devices by 2020*



Good Fit
• Customer wants an easy to 

deploy/manage SaaS solution 
to protect web threat vector

• Customer has remote users

• Customer is looking to apply 
certain browser based policies 
for users or groups of users

When is it a Good Fit For the Customer
Bad Fit

• Customer wants an antivirus or 
endpoint protection platform

• Customer is looking for EDR 
solution



Moving forward



Forensics & Incident Response with Domain Based 
Phishing Protection



We’ve enhanced Forensics & Incident Response with 
domain-based phishing protection, leveraging integration 
with Barracuda Content Shield (BCS). 

This new capability will provide users with a unified threat 
solution for the two most common threat vectors: web and 
email. 

What is it?



If an email gets delivered with a link to a malicious website, 
Forensics will flag the email and customer can 
automatically block traffic to that domain/URL leveraging 
API within the Forensics tool.

How does it work?



Where is this capability?



Forensics customers can automatically block access to a 
malicious domain/URL that arrives via email, directly from 
the the UI.

This integration will also detect and block malicious 
domains/URLs that arrive through web-routed mail. 

What’s the value add for customers?



Thank you
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