
Barracuda IoT Connect



 

• Cloud and IoT

• Barracuda IoT architecture

• Introduce IoT Connect

• Live Demo – Easy to Deploy

• Live Demo – Easy to Use

• Licencing and Timelines – Easy to Buy

• Q&A

Next session – Deep dive what ‘IoT Connect’ does under the hood

Then – containers/edge computing on Secure Connector appliances

Agenda



 Introduction



 

• Thousands of IoT devices create:
• A connectivity challenge

• Cloud provides the ideal highly scalable, highly available connectivity hub
• A shit load of data

• Cloud-centric
• stream data to cloud where it can efficiently handle and process big data

• Device-centric
• data processed on device (edge + cloud)

Cloud & IoT



 

“AT&T has recorded a 3198% increase in IoT 
vulnerability…”

https://www.business.att.com/content/dam/attbusiness/reports/vol4-threatlandscape.pdf

“Connecting devices securely and reliably 
is often the biggest challenge in IoT 
solutions.”

https://docs.microsoft.com/en-us/azure/iot-fundamentals/iot-introduction

https://www.business.att.com/content/dam/attbusiness/reports/vol4-threatlandscape.pdf
https://docs.microsoft.com/en-us/azure/iot-fundamentals/iot-introduction


 

IoT security architecture
IoT edge gateway

(SC)Connection hub
(SAC)

Micro-segmentation
Secure communication
Container support

Access control
Anti-malware

Advanced Threat Protection 
Protocol analysis (SCADA)

4G, Wi-Fi or WAN

Monitoring
Zero-touch deployment

Template-based configuration
Central licensing

Customer cloud network

Management hub
(CC)

Data traffic

Management traffic

Data ingestion 



 

But setup = 1 day experienced tech

How can we make this easier?

https://youtu.be/SIplyTrC5nMhttps://youtu.be/SYTWf1MN_fQ

https://youtu.be/SIplyTrC5nM
https://youtu.be/SYTWf1MN_fQ


 

Easily connect things to the cloud, via Barracuda Secure 
Connector appliances.

Our Strategy:
• Cloud & IoT as key growth market

Our mission:
• Easy to buy: Cloud marketplaces
• Easy to deploy: A few minutes
• Easy to use: Simple Management UX

IoT Connect



 

Easy to Buy



 

IoT Connect architecture

Customer‘s remote locationCustomer‘s Cloud account

Barracuda Cloud Service

Manage
IoT network

Configure and manage

Zero Touch auto configuration

Sensor
data

Connection hub

Management hub

Data traffic

Management traffic

SC2

Data collection & aggregation 



 

Demo – Easy to deploy

Getting Started Wizard



 



 



 

Demo – Easy to use

Using IoT Connect



 

IoT Connect – demo architecture

Customer‘s remote locationCustomer‘s Azure environment

Barracuda Cloud Service

Manage
IoT network

Configure and manage

Zero Touch auto configuration

Sensor
data

Cloud
routing

Check data

Sensor web UI Azure IoT hub

Connection hub

Management hub

Data traffic

Management traffic

SC2



 Licencing and Timelines



 

• Buy your Secure Connector appliances as usual

• $X per managed SC per month via marketplace
• Charged at hourly rate
• No charge for CC or SAC
• 5 managed SC minimum

Super simple licencing



 

EA starting now!
• Invitation only: iot_connect@barracuda.com

GA coming soon 
• Available for purchase via Azure & AWS marketplaces

Timelines

mailto:iot_connect_team@barracuda.com


 Questions….

iot_connect@barracuda.com

mailto:iot_connect@barracuda.com


Thank you
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