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A VERY Short History of Bots

How Can Barracuda WAF Help?
• Comment Spam & Demo
• Credential Stuffing & Demo
• Credential Cracking & reCAPTCHA Demo

Closing plus Q&A
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A VERY Short History of Bots



Bots are becoming more sophisticated
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Vulnerabilities are being exploited !



Vulnerabilities are being exploited !



https://informationisbeautiful.net/visualizations/worlds‐biggest‐data‐breaches‐hacks/
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How Can Barracuda WAF Help?



Basic Bot Detection Tests
• Reverse DNS Lookups
• User-Agent Checks
• Honeytraps using various methods including robots.txt
• Device Detection (Computer versus Mobile)

Application DDoS Detection
• Various application layer DDoS detections

• Brute Force attacks
• Heavy URL attacks
• Slow Client attacks etc.

What did we have in v9…



Framework Enhancements
• Client Fingerprinting
• Risk Scoring
• Response management

• Google reCAPTCHA
• Session based blocking*
• Rate control traffic*

• Log enhancements
• APIs for all new features

Implemented protections
• Credential Stuffing
• Comment Spam
• Referrer Spam
• Blacklist bots by category

UI Enhancements
• Bot Mitigation Tab
• Dashboard: Bot Vs. Human 

widget 
• New Reports

WAF enhancements in v10…



Bot Mitigation tab



Lists of Comment Spam e.g. Politically motivated or advertising 
or malware are injected into discussion forums, guestbooks, 
comment and review sections of websites

Comment Spamming

Web SQL

Comment Spam Database

Messaging

Bot spamming

Website Users



Comment Spam demo



The Comment Spam Database



View the Spam URL list



Pick a Spam URL to test with



What pages do we need to protect?



Testing using the comment spam URL



The BadStore Guestbook displays the Spam URL



Comment Spam Parameters



What are the comment field parameters?



What is the Name parameter called?



What is the Email parameter called?



What is the Comments parameter called?



Comment Spam: Add the parameters



Comment Spam: Add the parameters



Comment Spam: Add the parameters



Comment Spam: Save the policy



Comment Spam: Policy



Testing using the comment spam link



WAF blocks with… 



WAF Logs…



Lists of authentication credentials stolen from elsewhere are tested against 
the application’s authentication mechanisms to identify whether users have 
re-used the same login credentials

Credential stuffing

Web SQL
Valid User Details

Automated Testing

Account Takeover

User Credential Lists



Credential stuffing demo



What is the URL we are going to protect?



Bot Mitigation Policy: Configure URL Policy



Bot Mitigation Policy: Configure URL Policy



What are the login parameters?



Bot Mitigation Policy: Account Protection



What is the Username Parameter name?



What is the Password Parameter name?



Bot Mitigation Policy: Account Protection



Testing some compromised user credentials



WAF blocks with… 



WAF logs…



Identify valid login credentials by trying different values for 
usernames and/or passwords. 

Additional automation required to defeat CAPTCHA

Credential cracking (With CAPTCHA defeat)

Web SQL

User Account Lists

Valid Credentials

Automated logins

Account Takeover



reCAPTCHA demo



Google reCAPTCHA settings: Create Domain



Google reCAPTCHA settings: Keys



Google reCAPTCHA settings: Domain Admin



Google reCAPTCHA settings: Domain Admin



Barracuda WAF reCAPTCHA Service Settings



Barracuda WAF reCAPTCHA Service Settings



Barracuda WAF reCAPTCHA Service Settings



Barracuda WAF DDoS Policy CAPTCHA settings



Barracuda WAF DDoS Policy CAPTCHA settings



Barracuda WAF DDoS Policy CAPTCHA settings



The BadStore…        Lets Login!



Barracuda WAF inserts the reCAPTCHA…



reCAPTCHA verify (if Google are suspicious)…



Barracuda WAF falls back to internal CAPTCHA 
if there is reCAPTCHA issue…



You successfully proved you are Human!
Now you can access the Login…



…and now Logged in



Q&A



Try out the Advance Bot Protection trial
Check out the bot protection SKUs and Price Information
Want to know more about WAF and WAF-as-a-Service?
• I can come and talk to your teams about Application Security
• I can help with your Evaluations and PoC’s
• Email: REDACTED
• Twitter: REDACTED

Or, contact the Barracuda EMEA Consulting Solutions Team 
REDACTED

We’re here to help…



Thank you


