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A VERY Short History of Bots



Bots are becoming more sophisticated
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Vulnerabilities are being exploited !

Forbes

€he New York Times

13,659 views | Sep 9, 2018, 01:00pm

380,000 Passengers
Affected By 'Malicious' Marriott Hacking Exposes Data
British Airways Hack of Up to 500 Million Guests

dl'S TECHNICA

Faliure to patch two-month-old bug led
to massive Equifax breach

Critical Apache Struts bug was fixed in March. In May, it bit ~143 million US consumers.

DAN GOODIN - 9/14/2017, 4:12 AM




Vulnerabilities are being exploited !

BA Facing £183.39MFine
S= 2 for 2018 Data Breach

Bloomberg

L Marrlott Faces $124 Mllllon Flne

$700 MILLION EQOUIFAX FINE IS

From U.K. for Data Hacking

By Patrick Clark and Jonathan Browning

STILL TOO LITTLE, TOO LATE
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How Can Barracuda WAF Help?



What did we have in v9...

Basic Bot Detection Tlests

Application DDoS Detection

» Brute Force attacks
* Heavy URL attacks
» Slow Client attacks etc.



WAF enhancements in v10...

Framework Enhancements Implemented protections

Google reCAPTCHA
Session based blocking*

Rate control traffic* Ul Enhancements



Bot Mitigation tab

SECURITY POLICIES WEBSITES BOT MITIGATION ACCESS CONTROL NETWORKS ADVANCED

Libr;

Data Theft Options

test 10 Edit Delete

Sevon ockng s ||

IP-Port ion Identifiers N ion Count Interva Options




Comment Spamming

Lists of Comment Spam e.g. Politically motivated or advertising
or malware are injected into discussion forums, guestbooks,
comment and review sections of websites

Comment Spam Database

e @M S
e T e

Messaging
WEle SQL

Website Users



Comment Spam demo

Comment Spam Help

Service Name Service_192.168.19.190_443

Comment Spam Parameter Class CommentSpam

Parameter:

Exception Patterns:




The Comment Spam Database

Spam URL List

View Spam URL List



Pattern Name

referer-spam-pattern-1

referer-spam-pattern-3
referer. 1-pattel
referer-spam-pattern-5
referer-spam-pattern-6
referer-spam-pattern-7
referer-spam-pattern-8
referer-spam-pattern-9
referer-spam-pattern-10
referer-spam-pattern-11
refe J m-12
referer-spam-pattern-13
referer-spam-pattern-14
referer-spam-patiern-15
referer-spam-pattern-1
referer-spam-pattern-17
referer. m-pattern-18
referer-spam-pattern-19
referer-spam-pattern-2
referer-spam-pattern-21

referer- n-pattern-22

View the Spam URL list

Spam URL List@

Pattern

03e.info
On-line. tv
1-99se0.com

are-buttons.com

12masterov.com
12u.info

1pamm.ru
1webmaster.m|
24x7-server-support site
2your site

letter-domains.net

Sforex.fu
Ghopping.com
7kop.ru

7makemon

Version
1208
1.209
1.209
1.209
1.209
1.209

1.209




Pick a Spam URL to test with

Spam URL List®

03e.info

Onin
Gseo.com

1-fr

100doall

1 chengine

12masterov.com

12u.info

1pamm.ru
master.ml

rver-support.site

ping.com

Tkop.ru




What pages do we need to protect?

X+

C {y & demo.treacy.couk

Welcome {Unregistered User} - Cart contains 0 items at $0.00  View Cart

Shop Badstore.net Sign our Guestbook!

H
mplete this form n our Guestbook. The email field is not requ
ond to your feedback. Thanks!

Your Name

Email.

Add Entry || Reset




esting using the comment spam URL

x 4

C 0O & demo.treacy.co.uk/cgi-

Welcome {Unregistered User} - Cart contains 0 items at $0.00  View Cart |Search

Shop Badstore.net Sign our Guestbook!

Ple s form t bo0k. The email field is not required, but helps
you to respond to

Your Name | AM Hacker
Email Jah@leet.com

5-steps-to-start-business.com

Add Entry || Reset

Reference

e.net Ma




The BadStore Guestbook displays the Spam URL

+

C {0 8 demodtreacy.couk

Welcome {Unregistered User} - Cart contains 0 items at $0.00  View Cart

Shop Badstore.net Guestbook

34: Joe Shopper |

pli Evil Hacker

Reference




Comment Spam Parameters

Comment Spam Help

Service Name Service_192.168.19.190_443

Comment Spam Parameter Class CommentSpam

Parameter:

Exception Patterns:




What are the comment field parameters?

X+

C {y & demo.treacy.cou

Welcome {Unregistered User} - Cart contains 0 items at $0.00  View Cart

Shop Badstore.net Sign our Guestbook!

tbook. The email field is not required. but helps

Add Entry




What is the Name parameter called?

n our




What is the Email parameter called?

n our




What is the Comments parameter called?

Welcome {Unregistered User} - Cart contains 0 items at $0.00  View Cart

Shop Badstore.net

mplete th
nd to your feedt

textarea

Reference

e net Manual




Comment Spam: Add the parameters

Comment Spam Help

Service Name Service_192.168.19.190_443

Comment Spam Parameter Class CommentSpam

Parameter: comments

Exception Patterns:




Comment Spam: Add the parameters

Comment Spam Help

Commen am Parameter CommentSpam

Parameter: amail

comments

eption Patterns:




Comment Spam: Add the parameters

Comment Spam Help

Commen am Parameter CommentSpam

Parameter: name

comments

tion Patterns:




Comment Spam: Save the policy

{ Save | Cancel

Comment Spam

Service Name Service_192.168.19.190_443
Comment Spam Parameter Class CommentSpam
Parameter:

comments

email

name

Exception Patterns:




Comment Spam: Policy

Comment Spam

B service_192.168.19.190_443

T Service_192.168.19.190_80

192.168.19.190:443

192.168.19.190:80

Parameter Name

comments
email

name

Options




esting using the comment spam link

x 4

C 0O & demo.treacy.co.uk/cgi-

Welcome {Unregistered User} - Cart contains 0 items at $0.00  View Cart |Search

Shop Badstore.net Sign our Guestbook!

Ple s form t bo0k. The email field is not required, but helps
you to respond to

Your Name | AM Hacker
Email Jah@leet.com

5-steps-to-start-business.com

Add Entry || Reset

Reference

e.net Ma




WAF blocks with...

The request from 192.168.19.42 at 2( adstare.cqi

cannot be served due to attack|C OMMENT SPAM| Log ID is 16ce2d34977 b7cca48d.



WAF Logs...

Web Firewall Log Details

ALERT 2040 0o 90 42-20-£2

16¢ce2d34977-b7ccadsd

Prevention Details
Event [

Action DEMY
Service IP

Rule Service_192.168.19.190_443:cs_url_1565337379 cs_param_1585337379
Service Apf

Rule Type Param Profile
Service Por

Follow Up Action Challenge with CAPTCHA

URL

Method
Attack Details

Protocol

Query Strin Attack Comment Spam

Risk Score  Attack Category Bot Mitigation

Detail type="referer-spam” pattern="referer-spam-pattern-18" token="5-steps-to-start-business.com”
FParameter="comments” value="5-steps-to-start-business.com”




Credential stuffing

Lists of authentication credentials stolen from elsewhere are tested against
the application’s authentication mechanisms to identify whether users have
re-used the same login credentials

User Credential Lists

. Automated Testing o o
) Pl Vg 1 =

Valid User Details

Account Takeover




Credential stuffing demo

Account Protection Help

Credential Stuffing Protection

Username Parameter

Brute Force Prevention

Enable Eruteforc evention

¥ Advanced Configuration




What is the URL we are going to protect?

-t

demo.treacy.co.

Welcome {Unregistered User} - Cart cont 0items at $0.00  View

Shop Badstore.net in to Your Account or Register for a New Account

Login to Your Account

Suppliers Only

Reference

Register




Bot Mitigation Policy: Configure URL Policy

Configure URL Policy

URL Policy Name.

binfbadstore cgi

(Parameter action e:

(Parameter action eq loginre

Parameter

Operation

Value loginregist
Insert

Concatenate: ®

Apply | Cancel




Bot Mitigation Policy: Configure URL Policy

‘Configure URL Policy Help

Mode



What are the login parameters?

-t

demo.treacy.co.uk/cg

Welcome {Unregistered User} - Cart cont 0items at $0.00  View

Shop Badstore.net in to Your A 0 ster for a New Account

E

Suppliers Only

Reference

Register




Bot Mitigation Policy: Account Protection

Account Protection Help

Credential Stuffing Protection

Username Parameter

Paral

Brute Force Prevention

Enable Brute tion (@

uration




What is the Username Parameter name?

Welcome Scott Treacy - Cart contains 0 ftems at 50.00 View Cart

Shop Badstore.net Login to Your Account or Register for a New Account

Hon ;
Login to Your Acc input 142

Email Addre

Reference
Bad




What is the Password Parameter name?

Welcome Scott Treacy - Cart contains 0 ftems at 50.00 View Cart

Shop Badstore.net Login to Your Account or Register for a New Account
Hor

Login to Your Account
Email Addre imput 7¢

Reference
Bad




Bot Mitigation Policy: Account Protection

Account Protection Help

Credential Stuffing Protection

Username Parameter email

Paral

Brute Force Prevention

Enable Brute tion (@

uration




Testing some compromised user credentials

| Welcome {Unre

Shop Badstore.net ( a New Account

Suppliers Only

erL




WAF blocks with...

The request from 192, 168 0.85 at 2019-05-15 11:54: 22 GMT for the URL /cgi-

CREDENTIAL _ STUFF]NG DETECTE Log ID isj 6abb5?e8a8 bf8a123b.|




Web Firewall Log Details m

ALERT e

Event Details
Service IP 192.168.0.170
Service App Id service_192_168_0_170
Service Port 80
URL fcgi-binfadstore. cgi
Method POST
Protocol HTTP

Query String action=login

Attack Details

Aftack Credential Stuffing Detected

Aftack Category Bot Mitigation

Detail Policy="service_192_168_0_170 E.adStcre_LDgI‘n User=julio tan@gmail cn'n"l




Credential cracking (With CAPTCHA defeat)

[dentify valid login credentials by trying different values for
usernames and/or passwords.

Additional automation required to defeat CAPTCHA

User Account Lists

Automated logins

5 —— Ed—00—10

Valid Credentials
: Web sQL

Account Takeover



e ARG A aeline

Captcha Settings Help

CAPTCHA '® reCAPTCHA

4| Actions

Mo data available in table




Google reCAPTCHA settings: Create Domain

Label (i)

demo.treacy.co.uk

reCAPTCHA type

(O reCAPTCHAW3

Domains (i)

<+ demo.treacy.co.uk




Google reCAPTCHA settings: Keys

Google reCAPTCHA

Adding reCAPTCHA to your site
'dem.treacy.co.uk’ has been registered.

Use this site key in the HTML code your site serves to users. [ See client side integration

O+ COPY SITEKEY

Use this secret key for communication between your site and reCAPTCHA. [ See server side integration

O COPY SECRET KEY : SMUAA/ 2BMRV3KEfziUwfNY

GO TO SETTINGS [EeleR[oF VPR § et




Google reCAPTCHA settings: Domain Admin

Google reCAPTCHA

v2 Tickbox demo.treacy.co.uk You have 1site

Total Suspicious
requests requests

e
O O () 7 days from 2019-05-15

Requests passed & failed (i) Average Score (D)




Google reCAPTCHA settings: Domain Admin

Google reCAPTCHA

v2Tickbox demo.treacy.co.uk You have 1site

Total requests Suspicious requests

1 5 O o/o 7 days from 2019-05-10

Requests passed & failed @ Average Score




Barracuda WAF reCAPTCHA Service Settings

Captcha Settings Help

CAPTCHA ® reCAPTCHA

Do

Domain

Mo data available in table




Barracuda WAF reCAPTCHA Service Settings

Captcha Settings Help

CAPTCHA ® reCAPTCHA

Do

Domain




Barracuda WAF reCAPTCHA Service Settings

Captcha Settings Help

CAPTCHA '® reCAPTCHA

demo.tre;

Add New Domain

demo.treacy.co.uk

Add

Search:

Domains 4| Actions

demo.tre




Barracuda WAF DDoS Policy CAPTCHA settings

(Par: action gg loginreg

Param

Concatenate Insert

Apply




Barracuda WAF DDoS Policy CAPTCHA settings

Add DDoS Policy Help

Extended Match

on ®of

Do not Enforc
[Do not Enforce
is clients only

All

Expiry time



Barracuda WAF DDoS Policy CAPTCHA settings

Add DDoS Policy Help

Extended Match

®on

Expiry time



The BadStore... Lets Login!

Welcome {Unregistered User} - Cart contains 0 items at $0.00 View Cart

Shop Badstore.net Welcome to BadStore.net!
tia




Barracuda WAF inserts the reCAPTCHA...

User validation required to continue..

- I'm not a robot P

reCAPTCHA

Privacy - Terms
[ Refresh the page to generate a new image. ]
MNote:

« If you get here while trying to submit a form, you may have to re-submat the form.
o Access to this domain may need the browser to have javascript and cookie support enabled.

Validation needed due to - Policy constraints



reCAPTCHA verity (if Google are suspicious)...




Barracuda WAF falls back tointenmat C AP TCHA
if there is reCAPTCHA issue...

User validation required to continue..

Please type the text you see in the image into the text box and submit

.\15“ ATW
[ submi]

[ Refresh the page to generate a new image. |

Note:

» If you get here while trying to submit a form, you may have to re-submat the form.
* Access to this domain may need the browser to have javascript and cookie support enabled.

Validation needed due to - Policy constraints
Number of attempts left - 5



You successtully proved you are Human!
Now you can access the Login...




..and now Logged in

Welcome Scott Treacy fCart contains 0 items at $0.00 View Cart

Shop Badstore.net Welcome to BadStore.net!
Ho




Q&A



We're here to help...

Try out the Advance Bot Protection trial
Check out the bot protection SKUs and Price Information
Want to know more about WAF and WAF-as-a-Service?

Or, contact the Barracuda EMEA Consulting Solutions Team
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