
Best Practice "SD-WAN"
Real-life experiences from the field



 
 

• SD WAN Overview
• Customer Expectations & Recommendations
• Complexity Reduction
• Sizing & Performance Tuning
• SD-WAN & VRF
• ZTD
• SD-WAN & The Public Cloud

Agenda



 
 

SD-WAN – only one feature to switch on?



 
 

Multi-Provider Internet Breakout

SD WAN - Multi-Transport VPN



 
 

Bandwidth (up & down) – Latency – Packet Loss

SD-WAN – Network Parameter Measurement



 
 

SD-WAN - Traffic Categorization
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SD-WAN - Traffic Shaping



 
 

• Reduction of WAN costs
• Performance improvements
• Flexibility & speed when rolling out new branches / offices
• Complexity reduction

• hardware, software, management, licensing
• Provider SLA measurement

Customer expectations

GET MORE – PAY LESS



 
 

Line Cost Reduction



 
 

Barracuda Savings Calculator
https://savings.barracuda.com

MPLS replacement

https://savings.barracuda.com/


 
 

Points to consider and discuss with your customer
before you migrate from MPLS to commercial-grade 
internet lines:

• Guaranteed SLAs
• No or only little overbooking (defined by product)
• Guaranteed bandwidth & QoS
• Fully managed - end-to-end
• Network not reachable from public internet

MPLS replacement



 
 

High-speed internet at low costs

but …… bandwidth is not the only thing that counts

4G - LTE / 5G – The solution for all problems?



 
 

High-speed Internet at low costs

• Best effort media - overbooked by provider
• Smartphones get priority over internet routers
• High bandwidth & latency fluctuation throughout the day
• Packet loss rate?
• SLAs? Read the footnotes & fine print in your contract!
• Network is reachable from public internet 

4G - LTE / 5G & cable – Things to consider



Shared Internet Access



 
 

Most providers call it  “hybrid internet“ or  “hybrid technology“

Combination of broadband & 4G - LTE within the providers  
internet router/modem

Not recommended for SD WAN
• will lead to unexpected behavior
• TINA tunnel is only one session!

Hybrid solutions



 
 

SD WAN Deployment Options



 
 

SD-WAN „light“
Transport behaviour is very different 

• Not optimal for all configuration options

DSL



 
 

SD-WAN
Consider more than 2 uplinks / ISPs

• More flexibility for balancing / 
local breakout / backup

DSL DSL



 
 

SD-WAN

MPLS DSL

Consider more than 2 uplinks / ISPs
• More flexibility for balancing / 

local breakout / backup



 
 

You must choose wisely…

Maximum 
Reliability

Maximum 
Performance



 
 

Customer expectations –
performance improvement



 
 

Performance problems & customer expectations
• The users complain about bad performance
• Other factors like usage peak, application, storage, hypervisors
• It‘s not only about the network

End-to-end application performance 
• Questions to ask 

• which application, which users/groups, when, what happens,….

Performance improvements

End user experience



 
 

Retailer with 50 shops, several warehouses

Main applications: Terminal Server & VOIP

User experience got worse over time

Customer example – retailer with 50+ shops

Headquarters
Branch OfficesData Center

…

Central 
Internet Access

MPLS Backhauling



 
 

Key findings during POC:

Free WIFI for customers & employees

LOB apps & media streaming from Terminal Server

Users kept complaining during SD WAN POC

Customer example – Retailer with 50+ shops

Headquarters
Branch OfficesData Center

…

Central 
Internet Access

SD WAN



 
 

Solution:

• Priority 1: traffic offloading
• Priority 2: Adaptive Bandwidth protection

Customer example – Retailer with 50+ shops

Headquarters
Branch OfficesData Center

…

Decentralized
Internet Access

SD WAN



 
 

End user experience – important advices:

• Define KPIs – objective metrics
• Do not change more than one thing at a time

End-user experience monitoring – use 3rd party tools like:

• Lakeside https://www.lakesidesoftware.com
• Nexthink https://www.nexthink.com

…..

End-user experience

https://www.lakesidesoftware.com/
https://www.nexthink.com/


 
 

Traffic offloading



 
 

Do not simply replace MPLS by SD-WAN 

Headquarters
Branch OfficesData Center

…

Central 
Internet Access

MPLS Backhaul



 
 

Do not simply replace MPLS by SD-WAN 

Headquarters
Branch OfficesData Center

…

Central 
Internet Access

SD WAN



 
 

It is not an option – it is a must!

How to manage:

• Distributed firewall
• Application based policies & provider selection
• QoS per application 
• Repositories for firewall, traffic shaping,…..

Traffic offloading – Local internet breakout



 
 

Traffic Offloading - Distributed Firewall



 
 

Traffic Offloading - Distributed Firewall



 
 

O365 Detection – App Detection – Provider Optimization (8.0.1)

SD-WAN – Local Breakout



 
 

• Don‘t let one branch office become the weakest link 
that infects the whole network

• Use the same subscriptions and rules in headquarters 
and branch offices (Malware Protection & ATP)

Traffic offloading - Distributed firewall



 
 

Reduce Complexity



 
 

Reduce Complexity



 
 

Complexity reduction
Router FirewallWAN 

Optimization SD-WAN

Management ManagementManagement Management

Maintenance MaintenanceMaintenance Maintenance

Deployment DeploymentDeployment Deployment

Power PowerPower Power



 
 

Complexity reduction
Router FirewallWAN 

Optimization SD-WAN

Management

Maintenance

Deployment

Power



 
 

F82 Annex-A

F82 Annex-B

No external 

DSL modem 

necessary

Integrated DSL modem 



 
 

• Configuration
via CC

• Monitoring 
via FW

Integrated DSL Modem 



 
 

M40/M41 modem 

Barracuda USB modems



 
 

• M40/M41 Modem 

• Advantage: 
Configuration via CC

• Disadvantage: For High 
Availability 2 Modems 
and 2 SIMs needed, not 
supported by all 
providers

Barracuda USB  Modems



 
 

Secure Connector SC 2.4 / SC 2.6



 
 

Sizing



 
 

VPN performance is based on 1415 Byte UDP packets, bidirectional using BreakingPoint traffic generator.

SD WAN sizing



 
 

Choose the „Full Featured“ use case, because of local 
breakout in branches

SD WAN sizing



 
 

Cloudgen Sizing Whitepaper

Excel Sizing Calculator

Datasheets

Product Overview

Firewall Sizing - Sources



 
 

Firewall BluePrint
App for iOS

Firewall Sizing - Sources



 
 

Performance tuning - VPN



 
 

Realease the Handbrake



 
 

VPN Performance Improvements



 
 

Be aware that there are default configurations that limit the 
box performance!

- on smaller boxes

- VPN limits

- Performance limits

Firewall default limits



 
 

General firewall configuration F18

Firewall default limits



 
 

General firewall configuration F280

Firewall default limits



 
 

Firewall performance tuning



 
 

• Use AES 128 / AES 256

Hardware acceleration by Intel AES/NI

• Use SHA256 instead of SHA512 

SHA512 has a big performance impact, 
(20-30%) but increases security only
slightly

VPN performance tuning



 
 

Performance tuning – MTU size



 
 

Network – Interfaces

MTU size - Interfaces



 
 

- Firewall rule –
advanced settings

- Force MSS 
(Maximum Segment Size)

Checks the SYN and SYN–ACK TCP packets for an MSS that is larger than the 
configured MSS. If the MSS TCP attribute is smaller, the packet is rewritten 
with the configured MSS. Use this feature for VPNs to force a TCP MSS that 
fits the MTU of the VPN tunnel device. For IPv4, the maximum transmission 
size must be at least 40 bytes smaller than the MTU.

MSS size



 
 

VPN settings - Server settings – Advanced 

• VPN interface configuration

• Default value is 1398 

• Should be set to 1398 minus the 

difference between 1500 and 

MTU of output device

MTU size – VPN interface



 
 

Testing with SMB / CIFS Traffic
• When testing performance with SMB/CIFS traffic an be difficult to receive 

reproducible results. 
• When testing the same VPN tunnel with iperf and CIFS traffic, expect the 

transfer rate for the file transfer to be slower than the iperf value.

• Calculate the theoretical TCP throughput to know the theoretical 
bandwidth of the connection: 
https://www.switch.ch/network/tools/tcp_throughput

• If file transfer performance is very low, verify that you are not affected by 
issues with TCP receive windows scaling on Microsoft Windows. A quick 
search will offer troubleshooting steps and solutions for this problem.

VPN Performance Testing

https://www.switch.ch/network/tools/tcp_throughput


 
 

Best Practice - VPN Performance Testing
https://campus.barracuda.com/product/cloudgenfirewall/
doc/73718988/best-practice-vpn-performance-testing/



 
 

SD-WAN & VRF



 
 

Very common in retail, where traditionally MPLS 

• Digital transformation of the store
• Store in store concepts
• External suppliers 
• Network overlaps

VRF - Virtual Routing and Forwarding



 
 

SD-WAN & VRF
Example Configuration

• Retailer with multiple 
VR Instances



 
 

SD-WAN & VRF
VPN Settings – Server Settings

- Advanced

• VR Instance



 
 

SD-WAN & VRF
VPN Interface Properties

• default

• single additional VRF

• ANY



 
 

SD-WAN & VRF
VPN Interface Properties

• default

• single additional VRF

• ANY



 
 

SD-WAN & VRF
VPN Interface Properties

• default

• single additional VRF

• ANY



 
 

Be aware of the service limitations

VRF limitations

https://campus.barracuda.com/product/cloudgenfirewall/doc/74549106
/virtual-routing-and-forwarding-vrf/



 
 

Zero-touch deployment



 
 

Do not use personal 
accounts because:

• user might change 
password

• user might change role or 
leave company

• user might enable multi-
factor authentication

ZTD account - Do not use personal account!



 
 

• Setup a generic account in 
your directory / email 
system

• Do not enable two-factor 
authentication

ZTD account – Use generic account



 
 

• DHCP lease
• DNS server reachable to 

resolve 
ztd.barracudanetworks.com

• Firewall port 443 outgoing 
open , NTP

• You can temporarily use any 
device like:

• LAN port of existing firewall
• LTE router
• other router with DHCP 

enabled 

ZTD requirements

Any device 
with DHCP & 

Internet Access



 
 

F12 - F800 – DHCP client listens on port p4 – leave it there

DHCP interface



 
 

Boxes get delivered with customer specific 
configuration
• Only available for large scale projects – talk to Barracuda Sales

USB stick
• From customer perspective the USB stick with image & config is   

also zero-touch if provider field services fulfils it

What else can be zero-touch?



 
 

Firewall Insights



 
 

Firewall Insights



 
 

Firewall Insights
Configure Barracuda Firewall Insights in syslog streaming 

Barracuda Firewall Control Center -> use repository links 



 
 

For Barracuda Firewall Insights you need:
• A license for Barracuda 

Firewall Insights Server
• A subscription for Barracuda 

Firewall Insights on every
CloudGen Firewall you want
to connect to your
Firewall Insights

Firewall Insights

All license need to be ordered!



 
 

SD-WAN & The Public Cloud



 
 

Cloud-generation SD-WAN
Enable multi-cloud-connectivity

SaaS / PaaS / IaaS

MPLS / Express Route 
Commercial Internet Access

3G / 4G / 5G



 
 

Creating VPN Tunnels with AutoVPN



 
 

SD WAN – Microsoft vWAN Integration

https://campus.barracuda.com/product/cloudgenfirewall/doc/78808340/
how-to-configure-automatic-connectivity-to-azure-virtual-wan



 
 

SD WAN integrates in your existing network



 
 

SD-WAN Wrap Up



 
 

One last advice: KEEP IT SIMPLE



Thank you
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