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Introduction



Why passwords suck

Khalil Sehnaoui & -

< J— Weak passwords

If the media stopped saying 'hacking' and instead said figured )
out their password’, people would take password security more P h | S h | n g
seriously.

[';-—have i been pwned?]

Check if you have an account that has been compromised in a data breach

twarr@barracuda.com

Oh no — pwned!

Pwned on 1 breached site and found no pastes (subscribe to search sensitive breaches)

Reused passwords



Why MFA & TOTP

 Protect accounts and data

« Recommended by security experts

 Familiar consumer tech




Remote access clients with MFA/TOTP
VPN Client Cudalaunch SSL VPN

12:21 P

Barracuda VPN Client

v

Enter credentials to connect to L 1 Cudalaunch ﬁe

test MFA : k( Barracuda | CloudGen Firewall
Login

aw Login

Username

Login Log in
Welcome to the SSL VPN portal page. Welcome to the SSL VPN portal page.
From here you can get access to the applications From here you can get access to the applications
and resources that have been assigned to you by and resources that have been assigned to you by

your IT administrator. your IT administrator.




We use TOTP standard RFC 6238

* Requested by customers

« Many $0 TOTP clients

Application

s onsUmer hlexperienee

ato account Log n

Q

» No expensive tokens

tor and the autnenticate

«  Works offline 5 S

* No SMS or response wait

Algorithm |

T 'OTP authentication, the authen 3 s and the following TOTP parameters

*  No risk of phone porting s S

10TPval

‘e current Unix time, T, and some poc! poch) the latter 1l being in integer seconds,




TOTP self enrollment or bulk enrollment

TOTP Enroliment Automatic E-mail (CGFW)

Secret Key:

a Time-b One-tim
\eb Portal. These TOTPs can be setup and gens

er App that supp
Please setup TOTP on your device (€.9. mobile phone) either by m:

re also provided below. Each Backup Code can be

our App to generate the TOTP you w
(VPN) Client, Cudalaunch or V Portal

Backup ¢ 1, 23879, 65137424, 24
Best Regards

Verification Code:




_icensing

Fxample: Specialised MFA provider
3US$ per user per month = 300 users $10800 year for just MFA

MFA Access

= Free = P
7
(-\'_,J'I Free (10 users) " $3 / User / Month (@) $6 [ User / Month

Barracuda: CloudGen Firewall
Requires Advanced Remote Access subscription

F400: add Advanced Remote Access 300+ users = <$1200 year.



Setup



Setup — self enrollment



Setting up the time-based OTP portal

The TOTP portal shares the
[l same web service as the
gl SSL VPN service.

8 They share the same IP
certificate, ciphers, etc.

2 You can run either service
d without the other.




Conﬂgurmg the TOTP portal options

Choose authentication scheme
— independent of SSL VPN

B Allow self (re-)enrollment by
ll user group

Or use the TOTP portal just for
| backup code management

ll Use your own corporate logo

Set your own welcome text




Using the TOTP por

s

Ll Barracuda | CloudGen Firewall

Login

Log in

Welcome o the Time-based OTP Self Service
page. From here you can enroll in a Time-based
One Time Password authentication scheme and

also view/regenerate backup codes.

tal

It no SSL VPN just go to the
root URL.

T you have an SSL VPN setup
you can use the Cudalaunch
app or direct your browser to

https://sslvpn.company.com/portal/totp.html

Log in with the authentication
scheme you selected.



TOTP portal: enrollment

Enroliment

up an account in the Time-based OTP app on your
by manually entering the secret key shown below

Secret Key:
QWCIF56LOKS455D67HPKBOI4YM

Once you have successfully configured the Time-based OTP app,

enter the current verification code below.

Verification Code:

Scan or click the QR code or
copy and paste the key into

the TOTP authenticator app

of your choice.

Enter the token generated
by the app to enrall.



TOTP portal: Backup codes

<

Re-Enrollment

Backup Codes

Time-based OTP

d

es can be

d
sed OTP Verific

4122 8976
5986 7820
3488 0285
4736 3421

6729 2967

Generate New Backup Codes &

3006 7763

8607 5678

8998 8972

7727 2102

4413 4786




TOTP self service and Cudalaunch

All the features in the TOTP portal

are available through Cudal.aunch
and the SSL VPN web portal.

GO to menu

Enrollment

Re-Enroliment

View backup codes
Generate new backup codes



Setup — bulk Enroliment



Requirement: — Setting up email notifications

DASHBOARD CONFIGURATION CONTROL FIREWALL 3. STATISTICS EVENTS

=R Sctup the system email

g Administrative Settings - Notifications Activation Pending n Ot I | C a t | O n S
m/Export

System Email Notification

totp_notfications @bamracuda.com
Metification Address totp_notfications @bamracuda.com
SMTP re g A
Authentication me N Ot I fl C atl O n Te St

TP User

Notification Test




Reguirements: Import users from AD

s PowerShell

C:\Users\cesar>
C:\Users\cesar>
PS C:\Users\cesar>
PS C:\Users\cesar>

PS C:\Users\cesar> Get-ADUser {Enabled $true}

mail |Select SamAccountName ,mail |Conv
rtTo-Csv | % { $_.Replace( DYl % { s_.
eplace(

)}
SsamAccountName| [mail
khaled| |kmoussa@barracuda.com
cesar| |cbernardini@barracuda. com

PS C:\Users\cesar> Get-ADUser {Enabled $true}

mail |Select SamAccountName ,mail |Conv
rtTo-Ccsv | % { $_.Replace( DYl % { s_.
eplace( ) } > myfile.csv

PS C:\Users\cesar>

Extract users with PowerShell:

Copy the list of users in the clipboard.



Reguirements: Change connection timeout

- 10.17.6!

Firewall Admin settings

Barracuda Firewall Admin 8.0 Settings:

Client settings

« | Client Settings
e resson Connection read timeout:

Connectivity Options
Sockset Connect Timeout
Configuration Read Timeout

Log and Statistics Timeout 30 |sec
Sesion Login Timeos Restart your Firewall Admin
Mazx, Automatic Reconnects £ S e S S | O n

Date Format




Bulk Enrollment: How To 1/2

| ocation

Steps

Y feocmariniicbemardri @baracuda.con]
komebodylkomebody @bamacuda com)

Send Changes

The =
username1 [[passwi]lemail
username2|[passy

Overwrite Users

When this chex is enak
erwrite already existing us

Erase Users

Remove all the enrolled use

adding new users

Import Users

ling multiple us
nsider the i
Beforehand «

required to send enrc
mails.

pretend to enroll a
number of users, speci
timeout: An e-mail tal

nroll small number
ensure that your




Bulk Enrollment: How To 2/2

Self-Enrollment Automatic E-mail (CGPA

Every user receives an email w/

Self-Enrollment Automatic E-mail

Vigas Barve bepen vet eafira Tume- baned v tima-pasewand {OTP] [generabed usng Google Matenkicai o or of

x| ittt chiwiin [ . Froclbibi phintar |, st by Mty #riliiing B

Design your own template

FORALA, GGG TE, NTUITROE, J24A TANE, B0




L]
I/ Ol | ef O O l | n g DASHEOARD  CONFIGURATION  CONTROL WAL VPN 10GS  STATSTICS

0] The command faled whie sending enrolment e mailto p47@pppp com:
nd faied whil sending

nd faied whil sending

nd faied whie

Bl aun
B reivd
B sepr

Location E =

Vesssge
2190

Tp——
D 10.1762.127_27501 6311

101733186 546561 Senc
Foa@10.17.32186 54556] Fnsh




Setup — TINA VPN



Setting up MFA in CGF

e.g. add secondary auth to TINA client-to-site VPN:
« Either TOTP RSA or RADIUS
e Add Group Policy Conditions

gin Extraction Field

Group Poli Group Polic ndition

Assigned VPN Group : SroupPolicy Assigned VPN Group smoke TestGroup Policy
Extemal Group Condition from ex al z on) Extemal Group Condition from extemal auther on)

Group Pattem

Group Pattem




Setup — VPN client profiles



Setting up Client Profile

Choose TOTP Mode:
« Off Static, Dynamic -

Authentication Method

Edit Machine VPN Profile

General Connect/Reconnect  Adwvanced

Connection Timeouts: |

* |ncrease timeout

Encryption Algorithm
Authentication Algarithm
One-Time Password (OTP) M
Keep Alive Timeout [s]

Compression

Retry Timeout [s]

Cancel




VPN Connector
Static:

Barracuda VPN Client

* always use OTP to connect

ACME Corp. - TOTP

One-time passwords

859866

roadrunner




VPN Connector
Dynamic:

« OTP is being used, but
not known at initial
connect

Barracuda VPN Client

()

Connecting to

ACME Corp. - Mail

Connecting to 10.17.88.101:691...

Cancel




SSL VPN dynamic apps



Dynamic Apps: User View

Can see all resources
that they have/could
have access to.

Resources that are
dynamic are decorated
with a padlock while

disabled.




Dynamic apps

Ability for designated 'Super-Users’ to control
resource access in Cudalaunch.

Global 'Super-Users'’
Per=Resalirce Stigerisers:

Available on proxied web apps, tunneled web apps,
RDP apps, generic tunneled apps and network places.

Requires Advanced Remote Access.



Dynamic apps: ‘Super-User’ view

New ‘DynApps’ resource
tab in Cudalaunch and
SSL VPN web portal

Click the 'DynApp' to
enable, time enable or
disable

See current state of all
‘DynApps’

Search and Favorite




Dynamic apps: Global ‘Super-Users'

v Configuration

g Defined by group

Identity Scheme MS Active Directory

Service Setup
SSL VPN Setti Access Control Policies

Can control all resources

Network Places
Dynamic Firewall Rules Dynamic App Super User Groups " y |

Access Rights Query SuperUserGroup

User Attributes

VPN Group Policy
Access Control Policies
Time-based OTP




Dynamm: Apps: Resource Setup
For each resource type

« Make Dynamic

« (Choose Allowable Actions
8 Define Super User Groups
= | just for this resource
Enforce Minimum Enable with Time e I_imit Time

Allow Minimum Time

Days

Hours




What next?



Potential MFA / TOTP Improvements

* In progress - Add Linux and macOS VPN client support
* Auto-reconnect & TOTPs = Anti-pattern

e Add MFA/TOTP to Firewall Admin
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