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 96%

Most data breaches start with email

Email continues to be the 
most common vector 
for breaches.

- 2018 Verizon DBIR



 

Email threats 2.0
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Invest in detection and response

Prevention
• Email Gateway
• Archiving
• Inbox BEC Prevention
• Service Impersonation 

Prevention 
• User Training
• User Simulation

Detection
• ATO Detection
• Conversation Hijacking 

Detection 
• Brand Spoofing 

Detection

Response
• Post Delivery Cleanup
• Threat Hunting 
• User Reported Message 

Triage



 

Critical Part of Total Email Protection

O365 | Gsuite | Exchange
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AI for Social 
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Response  



 

No protection is 100% guaranteed



 

According to Gartner 

Technical professionals must understand end 
user’s role in phishing detection and the human 
role of the incident responders during phishing 
response.

- Mario De Boer, Gartner



 

Gartner also says.. 

The email security market is starting to adopt a continuous 
adaptive risk and trust assessment (CARTA) mindset and 
acknowledge that perfect protection is not possible. As a 
result, vendors are evolving or emerging to support new 
detect and response capabilities by integrating directly with 
the email system via API.



 

Incident response today 

`

• Manual search for 
other recipients of 
malicious mail 

• Unconnected 
systems lead to 
tedious manual 
checks

INVESTIGATE 

• M anually 
rem ediation

• Q uarantin ing 
m alic ious m ail 
takes too long 

RESPOND

• U sers don’t alw ays 
report attacks

• IT  investigations 
take too long

IDENTIFY

> 30 min 2-4 hours 1-4 hours



 

Incident response scenario
Manual incident response can take 3-8 hours per incident

This could add up: 

5 incidents x 8 hours = 40 hours per incident 

Lack of information and tools result in a manual, inefficient, 
time consuming process that often can lead to further spread 

of attacks 



 

Time from compromise to remediation 

Source: SANS Incident Response 2019



 

Who is the clicker?
Never a single attack 
• Search through mail server logs 

4% of people in any given 
phishing campaign will click 
• Hackers only need one

16 min 
First click in most 

campaigns 

28 min 
First savvy individual to 

report 



 Remember LOFT?



 

Blockers to effective incidence response 

Source: SANS Incident Response 2019



 

”There is no way to determine the scope and size of 
email-based attacks”

“There is no easy way to remove malicious and 
phishing emails from users’ inboxes”

“It takes a very long time to deal with remediating email 
attacks”

“There is no reporting on past attacks and 
resolved incidents ”

“There is no way to identify which users clicked on 
malicious URLs”

“End users can’t easily report phishing emails to us”

Manual incident response pain points 



 

IT, we have a BEC



Business Email Compromise Attack

Why it works:
Bypasses traditional security products that are 
only looking for a malicious payload
A combination of social engineering tactics cons 
users and overrides their better judgment

How to stop it:
Fix loopholes in business processes 
Employ technology that can inspect message 
context by looking at the trustability and 
authenticity of the sender
Actively monitor your email systems and provide 
end users an easy path to report suspicious email 
communications

A BEC attack steals funds or sensitive data by exploiting normal business
processes using pure social engineering tactics (not malicious URLs or attachments).



 

Day 1: Incident begins..



 

Your incident response must be
fast, efficient, and include both

reactive and proactive measures



 

Automate incident response
IDENTIFY INVESTIGATE RESPOND

Identify through Forensics 
& Insights

Reported by 
Employees

Search for other 
recipients 

Create an incident 

Find users who clicked on 
links

!
Block future attacks 

Remove malicious email 
from users’ inbox & send 

alerts

2 – 10 min



 

Enables best practice in incident response 

Automate 
Incident 

Response

Block 
Future 
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Allow end-user to report phishing attacks
End-users’ reports of suspicious emails will 
show up in FIR UI
• As reported from Outlook add-in or Web UI

Admins will be able to start an incident from 
each report or dismiss them 



 

Identify users in need of training 

See users who clicked 
on malicious links

Review the list and 
send users to security 
awareness training 



 

Enabling best practice in incident response 

Automate 
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Automate remediation with few clicks

Fast search through all delivered mail Delete emails from users inboxes with one click



 

Enables best practice in incident response 
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Proactively uncover malicious emails
Access Insights Identify malicious mail based 

on geo-reporting 
Block any future emails from 
the region through ESS



 

Thwart future attacks 
Quarantine all future inbound email Use Essentials to block all mail from a 

specific country 



 

Benefits of Forensics & Incident Response

Significant IT time savings   

Expedited response to advanced threats 

Reduced impact of malicious email

Focus on security education efforts

Proactive threat hunting



 

Time savings is significant ROI

“When a suspicious email is reported we can remediate the environment in just a 
couple minutes … Before it could take hours to run down all these details. Barracuda 

Forensics is a big win for us.”

Rick Cahoon, Director Enterprise Security & Support



 

Wilbur Ellis before Forensics 
While users reported a few of these attacks every day, IT found it hard 
to act quickly in response to an incident. 

IT had to search through tens of thousands of emails on their servers 
to see if any other of their 4,000 users received same message. 

All affected users had to be contacted and warned to make sure not 
to open and remove malicious messages from their inboxes. 

Lack of information and tools resulted in a manual, inefficient, and 
time-consuming process that could lead to further spread of attack.



 

Discovery on Incident Response  
How do you deal with threats that get through?
Do you have process for users to report phishing emails?
How do you respond to reported phishing emails?
How long does it take you to respond and remediate against phishing 
attacks? 
Do you carry out independent investigations?
What is the process for removing malicious emails delivered to users’ 
inboxes?
How do you know which users need security awareness training?



Thank you
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