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CGF8 and beyond
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Reporting

. 3rd Party |  Azure
w VWAN

DIY WAN

Barracuda CloudGen Firewall F82v7.2.3 CloudGen Firewall F800.CCE v7.2.3
SOFTWARE-DEFINED WIDE AREA NETWORK NEXT GENERATION FIREWALL



Top SD-WAN perftormance

+43 508 100 800 Purchase Login - English -

B_arracuda

PRODUCTS SOLUTIONS SUPPORT COMPANY Q

Barracuda achieves recommended
rating in 2019 NSS Labs SD-WAN
group test.

BARRACUDA NETWORKS

cuda CloudGen Firewall F82 v7.2.3
SOFTWARE-DEFINED WIDE AREA NETWORK
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n requirements
2 TB storage, 32 GB
RAM, 8 Cores
CGF firmware 7.2.4

or higher
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Better performance

FW Throughput
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=y CGF-A-801 (Cuda-PM-LAB-801) [vf1000]
(™2 Properties
» SL Administrative Settings->zrepo/box/boxadm/BoxDEF
£ Identity
;'-; Network
@ Traffic Shaping
€ BoxLicenses
Advanced Configuration

3 o 3 -~ Infrastructure Services
: HA params 1 @) Assigned Services
& 3 i (g AV (Virus-Scanner)
- £% DHCP (DHCP-Service)
One-stop shop all IP 5 % DHCPR (DHCP-Relay)
i Y NGFW (Firewall)
(® URL (URL-Filter)

Virtual server invisible S [8) VPN (VPN-Service)
= S : = — WiFi (Wi-Fi)

7= WiFi2 (Wi-Fi)

Sl TN = WiFi3 (Wi-Fi)




o 10.17.112.85 1017.112.87
Cuda-PM ~ cGF-A-801 CGF-A-801-HA

DASHEOARD CONFIGURATION CONTROL FIREWALL VPN LOGS STATISTICS

@ Services

" High Availability Status: OK
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EVENTS S5H

/2, Refresh if_
- active

My Disconnect

@Restart Shared Services G%QHestart Network E&Hestart Firmware Cﬂestart Box

=%

Active
Model VF1000
Uptime 15d 05h 58m 30s
System Time Thu Aug 29 15:53:40 2019
Management IP Q 10.17.112 85424
2 Shared IPs Q 10.17.112.88/32, 127.0.0.9/32

“ INTERFACES on Primary HA Partner: CGF-A-801 ﬁ

eth0

~ €3 SERVICES on Primary HA Partner- CGF-A-801 o

o R Do Comimeo r Y

PRIMARY 3) o]

SECONDARY

”

Standby
Model YF1000
Uptime 15d 05h 55m 39
System Time Thu Aug 29 15:54:05 2015
Management [P Q 1017112 8724

Shared IP

v ) SERVICES on Secondary

b R Do Comsimeo F 9

@ Restart Shared Services %Hestart Network @Hestart Fimware CHestart Box
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Barracuda Firewall Admin 8.0 - root @ QA-EU - CC Control / SD-WAN
10.17.75.138
QA-EU
CONTROL CONFIGURATION DATABASE ADMINS STATISTICS EVENTS NETWORK ACCESS CLIENT

Status Zero Touch Configuration File 2= Barracuda Pool [y Statistics = Remote Scanner “J\ Firmware Refresh :
Map Deployment SD"""A” @,3 Updates | Updates 7" Sessions Activation leenses (9 Collection o) Execuion D versions [ Update {F5) A Disconnect
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- Terms of Use
~ SD-WAN STATUS SD-WAN SUMI ler by Tunnel ¥  Available Bandwidth v

FW2FW-Beijing54-Wien47 Downstream @

FW2FW-Beijing54-Wien47 Upstream ®

8 i Fallback 1 O 326.1 Mbps ()
Buk0 [ 010Ms 0
1 rai Qualty1 ] 196.5 Mbps §
0 wa rning FW2FW-Tokyo53-Beijing54 Downstream 549.7 Mbps (39.57% Upl (3
0 FW2FW-Tokyo53-Beijing54 Upstream 548.9 Mbps (39.57% Up) @
FW2FW-LA52-NY51 Downstream | 418.5 Mbps (99.05% Up) | (3)

FW2FW-LAS2-NYST Upstream = £17.2 Mbps (99.05% Up) | (3)

Fwzrw-Romas-Bedin-P48 Upsiean (DD 218.5 Mbps (89.97% Up) | (3)

FW2FW-IBK45 Wiend7 Downstream _ 194 & Mbps (39.94% Up) (3)

I 193.8 Mbps (39.94% Up) (3)
] 184.0 Mbps (99.97% Up) | (3)

v STATE OVER TIME
FW2FW-IBK45-Wien47 Upstream

Timesp... 23.18:20 0rag.20 FW2FW-ROM49-Berin-IP48 Downstream

» oo I ©

~ DATA TRANSFER Application ¥ Transfered Data v

Connected to 10.17.75.138 {v 8.0.1-357) S5L Secured (AES256-GCM-5HA384) | Certificate: <NOT LOADED> CC Time: 07:19 (Etc/UTC)







JOTPs (RFC 6238)

Barracuda VPN Client

Enter credentials to connect to

test MFA

qw

Connect

“*Cudatalgche®

@ Cudalaunch - 10.14.13.88

v
leudaLaunch

Login

Username

Password

Login

Welcome to the SSL VPN portal page.

From here you can get access to the applications
and resources that have been assigned to you by
your IT administrator.

C A Notsecure | hitps//10.14.13.88/portal/... ¥

Re-Enroiment

Please set up an account in the Time-based OTP app on your
device, either by manually entering the secret key shown below or
by scanning the QR code

Secret Key: 67XBUMBIRPN6P5K6TUDYKQCAQQ

Once you have successfully configured the Time-based OTP app
enter the current verification code below.

Verification Code:







loT Connect all




Barracuda loT Connect Ij, guest@barracuda.com

® = B B o
DASHBOARD SCs TEMPLATES AUDIT LOG SETTINGS
() Dashboard
Cloud Infrastructure Status VPN Tunnel Locations

Managed SC Status SC Configuration VPN Tunnel Status
Status
Q 0K A Warning A Warning

2 Unconfigured
2 Deploying
16 Managed

@ AccessController @ SCs

Recent Administrative Events Recent Firewall Events

@ ok & o« ‘1



*  Barracuda loT Connect Ii) guest@barracuda.com -

B

SETTINGS
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& Cloud Infrastructure

Q NOTIFICATIONS
The agents deployed into your infrastructure to provide centralized secure connectivity.
Q ACCESS CREDENTIALS

Status Device Public IP Version Mode!
o Control Center 13.9511.117 801 WVCC400 1181306 Ea '-'5 P’*}:’J Jr'g
o Access Contraller 529515472 801 VACCB20 1182162 % '-'5 p’,}:” Jr'g f{é

Automated

Leverages customer’s own cloud subscription to stand up CC and SAC
Billing through our loT connect — FSC2 ordered separately
Config deployment through zero-touch service
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