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Seattle, we have a problem...

500+ K's 07

Native services across Number of new features Number of qualified Cloud
Azure, AWS, and GCP added to services in 2018 Security Architects working
that impact configurations for you



System Shock: How A Cloud Leak

Exposed Accenure's Business
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Builders want

CISOs want



“agility”}

Why can't security just be built in?

Does security have to be a
bottleneck?

How do I know the controls I'm
using are the right ones?

{"control”,

What's in our cloud? Is it secure?

Are we automating policy
assessment, enforcement and
reporting?

What happens when vulnerabilities
appear or we drift out of compliance?



"Empty your mind... N
be formless, shapeless...‘

like water.”

- Bruce Lee




@ CIS Benchmarks”

Securing Microsoft Azure: An objective, consensus-
driven security guideline for the Public Cloud Providers

Examples:  1.18 Ensure that 'Users who can manage security
. groups’ is set to 'None'

' 5.5 Ensure that Activity Log Alert exists for Delete
+ Network Security Group

' 7.3 Ensure that 'Data disks' are encrypted
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{"Records": [{

"eventVersion": "1.0",
e Fxample AWS cloud trail log
"type": "IAMUser",
"orincipalld": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:user/Alice",
‘accountld”: '123456789012", who and what made this call
"accessKeyld": "EXAMPLE_KEY_ID",
"userName": "Alice"
b
"eventTime": "2014-03-06T21:01:59Z2",
"eventSource”: "ec2.amazonaws.com”,

"eventName'": "Stoplnstances", What did they try to do and when

"awsRegion": "us-east-2"
"sourcelPAddress": _
"userAgent": "ec2-api-toals 1.6.12.2",
"requestParameters": {

"instancesSet"; {"items": [{"instanceld": "i-ebeaf9e2"}]},
S Requested action and response
"responseElements”: {"instancesSet": {"items": [{

"instanceld": "i-ebeaf9e2",

"currentState": {

"code": 64,
‘name"; "stopping”
1
"previousState": {
"code": 16,
‘name": "running"

}



= Policing configuration state of

Azure Database

every native service deployment
M

Azure Active Directory Azure Load Balancer
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Azure Security Graph Pub - CSG Alert

"message": "List of alerts",
"alerts": {
"pagination": {
"total_items": 1647,
"items": 25,
"limit": 25,
"page": 1,
"total_pages": 66
b
"compliance": [
{
"fail_reason": "Azure security center has detected incoming traffic from IP addresses, which have
been identified as IP addresses that should be blocked by the Adaptive Network Hardening control",
"description": "Traffic from unrecommended IP addresses was detected",
"severity": "low",
"offenders": {

K
recommended_sctons':
"1. Review the IP addresses and determine if they should be communicating with the virtual
machine",

"2. Enforce the hardening rule recommended by Security Center which will allow access only to
recommended IP addresses. You can edit the rule's properties and change the IP addresses to be
allowed, or alternatively edit the Network Security Group's rules directly"

L
"source": {
"alert_service": "Security Center",

Compliance alert and details

Recommendations



Azure Security Graph Sub — 3™ Party Alert

"@odata.context": "https://graph.microsoft.com/v1.0/Smetadata#Security/alerts",

"@odata.nextLink": "https://graph.microsoft.com/v1.0/security/alerts?Stop=1&Sskip=1",
"value": [

{

"id": "5AE9CC76-B587-4401-95C7-A8C878B7FFAS",

"azureTenantld": "00000001-0001-0001-0001-000000000001",

"azureSubscriptionld": "",

"riskScore': null,

"tags": [],

"activityGroupName": null,

"assignedTo": "",

"category": "threat",

"closedDateTime": "2019-07-13T00:00:02Z",
"comments": [],

"confidence": null,

"createdDateTime": "2019-07-13T15:11:317",
"description": "Traps: Malware Blocked",
"detectionlds": [],

"eventDateTime": "2019-07-13T15:58:317",
"feedback": "unknown",
"lastModifiedDateTime": "2019-07-13T15:11:312",
"recommendedActions": [],

"severity": "high",

"sourceMaterials": [],

"status": "newAlert",

"title": "Traps: Malware Blocked",
"vendorinformation": { ...

Malware detected and blocked, guess who?

What? No recommendations?






Build fast, stay secure

Easy-to-Use SaaS service

Watches over security and compliance

Built-in best practices = automates

remediation of violations

No burden on developers - frees
organizations to leverage cloud apps

and remain secure

Build-applications
secure

— while staying

Discovery and
Visualization

Policy
Definition

Automated

Remediation .
Continuous

Assessment

Control Compliance
Implementation Assessment
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that can help you start ...
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Gain Visibility of your Cloud Infrastructure
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