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Threat Spotting

Business Email Compromise
Spotting the Threat 

Did you know that the FBI reported $1.7 billion in Business Email Compromise losses in 2019?  

Here we take a closer look so you can spot the threat before it harms you or your organization.

In Business Email Compromise (BEC) attacks, scammers 
impersonate an employee in the organization in order to defraud 
the company, its employees, customers, or partners. 

In most cases, attackers focus their efforts on employees with 
access to the company’s finances or personal information, tricking 
individuals into performing wire transfers or disclosing sensitive 
information. 

These attacks use social-engineering tactics and compromised 
accounts and are usually devoid of attachments and links found in 
typical phishing emails.

BEC emails may leverage authority to elicit a response. As such, 
they often appear to come from the CEO or other high-level 
executive. 

How to avoid becoming a victim of Business Email Compromise: 
 
• Be skeptical if you normally don’t get emails from higher-ups.

• Keep calm if the email claims to be urgent.

• Verify the legitimacy of the email by calling the sender.

• Report the email to management or IT if you think it’s a fraud.
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