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Email Protection

Threat Spotting

 
Data Exfiltration
Spotting the Threat

The email threats faced by organizations today vary greatly in complexity, volume, and impact. Here we 

take a closer look so you can spot the threat before it harms you or your organization.

Data exfiltration is the unauthorized transfer of data from a 
computer or other device. It can be conducted manually via 
physical access to a computer or through malicious programming 
on the internet or a network. 

Attacks are typically targeted, with the objective of gaining access 
to a network or machine to locate and copy specific data. In 
addition to malicious attacks, human error can also play a role in 
data loss.

Cyberattacks often begin with phishing emails. Signs include:

• A sender address you don’t recognize or doesn’t make sense.

• An empty ‘To’ address field or one with names you don’t know.

• A send date or time that falls outside normal business hours.

• A heightened sense of urgency or alarm.

• Promises of rewards or threats if you do or don’t act.

If you suspect anything suspicious, alert your IT team immediately 
as it could be part of a larger attack. By recognizing the clues in 
the sample email provided you can avoid these attacks.

Example


