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Lateral Phishing
Spotting the Threat

The email threats faced by organizations today vary greatly in complexity, volume, and impact. Here we 

take a closer look so you can spot the threat before it harms you or your organization.

With lateral phishing attackers send phishing emails from 
hijacked accounts to contacts within and outside of the company 
to spread the attack more broadly. 

Because these attacks come from a legitimate email account and 
appear to be from a trusted colleague or partner, they tend to 
have a high success rate.

Despite these facts, targets can prevent lateral phishing from 
succeeding by:

• Being skeptical of emails from partners that are written in  

a different tone or style.

• Being wary of any requests for financial or confidential  
   information.

• Verifying the sender’s identity with a phone call.

• Having a manager or colleague weigh in if you’re unsure.

• Alerting your IT team if you suspect anything suspicious as it  
   could be part of a larger attack.

The sample shown highlights an example of lateral phishing.

Example


