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What's New

Here’s a fresh look at the latest training Content:

March 2023

Real World Threat Emails

These emails are based on emails flagged by Barracuda security and other real-world samples. Search for them by name in the SAT tool.

Adobe Acrobat Signed Agreement Parking Fees and Incentives Chase Account Compromised

Adobe Acrobat Sign B To: All Empl
0! ‘mployees

From: Building Administration
° Regarding: Parking Update

To better accommodate employee parking needs, we have some new fees and incentives that will
kick in over the next few months:

Name has signed your agreement: Agreement Copy.pdf

Date:Monday, March 6
 Parking fees will be cnarge_d bgsed on the frequen_cy of space use. Hello {email:firstName},
m - Those who use mass transit will receive a weekly incentive for doing so.
«Bi i i iability i This courtesy alert is to inform you that due to suspicious activity your primary
Bicycles will no longer be permitted on the property due to liability issues. Chase account has been suspended as a precaution.
- e Please watch your email for additional updates as we roll out these new policies. A link to Please review the pending transaction(s) and verify if you made them:
frequently asked questions is here for your convenience.
Need your own documents sgned? Adobe Actobat ign can hlp you save time. Lear more Alibabacom _$297.65 LF A Chi
emaits, please add o your address book Thank you, If this transaction is accurate, you'll have the opportunity to confirm and return
orsafe st your Chase account status to Active. If not, you will be guided through the
Ty re—— Facilities Management remediation process.
Your account security is our highest priority at Chase. If you have any further
concerns please don't hesitate to contact us for priority assistance.
Sincerely,
Amazon Account Hold Payroll Delay Your Chase Security Team

ON HOLD Helo Team, |

We regret to inform you that due to a clerical error with our company bank, payroll will be delayed
this upcoming cycle. Here's what this means to you:

Hi {emailfirstName),

This courtesy alert s to inform you that due to suspicious activity your Amazon Exempt Employees

account has been put on hold as a precaution. Please review the pending P =——

purchase(s) and date to verify if you made them: Non-Exempt Employees
ShopVac 003 §346.85  {emailSendTime:1. F j! nerica/Chicago'}

If you made this purchase, please confirm to return your Amazon account Contractor

status to Active. If not, you'l receive instructions on canceling the purchase
and returning your account to active status. ) ) )
Please do not contact your manager or Human Resources if you have questions. Instead, direct
Your account security s our top concern at Amazon. If you have any further inquiri i

concerns please don't hesitate to contact us for priority assistance. any inquiries to our dedicated bank

Sincerely, We apologize for the inconvenience,

Amazon Security
Your Payroll Team

Atlassian Unusual Login Attempt Zoom Conference Invite
A ATLASSIAN
Zoom Account Suspended Z00m
onom Hello SampleFirstName:
We nticed some unusual ogi actity with your Atassian accounts:
Hello SampleFrsNamo i o e Dear SampleFirsthame,
We've temporarily suspended your zoom bacause your email failed to sync with our :
‘server within the past 24 hours. Location Bilings, Montana, United States It appears you have not responded to a company-wide invite. Please

take a moment to review and respond at your earliest convenience.
Atthis time you wil not be able to send invites or attend calls Device Unknown

Please veriy your email o reactiveate your account. Browser Chromes. REVIEW INVITATION
Padress 176251055

Questions? Please vist our support center Thank you,
Happy Zooming How would you like Atlassian o proceed: Your Zoom Team

BlockOnce  Atiempls from this adcress will be blocked this ime
Q09 Block Always Al future attemps from this address wil be blocked

P TR— DoNothing  You recognize this attempt

to ZOOM allows you to set up invite
e capable Team Zoom hand:

inders and leave the rest
ty it today or click here for details,

‘Thank you for using Atiassian. Questoins, comments, contact support

More on next page.
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Quick Launch Campaigns

These campaigns can be deployed easily from your desktop so you can get up and running fast. Search for them by name in the SAT tool.

Larviing Page Best Buy Reward Certificate

This campaign consists of a phishing emall that informs the recipient that a $10 Best
Buy gift certificate is theirs to print if they click a button. If the recipient clicks, a
landing page reveals this was a phishing simulation and outlines how to identify and
avoid phishing emails in the future. A link to a training video about phishing is also
included.

* Technigue: Brand Impersonation
+ Difficulty to Detect: Medium

* Interaction Test: Click

* Training Included: Yes

Click Thinking Interactive Training—Basic Attack Techniques

Combines videos, quizzes, games and infographics to teach information security concepts. Search for them by name in the SAT tool.

Click Thinking | Interactive Training

Basic Attack Techniques

sb g tion is finished
you'll be returned to this page g mpleted!

) BASICCYBERATIACK p  LVEACTOR R SPOTTHEPHIH @ BASCATIACK TECHNIGUES
TECHNIQUES EXPRESS VIDEO TRAINING. INTERACTIVE GAME INFOGRAPHIC

Learn basic cyberattack Laugh and learn with these Test your skill identifying real Learn the potential cyber risks
techniques and test your engaging videos. phishing emails. of everyday workplace items.
Kknowledge.

watcH warcH PLaY REVIEW

Click Thinking Epress—Spam

Abbreviated, convenient information security training that can be viewed in under a minute. Search for them by name in the SAT tool.

Click Thinking
Express
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