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Click Thinking Interactive Training

Cybersecurity Awareness Month

-

Click Thinking Interactive Training is perfect for Cybersecurity Awareness Month or any time of year. Packed with engaging videos, games and infographics, they make training fast, fun and easy to implement!

The Click Thinking Interactive Training Collection

Click Thinking | Interactivé Training:

IStaying SEfEOnli

»
~

CTI-1 Phishing Awareness

« Phishing basics

« Signs of phishing

« Understanding URLs

- Spotting phishing scams
- Ransomware

Interactive Training

« Spot the phish game featuring real-world emails

« Email phishing clues infographic

CTI-4 Professional Cybersecurity

« Incident response

- Mobile devices

« Cyberattacks

« Human factor

- Data handling video

Interactive Training

« Professional cybersecurity true or false
« Diverting a cyberattack infographic

CTI-7 Staying Safe Online

- Personally identifiable information (PIl)
« Online shopping

« URL security

« Internet downloads

Interactive Training

- Staying safe online true or false
« Identifying online risks infographic

Click Thinking | Interactive Training

Passwords and:

CTI-2 Passwords and Multi-factor Authentication

« Passwords
« Multi-factor Authentications (MFA)
« Password security

Interactive Training

- Passwords and MFA true or false
« Create a stronger password infographic

CTI-5 Basic Attack Techniques

« Vocabulary and terms
« Vishing and smishing
- Portable media

« Spam

- Real world vishing

Interactive Training

« Spot the phish game featuring real-world emails
« Clean desk red flags infographic

CTI-8 Hybrid Work Security

« Working from home

- Web browsing and work
« Bring your own device

« Clean desk policy

« Public wifi video

Interactive Training

« Hybrid work security true or false
« Working from home best practices infographic

CTI-3 Personal Cybersecurity

« Social engineering

« Public wifi

« Internet of things (loT)
« Catfishing

« Computer theft

Interactive Training

- Personal cybersecurity true or false
« How scammers bypass security infographic

CTI-6 Advanced Attack Techniques

Click Thinking | Interactive Training Account takeover
.

Advanced « Business email compromise (BEC)
: « Spear phishing
TeChnlque_ « Removable media
/ Interactive Training
% - Advanced attack techniques true or false

Forraclda) - Deconstructing a spear phishing attack infographic

CTI-9 Advanced Personal Cybersecurity

Click Thinkingy| Interactive Training . . .
. « Mobile device security

Advanced Persopal — - Professional networking
= « Applications
Cybersecurty, « * . Phishing in everyday life

Interactive Training

« Advanced personal security true or false
« Cyber-safe drive-in theater infographic

R CTI-11 Advanced Data Security
Click Thinking | INETEEHIE lning lr CTI-10 Data Security Basics Click Thinking | Interactive Training
Data Securit'ﬁ Basics 1 - Data classification Advanced :\ « Access control basics Please see the next page for a ComprehenSIve
B " + Data loss prevention Data Security {)» + Insider threats
- Sencitve ama ~ S S - Data breamhes” covd rollout guide and suggested implementation
« Data loss prevention ‘ « Advanced access control
w Interactive Training Interactive Training StepS to make the most of this curriculum.

- Data security basics true or false
« Classify the data infographic

« Advanced data security true or false
- Causes of data breaches infographic
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Click Thinking Interactive Training can be implemented as a comprehensive or customized plan to suit the needs of your organization. Follow the guidelines here or contact Barracuda Support for assistance.

Getting Started Proposed Monthly Rollout Plan

- Make Click Thinking Interactive Training the cornerstone of an overall . A
. Quarterly Emphasis: Understanding Fundamentals
training plan.

) ) ) ) CTI-1 Phishing Awareness CTI-2 Passwords & MFA CTI-3 Personal Cybersecurity Builds a solid foundation of knOW|edge with trail’]ing that emphaSizeS
. Consider a comprehensive annual rollout that introduces essential

topics first and builds upon this. For a head start refer to the rollout fundamental information security topics and best practices.

plan provided.
MONTH 1 MONTH 2 MONTH 3

- Choose the Click Thinking Interactive training email in the content
center that you wish to use—it’s already linked to the module. You can

locate the emails using the email name filter and the search term: CTI. . . L
d Quarterly Emphasis: Securing the Organization

- Send the training invitation at your discretion. There’s no right or ! i ! i ’ o . .
. 9 e oL yorr Feereon. o CCybersmcunity M chmaues. ¢ R Fortifies front-line employees with the knowledge they need to protect
wrong time for Click Thinking Interactive Training! What's more, you

can track when recipients have viewed it to completion. your organization against common and sophisticated cyber attacks.

. Supplement Click Thinking Interactive Training as desired with MONTH 4 MONTH 5 MONTH 6
additional material available in the content center, including

infographics, spotlights, and even conventional training modules.

- Encourage employees to view at their convenience, emphasizing the Quarterly Emphasis: Beyond the Workplace

fact that each module can be viewed in less than 15 minutes. CTI-9 Advanced . R . .
CTI-7 Staying Safe Online CTI-8 Hybrid Work Security Personal Security Explores threats that can compromise individuals in their personal or

- Designed for time-stressed, on-the-go employees, Click Thinkin . . . .
9 go employ 9 hybrid work spaces while providing insights that protect them.

Interactive Training can be as easily consumed on mobile devices as

) MONTH 7 MONTH 8 MONTH 9
it can be on a company desktop or laptop.

On the Horizon
Quarterly Emphasis: Protecting Data

We’re continually looking for ways to make Click Thinking Interactive OPEN OR . . .
o , : _ = RESERVED FOR CTI-10 Data Security Basics CTI-11 Advanced Provides an in-depth look at the causes and impacts of data breaches,
Training easy to implement and incorporate into your training strategy. CYBERSECURITY Data Security

AWARENESS MONTH

To this end, we’ll soon be adding these modules to our Quick Launch emphasizing everyone’s role in preventing them.

catalog. In addition, we’re reviewing our content library to provide you
MONTH 10 MONTH 11 MONTH 12

with email and landing page suggestions to accompany each module.
Watch your upcoming Click Thinking newsletters for details.
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