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Real World Threat Emails

These are based on emails flagged by Barracuda security and other real-world samples. Search for them by name in the SAT Content Center.

Confidential Excel File Waiting Hybrid Work Policy Update eCard Signature Request
You have a new encrypted message from

{emailfirstName}@sharepoint.gov Team, To: Distribution

an email message After careful consideration, we have made the decision to discontinue the hybrid and work-at-home model E’:";‘mﬁg”"g’:&‘ days
o man et [ privcy gty by your rsmmains sty instituted during the pandemic. While we understand that many of you will be impacted we believe that a garding: ¥

strong and product workforce is one that is united under one roof. If you're receiving this your company has made the move to eco-friendly and efficient
Tovie the el s,k r o g ot scptnmeses cCards, saving trees, time and money!
center. You'l be prompted o ether reate a password o enter the ane you . o
‘may already be using. You can also paste the following URL into your browser This change will go into effect
10 3cces th encpion messge center. {emailSendTime:1, F j~America/Chicago’} Please click the card below and follow the signing instructions no later than
’ {emailSendTime: 1, F j:' America/Chicago'} to keep this moving.

HibmowJOOAERThiszafhe2no2n3n70g03400UGKIB3R01 - ‘We understand that there will be questions which is why we've put together an interactive landing page on Thank you!
A our company platform that you can access here. If you have further questions or concerns, please send
10Zempic4doGHY31931hfkweske jbwiqea Ca3EUFuvoeks them directly to senior management at the link here.

I AANNA A AL AN

The secure message wil expire n {emallSendTime:1, F .
3 Amem,cm:_f’; 2 M‘;,_ “Sfd Hd; Thank you for your flexibility and contributions to our success. We value your dedication and commitment

and look forward to becoming even stronger in the days head.

Dicsiner: a0 nended sty for
R 1o Py e . st v s el ety Sincerely,

“Your Senior Management Team

e

Peloton Benefit
CEO Gift Card Request

a PELOTON Hi {email:firstName},

Apologies in advance —I normally wouldn't reach out but my admin is on leave and I hear you have a
reputation for getting things done. We have an opportunity to support local charities that provide food,
clothing and home goods to community families in need.

. This sat in my email for awhile, but if you can act on this request today our company can still make a

We're pleased to partner with your employer to brin . A g N 5 s " [~ /2 /N ~v—
P P v POy 9 difference. This link will take you to a form that will authorize us to buy gift cards at a discount to several N/ ~ )

Peloton health and wellness benefits to the workplace.

Whether you're a home, office or hybrid employee we participants (like Target, Wal and others).

- click here if card doesn't show up in five seconds
have something for you.

I'm not authorizing you to buy them, Il do that once you complete the form and send me the codes they!ll
give you. I just don't have the time to do this today, and s the last chance to take part.

Many of our bikes, treadmills and rowing machines
have been significantly discounted for your benefit.

Click the icons below for more information and deep When this is over, I'll make sure you're recognized for your efforts. Because I really appreciate it!

discounts on your favorite exercise equipment. Thanks again and take care.
p
President and CEO
Bike Bikes Row

Daylight Savings Legislation
i Email Tempate Mansuar
To: All Employees
= Importance: High

Troud Ao PR Date: femailSendTimer', F j'America/Chicago’t

You may have heard that Conaress recently voted to standardize Daylight Savings Time quidelines across the continental United States (see
click here f images fail to show within five seconds article for detalls). As a result, we will not be turning clocks back this Fall or forward in the Spring for the foreseeable future.

While our organization will adjust to these changes we understand there will be an impact and that some of you may have questions. To this
end, we've developed a Daylight Savings Time Change Policy we ask that you review and acknowledge here.

©2023 Peatan. Inc. Al ights razerved. Depending an haw yau ntaract wih Paiatan
‘and our Servioes, we may collectyour persanal informatian. The sources from which Thank you for your cooperat

altention 1o this matter. We look forward 1o implement ing t ge with minimal

we collact

Information wa collect automatcally,Information w callactfom oiher oucas. Ssa

bsonfor we

may Services, such
as pages and stes uisited You reach the
Sevices, th use, the smount of

and ctner actions takan rough usa of tha Senicss such as praferances. Wa usa
‘data analytis with ths Usags Data t2 batter Understand your use ofhe Servicssin
s to improve the Services oflred

More on next page.
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Click Thinking Interactive Training Catalog Rollout Guide

Available in the October 2023 Click Thinking bundle in the Content Center.
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Catalog and Rollout Guide

Click Thinking Interactive Training

Click Thinking Interactive Tralning Is perfect for Cybersecurty Awareness Month or any tme of year.

The Clck Thinking Interactve Trainng Collction

Please see the next page for a comprehensive
follout guide and suggested implementation
steps to make the most of this curriculum.
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Catalog and Rollout Guide

Click Thinking Interactive Training

Cuek

Gettng startes Proposed Montny Rotleut Pian
Guataty Emphas: Undersanding Fudamentat

Bulkds 3 50l foundation of Knowiedge with Uoinng that emphosizes
fundomental information secury topics ond best proctces

Cuntony Emphas:Sacuing the Organiton

your organization against common and sophisicatod cybor atacks.

Guatry Emphasi: Beyond the Workplace

hybrid work spaces whko provding insights that protect thom.

Guaneny Empnas: Prtecting Oata

emphasizing overyonss rle n praventing them.
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