
Setting Up and Using Amazon Security Lake 

1. Enable Amazon Security Lake: 

• Access the guide at Getting Started with Amazon Security Lake. 

• Follow the instructions to enable and start Amazon Security Lake. 

2. Create a Data Subscriber: 

• Open the Security Lake console. 

• Use the AWS Region selector to choose the appropriate Region. 

• Navigate to "Subscribers" and choose "Create subscriber". 

• Enter details for the subscriber, including name and description. 

• Select the log and event sources for the subscriber. 

• Choose S3 for data access. 

• Provide the subscriber's AWS account ID and external ID. 

• Select SQS queue for notification details. 

• Click "Create" to finalize the subscriber setup. 

3. Subscriber Configuration: 

• This process will generate necessary details like IAM roles, AWS role ID, external ID, and 

queue URL for AWS Security Lake Integration. 

4. Provide Information to Barracuda XDR Team: 

• Once you have the SQS URL and IAM credentials, Contact Barracuda XDR team for 

further steps in the integration process. 

1. Email xdr-support@barracuda.com  

2. Call US: +1 855-838-4500 | IRE: +353 1 513-7503 | UK: +44 20 3695-8498 | 

APAC: +61 2 7228 1891 

Important Considerations 

• Security and Permissions: Ensure that all configurations and credentials are handled securely. 

Follow best practices for IAM roles and permissions. 

• Documentation: Always refer to the latest AWS documentation for the most current procedures 

and best practices. 

• Collaboration with Teams: Coordinate with your IT and security teams, especially when 

integrating services like Barracuda XDR, to ensure compliance with your organization's policies. 

If you need more detailed guidance on any of these steps or additional assistance, feel free to ask! 

https://docs.aws.amazon.com/security-lake/latest/userguide/getting-started.html
mailto:xdr-support@barracuda.com


 


