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What's New

Here’s a fresh look at the latest training Content:

May 2024

Real World Threat Emails

What’s New

These emails are based on emails flagged by Barracuda security and other real-world samples. Search for them by name in the SAT tool.

House Buyer Network Offer

GNC Vitamin Offer

Uber Eats Offer

Free Solar Panel Offer

~ﬂllnuss Buyer Network .,

At House Buyer Network, we specialize in purchasing
properties quickly and hassle-free. Our team of
experienced real estete exparts is currently seaking
properties in your area to purchase for cash, as is.
This meens you can sell yur property without the need
for repairs, renavations, or staging.
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Put your health first

We have an exclusive offer just for you! For one week only, GNC
is giving away a FREE multivitamin to support your health and
wellness goals. Don't miss out on this opportunity to boost your

daily nutrition!

Act fast, as supplies are limited and this offer won't last long.

Simply click the link below and select which multivitamin you'd

like to claim.

CLAIM YOUR MULTIVITAMIN
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Claim your $40 in credit

UNLOCK YOUR UBER EATS PROMO. ADD THE PROMO CODE
BELOW BEFORE YOU CHECK OUT. PROMO CODE:

RS7GTT0156

Order food delivery
using your Uber
account.
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Hello {email:firstName},

Infoseek is currently auditing contact information for your company. Please review your profile below and

confirm or revise as needed.

Contact Info for {email:firstName} {email:lastName}

Thank] you,

Infoseek
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YOU MAY QUALIFY FOR

At SolEdge, we ited

panel program.

We are offering free solar panels and installation to eligible homeowners
and by partof our tment i

solutions. These solar panels will not only help you save on energy costs
but also contribute to a cleaner, greener environment

Qualifications

« Own a single-family home or commercial property
« Property must have suitable roof space for solar panel installation
= Must be located within the U.S. to qualify for the government grant

RECENT PROJECTS
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More on next page.
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Lifestyle Bundle: Summer Travel

A guide to training content that focuses on summer travel information security safety. Available in the May 2024 Click Thinking bundle.
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Keep Cyber-Risks at Bay During Summer Travels

As the temperature rises and vacation plans take shape, its essential
to recognize that cybersecurity doesn't take a holiday. In fact, the sum-
mer months bring unique risks for travelers and their devices, whether
they're using them for work, personal reasons or both

For starters, public wifi networks, often refied upon during travels, can
be a cyber minefield. These networks, found in hotels, cafes, airports,
‘and other tourist spots, are convenient but notoriously insecure. Bad
actors can easily intercept data transmitted over these networks, po-
tentially gaining access to sensitive information like passwords, finan-
cial details, or corporate data. Therefore, it's imperative to use a virtual
private network (VPN to encrypt your internet connection to, add an
extra layer of security when accessing work-related resources.

Moreover, the increased likelinood of device loss or theft during travels
amplifies the risk of unauthorized access to confidential data. To miti-
gate this risk, ensure your devices are password-protected and enable
features like biometric authentication or remote wiping in case they fall
into the wrong hands.

Additionally, social engineering attacks, such as phishing emails or
fake wifl hotspots, thrive in tourist-heavy areas where people are more.
relaxed and less cautious. A seemingly innocent email claiming to be
from your hotel could be a phishing attempt aimed at stealing your
login credentials or spreading malware. Always verify the legitimacy of
‘communications and avoid clicking on suspicious links or downloading
attachments from unknown sources.

While summer vacations are a time for relaxation and exploration, they
shouldn't come at the expense of cybersecurity. By taking proactive
measures individuals can enjoy your travels with peace of mind, know-
ing that your digital assets are protected from cyber threats.

Build Your Own Summer Travel Bundle

The modules below address a wide range of information security
issues associated with summer travel and time away from the
office. Available in the Content Center now, just search them by
number to make security awareness a hot topic this Summer
season and beyond!

Travel and Out of Office AI02A-9

Tips o secure company information during business and
personal travel.

TRAVEL AND
OUT OF OFFICE

ot

Personal and Physical Security AI02A-10
Tactics you can use to keep bad actors from gaining access
to secure information at home, work or away.

PHYSICAL

Public Wifi A03A-3
Explores the dangers of using public wiff and how to
mitigate them.
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