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Enhance Your Disaster Recovery Strategy

Barracuda Backup and Barracuda SecureEdge unlock the power of cloud recovery.

In today’s digital-first environment, the ability to quickly recover from data loss and
ensure continuous operations is paramount for any organization. Integrating Barracuda
Backup with its Export to Azure feature and Barracuda SecureEdge offers a seamless
and robust solution for virtual machine recovery and secure connectivity in the cloud.
This solution brief explores how the synergy between these solutions not only enhances
an organization’s disaster recovery strategy but also fortifies data security and business
continuity. By leveraging Barracuda’s cutting-edge solutions, businesses can minimize
downtime, protect against data breaches, and maintain operational resilience in the
face of unexpected disruptions.

Cloud Recovery with Barracuda Backup

The Barracuda Backup Export to Azure feature allows organizations to recover VMware
and Hyper-V virtual machine disks to a Microsoft Azure storage account. From Azure, the
virtual machine disks can be used to create Azure virtual machine instances. This is an
easy method for recovering on-premises virtual workloads to the cloud for recoverability
testing, cloud migration, or as part of a disaster recovery strategy.

Step 1: Exporting Data to Microsoft Azure

Browse to any VMware or Hyper-V virtual machine backup in the Barracuda Backup
restore interface. You can select entire virtual machines or select individual virtual
machine disks to export. Once you have made a selection, click the Export button.
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The export dialog box will appear, with two options. Select the option to export to
Microsoft Azure. Selecting the Local File option will give you the ability to download the
selected data to your local system.

Export X
You've selected:

win-vhd-new.vhd
Where would you like to export to?

(O  Local File

®  Microsoft Azure

What is a SAS token?

CANCEL

After selecting the Microsoft Azure option, you’ll be asked to enter a Shared Access
Signature or SAS token. A shared access signature (SAS) provides secure delegated
access to resources in your Azure storage account. With a SAS, you have granular
control over how a client can access your data. For example:

. What resources the client may access

. What permissions they have to those resources

. How long the SAS is valid

To generate a shared access signature, follow the steps below:

1. Loginto your Microsoft Azure account and navigate to Storage accounts.
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Select your desired Azure storage account.
Select Shared Access Signature from the left-hand menu, under the Security +
networking section.
The Export to Azure feature requires the following services, resource types, and
permissions:

a. Allowed services —Blob

b. Allowed resource types — Service, Container, Object

c. Allowed permissions — Read, Write, Delete, List
Set a start and expiry date/time for the shared access signature. (We
recommend setting the expiration for 3-7 days, but it will depend on the size of
the data being exported and the length of time to do so)
Click the Generate SAS and connection string button.
Copy the Connection string.

¢z, dppmanalyticsdiag | Shared access signature  #

8.

9.

Paste the connection string into the SAS token field in the Export to Azure dialog
box.
Click the Export button.

10. The export to Azure job will begin. To view the status of your export job, navigate

to the Dashboard or Reports page.

Step 2: Creating an Azure Managed Disk

Once a VMware (VMDK) or Microsoft Hyper-V (.VHD) disk file has been exported to Azure
you can create an Azure Managed Disk, which can then be used to create an Azure

virtual machine instance.

1.
2.
3.

From the Azure portal, navigate to the Disks service.

Click the Create button.

Fillin the required information in Create a managed disk. In Source type, select
Storage blob. Click Browse, then navigate to the newly created page blob and
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Step 3: Creating a New Azure Virtual Machine

select it. Make sure you select the correct OS type, VM generation, and VM
architecture that matched the VM'’s original state on-premises.

Click Review + create.
If validation passes, click Create.

Home » Disks » Create a managed disk

Create a managed disk

Basics Encryption Metworking Advanced Tags

Project details

eeded for your workload. Azure disks are designed for 99.909%
efault, using Storage Service Encryption. Leam more 3

ilability. Azure managed disks

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage al

YOUF résources.

Subscription * (T | dp-pm-analytics i |
Resource group ¥ (T | dp-pm-analytics o |

Create new
Disk details
Disk name * [ windows-disk-1 |
Region * (T | {US) East US e |
Availability zone | Zone 1 ' |
Source type (0 | Storage blob ' |
Source subscription (@ | dp-prm-analytics o |
Source blob * (D tpsy//dppmanalyticsdiag.blob.core.windows.net/ z0chehedaxmgriog/_... |
05 type (@ O Mone [dats disk)

O Lirwu

@ Windows
Security type (0 | Standard S
VM genzration @ @® Generation 1

O Generation 2
WM architecture (0 @ x4

0 Arm&4 VM architecture is not supported with generation 1 virtual machines.

Size % 1024 GiB
Premium S50 LRS

Change size

Now that an Azure Managed Disk has been created out of your original VMDK or VHD

disk file, you can use it with an existing or new Azure virtual machine.

1.
2.

Select your newly created Azure managed disk to view the details.

Click Create VM and create a new Azure virtual machine.

Fillin all required information in Create a virtual machine. The image should list

your newly created managed disk.

If your virtual machine has multiple disks, the secondary disks must first be
converted to Azure Managed Disks. Then when creating your Azure virtual
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machine, under the Disks section, click Attach an existing disk and select your

secondary disk(s).

Home » Microsoft.ManagedDisk-20240826083421 | Overview » windows-disk-1 »

Create a virtual machine

;] [ Help me create a low cost VM J [ Help me create a VM optimized for high availability J [ Help me choose the right VM size for my workload J

Basics Disks Networking

Create a virtual machine that runs Linux or Windows. Select an image from Azure marketplace or use your own customized

Management Menitoring Advanced Tags Review + create

image. Complete the Basics tab then Review + creste to provizion a virtual machineg with default parameters or review each tal

for full customization. Learn more o

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all

YOUF rEsources.

Subscription * (D

L

Resource group * (D

Instance details
Wirtual machine name * (D
Region ©

Availability options (i

Zone options (T}

Avsilability zone * (T
Security type (T

mage* O

WM architecture (0

Run with Azure Spot discount (D)

Size* [

| dp-pm-analytics A |
| dp-pm-analytics A |
Creats naw
| windows-vm-1 W |
| Awvailability zone A |
(®) Self-selected zone
Choose up to 3 availab perzone

- g tl your needs
0 Using an Azure-selected zone is not supported in region 'East US'
| Zone 1 Y |
| windows-disk-1 - x64 Gen1 Y |
See allimages | Co o
0 ArmBd iz not supported with the selected image.
| Standard_DS1_vZ - 1 wcpu, 3.5 GiB memory (341.54/month) S

See all sizes

-

<previous || Next:Disks > |
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Secure Cloud Connectivity with Barracuda SecureEdge

Once the Virtual Machine has been successfully restored, you can connect the restored
instance by using the Connector which is a little piece of software that establishes a
secure connection to a SecureEdge SASE-environment. If no account is available, a trial
account for SecureEdge can be used to access the resource temporarily via a secure
VPN tunnel to the SASE environment or by utilizing the installable SecureAccess Agent
on clients to access the resource (ZTNA).

Barracuda
v Backup”

Barracuda

S_ecureEd_ge””
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How to connect a resource with SecureEdge

SecureEdge

Trial of SecureEdge (optional)

Get a Barracuda Cloud Control account (if not already present)
Go to https://se.barracudanetworks.com/

o bd =

Create New User to start a trial
Deploy a new Edge Service

o Infrastructure > Edge Services > New Edge Service (Edge Service)

Campus Documentation: Create an EdgeService

Set up the Connector

1. Login to SecureEdge
- https://se.barracudanetworks.com/

2. Setup the SecureEdge Connector

- Campus Documentation: How to Configure the SecureEdge Connector

5. Define an IP-Range for the Connectors

o Infrastructure > Settings > Connector

Connector

CLIENT NETWORK RANGE

Client Network in CIDR
Choose a Network that is not used in your current infrastructure

The Client Network is used to assign IPs to resources behind the Connectors.

@ ClientNetwork*

192168.250.0/24

6. Add a Connector
o Infrastructure > Connectors > Add

Name: <Name of the Connector>

Description: <Description of the Connector>

Edge Service: <Edge Service>

Servers: <Unique name for of the restored VM>

Hostname: <Resolved name in the SecureEdge environment>
Internal IP: <Internal IP of the VM>
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Add Connector

General
@ name

S S—
@ Description Connects Resources|

@ togeService” EdgeService-WestEurope  ~

Add Connector

Servers +

Intemal-wensenver @ senvers+

—_——
@ Hostrame* wiehserver corpdomain com|

@ Internal I 101010.5

3
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Add Connector

General

Summary for Connector Connectorl
Connector Name Connectort
Service Name internal-wobserver

Hostname  WoDSOrVErCOPOCMaN.COM

Add Connector

o

Connector "Connectorl” created successfully

Faliow the next steps below to start using it

Next Steps
© Downioad and install the connector
[rre— T
© Frovision the connector with the OTP token:
8b7alfSbelllAs66a7e987 7223361657
@ Crecktnat the connection s established
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Azure (portal.azure.com):

Install the agent directly on the restored virtual machine.
Alternatively, the connector can be installed on a dedicated virtual machine in the same
network.

e Install the connector directly on the restored virtual machine
o Transfer the Connector to the related virtual machine
o Make the connector executable (if not already the case)
o Register the connector with the OTP token

Campus Documentation:

e How to Configure the SecureEdge Connector (Windows)

e How to Configure the SecureEdge Connector (Linux)

Example of a restored Linux machine:

Add Connector

Connector “Connectorl” created successfully

Follow the next steps beiow o start using it

Next Steps

@ Dowriosd and nsta the connector

£
&
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Access the Resource

There are three options to make the resource accessible.

1. With the SecureEdge Access Agent
Enables enrolled clients with the installed Agent to access the resource
e Enroll users with ZTNA
o Campus Documentation: SecureEdge Access
2. IPsec IKEv2 VPN
Enables your corporate network to access the resource
e Connectyour Corporate firewall to the EdgeService by using IPSec VPN
(IKEV2)
o Integration > IPsec VPN > Add IPsec Tunnel
o Campus Documentation: How to Configure a Site-to-Site IPsec IKEv2
VPN Tunnel on SecureEdge Using Static Routing
3. T/VT Sites
The resource is automatically available for T/VT Sites deployed in the SecureEdge
environment connected to the related EdgeService
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