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[bookmark: _Toc180748444]Initial Setup
Barracuda Incident Response is an API integrated M-SOAR solution that provides remediation and threat hunting capabilities.
During the onboarding process, Incident Response is analyzing (and indexing) the last 30 days of email in your Microsoft tenant. Once this process is completed, you will have visibility/access into these emails for further action (remediation or investigation).


[bookmark: _Settings][bookmark: _Toc180748445]Settings
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Description automatically generated]Incident Response has a variety of different configurations to be aware of. By default, all settings are in the disabled state. It is important to review and understand the different setting options before moving forward. For more information, see Incident Response - Before you begin

[bookmark: _Automatic_Remediation][bookmark: _Toc180748446]Automatic Remediation
Enable Automatic Remediation
Automatic remediation is a capability that is integrated with Barracuda’s threat platform and looks at previously delivered emails for updated threat signatures.
There are two sources where automatic remediation can be triggered:
1. User reported emails – Reported emails will have attachments and links re-scanned at time of submission. If the submitted email is identified as having a malicious link or URL, then automatic remediation will kick in, removing the email from all effected mailboxes.
2. Barracuda verified threat – Submissions made by other Barracuda customers are reviewed by a team of analysts. If the analysts agree that the email is malicious and that same email is found in any of your users’ mailboxes, then the email will be automatically deleted without any admin or user intervention.
Default: No
Recommended: Yes

Create Incident Action
Emails that are identified as containing a harmful link or attachment or a Barracuda verified threat will be remediated based on the settings below. This setting will also be used for incidents created during automated workflows.
Default: Move to Junk
Recommended: Delete	

Enable Continuous Remediation
Whether or not the incidents being created automatically will have continuous remediation enabled. Continuous remediation will locate and delete emails matching the reported email criteria for 72 hours past the original incident creation time. 
Recommendation: Disabled 
Not all incidents need continuous remediation. In most instances, the creation of a new sender block policy will prevent further emails from coming in. You can always enable continuous remediation at any point after incident creation. 
Ignore Security Awareness Training campaign emails
Emails sent as part of an awareness simulation campaign will be ignored from the automatic remediation checks, preventing false positive clicks or accidental remediation of campaign emails.
Recommendation: Enabled
Send an alert to the recipient
Send an alert to the security team
[bookmark: _Toc180748447]Manual Remediation
These settings specify the default options for manual incident creation. Anything that is toggled as enabled will be automatically checked (enabled) in the incident creation wizard. Having defaults set will help save mouse clicks and make the remediation process more efficient
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[bookmark: _Toc180748448]Policy options
Incident Response has several integrations to other Barracuda solutions. As part of the integrations, new policies can be automatically added to the other solutions as part of the remediation process. These new policies will help to provide faster and more accurate protection to your users. 
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Integration with Email Gateway Defense allows you to automatically add a new sender block (or quarantine) policy based on the sender email address or domain. This action can be set to a default or manually specified during incident creation. If enabled here, the policy action will be used as part of Automatic Remediation
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Description automatically generated]Block all user web traffic for domains contained in links 
Integration with CloudGen Access (or Content Shield) allows URLs to be automatically added to your web filtering policies, preventing users from being able to access these links. This action can be set to a default or manually specified during incident creation.

[bookmark: _Toc180748449]User reported email
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Description automatically generated]Notification settings for user reported emails. Emails can be reported from the Barracuda Email Protection Add-In (recommended) or via the Email Gateway Defense message log.
Ignore Security Awareness Training…
Enable this setting if you are using Barracuda Security Awareness Training. This setting will prevent submissions of simulation campaign emails from generating an alert to the security team.
Send an email alert to the security team
Recommended to enable this setting so the security team can be notified any time a user reports an email. 

[bookmark: _Toc180748450]Potential incident
Notification settings for Potential Incidents. Potential Incidents include post-delivery and related threats.
Related Threats – Threats based on an incident you already created
Post-Delivery Threats – Based on Barracuda Networks' intelligence on currently circulating threats, threats that might already be present in your inbox.
[bookmark: _Toc180748451]Automated workflows
Notification settings for automated workflows, including email alerts as well as webhooks for Slack and Teams integration.

[bookmark: _Toc180748452]Syslog options
Export event data to a syslog server or a security information and events management (SIEM) system.


[bookmark: _Toc180748453]Creating an incident 
The main function of Incident Response is email investigation and remediation. To perform this action, you can either create an incident manually using the built-in wizard or leverage automated capabilities, such as automated workflows or automatic remediation. 
[bookmark: _Toc180748454]1. Searching for messages
To get started with a manual incident creation, click the Create Incident button from the main Incident Response dashboard.
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Description automatically generated]You will then be prompted with search fields that can be used to locate email messages within your users’ mailboxes.
Searches will include ALL emails found in a users’ mailbox. This includes both external and internal emails. Searching is limited to the last 30 days.
For searches performed against either the subject or attachment name, Barracuda will perform word variation searches, in addition to the search term entered. This broadens your search, potentially finding more emails in your incident, and making it more effective
For more information, please see Searching for messages

[bookmark: _Toc180748455]2. Reviewing results
After you perform your search, you will be provided with a list of results. If there are no results, go back and check you search parameters. 
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Description automatically generated]Before moving forward with remediation, please pay close attention to the number of results returned. Searches that return over 100 emails will be flagged with red text to bring awareness. 
Refine your search to lessen the number of emails returned. 
[image: ]From the search results page, you can review the email, the message headers, as well as sender authentication results (threat details). 
[bookmark: _Toc180748456]3. Remediation actions
The next step of the remediation wizard is to specify remediation and alerting actions. The options selected here will be applied to ALL emails returned in the search query ran in the previous step. The default selection (checked or unchecked) is controlled via the settings options.
Delete emails – Selecting this box will permanently delete emails from user’s mailbox. 
Pro Tip! If you don’t select the delete action, the system will perform an investigation incident, giving you visibility into how users interacted with the emails. The emails can then be deleted after the additional review.
Turn on continuous remediation – Automatically remediates emails matching the incident search criteria for the next 72 hours. This can also be enabled (or disabled) at any point after incident creation. Blocking the sender will negate the need for continuous remediation in most cases. 
Alert users – Let impacted users know about the email being remediated. You can also customize the notification.
Tags – Specify tags to help track incident creation. Using a ticket number is one good example.

[bookmark: _Toc180748457]4. Policy actions
The last step is to specify which, if any, policies should be created for this incident. In most cases, creating policies for both Email Gateway Defense and Web Security is recommended. 
With sender policies, you have the choice to block (or quarantine) the entire sender domain or the individual sender addresses. It is recommended to block based on unique sender address to avoid accidentally creating too strict of a policy, such as blocking all of gmail.com instead of just one specific gmail address.
It is also recommended to include a comment at this step, which will be used in the new gateway policy. Like the tagging from the previous step, you can mark the new gateway policies with a ticket number for easier tracking.
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Once you are ready to move forward, click Remediate
[bookmark: _Toc180748458]Insights
The Insights service is intended to provide proactive threat monitoring/hunting on already delivered emails.
There are two types of Insights that are provided to you:
Potential Incidents & Geographical 
[bookmark: _Toc180748459]Potential incidents	
Potential incidents can be surfaced to administrators through one of two ways:
Post-delivery threat – Alerts generated based on community threat intelligence as well as Barracuda verified threats. As other customers remediate emails from their users’ mailboxes or Barracuda analysts classify* a missed email as malicious, the Insights service will rescan delivered emails looking for potential matches. If matches are found, a new post-delivery threat alert will be generated. 
*A Barracuda verified threat will only show up as a post-delivery threat if you have Automatic Remediation disabled. Otherwise, the verified threats are removed automatically.
Related threat – Alerts generated by broadening the search parameters for an already created incident. For example, if you create an incident to search for user1@baddomain.com with subject: Hello!, the Insight service will automatically run a search for *@baddomain.com with subject: Hello! to see if there are similar matches using a different user, such as user2. If any of these matches are found, a post-delivery threat alert will be generated.
Alerts can be responded to manually, using the built in incident wizard, or automatically, by using Automated Workflows


[bookmark: _Toc180748460]Geographical
Geographical insights provide visibility into the country of origin for delivered emails. This information can be used to further enhance your security posture by limiting where users can receive emails from. 
Use the regional insights to investigate emails being sent from other countries. During the investigation, make note of any legitimate senders that you would not want to restrict receiving mail from. 
If you come across any unwanted or spammy email, create an incident directly from the dashboard to remove it from the users’ mailbox. Going forward, these types of emails will be blocked via newly created gateway policies.

Pro Tip! Use the sorting capabilities [by dragging and dropping a column] to group emails together based on common attribute (sender, subject)
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Based on your findings, create new Regional Policies within your gateway to lock down your perimeter defenses to only allow authorized countries to send email to your users.
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[bookmark: _Toc180748461]User-reported emails
User-reported emails are the most important piece of any incident response plan. The end users are the last line of defense for any organization and are the eyes and ears for the security team. 
Through proper training and enablement, you can turn your users from a liability to an asset. Capturing the feedback provided by end users will not only help to mitigate threats much quicker but can also be used to help strengthen defenses.

In addition to the included capabilities surrounding user reported emails (see next section), user reported emails will also be fed to additional Barracuda systems. 
1. Threat platform – The threat platform is where our AI lives. We use the submissions from customers to help retrain our models and enhance our overall efficacy. 
Pro Tip! Providing enhanced feedback is recommended as it allows access to our Reported Email Tracker, which provides Barracuda’s analysis regarding the submitted message(s). These emails are reviewed by a team of analysts. There verdicts are then used to: retrain classifiers, provide feedback and generate automatic remediation events for customers using Incident Response.
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2. Incident response – Built in dashboards and alerting for reported messages. These emails will also be re-analyzed as part of Automatic Remediation
3. Security awareness training – If the email is identified as part of a Barracuda SAT campaign, the campaign results will be updated to reflect the user report. 

There are two ways in which reported emails can be captured:
	Barracuda Email Protection Add-in
	Message Log
[bookmark: _Toc180748462]Email Protection Add-in
The Barracuda Outlook Add-in is a lightweight Outlook app that gives end users the ability to report suspicious or unwanted emails. 
Barracuda Email Protection Add-in Capabilities:
· Report suspicious email messages
· Report mock- phish emails (campaigns)
· Provide feedback to Barracuda on reported messages
· Select email messages for encryption
· Set preferences and destination for spam and deleted messages
[bookmark: _Toc180748463]Message Log
From the message log, an email can be reported as “Incorrectly Blocked” or “Incorrectly Delivered”
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Note: You cannot report an email as “Incorrectly Delivered” if it was delivered due to a policy 

[bookmark: _automated_workflows][bookmark: _Toc180748464]Automated workflows
Automated workflows allow administrators to take [repetitive] tasks that are being performed manually and create workflows so those same tasks can now be performed automatically, without needing any intervention from the IT or security team.
By automating portions of your incident response, you can achieve faster and more accurate remediation efforts, which will help to improve your security posture.
[bookmark: _Toc180748465]One-click remediation
One of the most popular workflows used by customers is the one-click remediation for administrators. By leveraging the integration to the message log Report as incorrectly delivered, workflows can be created based on which user is reporting the email. 
Using the User-reported Message workflow template, enter the administrator email address and then click Create workflow. Now, anytime that admin reports an email, whether it’s through the message log our Outlook add-in, an incident will be created automatically.
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[bookmark: _Toc180748466]Reports
Barracuda Networks offers a variety of reports on the Incident Response Reports page. There are seven built in reports listed under Barracuda's Reports that can be manipulated by setting column filters or choosing what and how data will be displayed. Once to your liking, they can also be named and saved for future use. These customized reports can be found under My Reports.
Insights from these reports can allow you to quickly understand the types of attacks targeting your organization and more effectively mitigate future attacks. You can also use this information to make your security training more impactful.
Examples:
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