
Project Spartan - Automated Threat 
Response



What is Project Spartan? 
• Barracuda XDR Automated Threat Response Project

• Incorporate automated threat response into our XDR 
solution

• Using a SOAR platform along with XDR capabilities, the 
SOC can detect and mitigate threats for customers in real 
time

• Provide more enhanced security by taking a proactive 
approach to remediate threats for our customers

• Collect Data
• Normalize and Enrich the data
• Analyze the data
• Visualize the data  

eXtended visibility Detection

• Correlate the data
• Detect threats
• Monitor and Tune

Response

• Investigate Incidents
• Respond to Incidents
• Mitigate Incidents
 

Presenter Notes
Presentation Notes
Auto-Remediation Integration project
The goal of this project is to incorporate automated threat response into our XDR solution.
The Barracuda SKOUT XDR SOC has multiple rules in place for various data sources, in order to detect anomalous activity.
Using a SOAR platform along with XDR capabilities, the SOC can analyze, detect and mitigate threats for customers in real time. (such as ip blocking, user suspension, etc.)
The goal is to ultimately be able to provide more enhanced security by taking a proactive approach to remediate threats for our customers.

XDR ‘Response’ section – the main objective of this project is to be able to automatically resolve findings where a threat should be mitigated (ip blocked, user suspended, etc.) instead of waiting for a team member to review and respond to the finding(s)



Supported Technologies

Firewalls in GA:
• Barracuda CloudGen
• FortiGate
• SonicWall
• Cisco Meraki

Cloud Security in BETA:
• Microsoft 365

Presenter Notes
Presentation Notes
Automated Threat Response will include/entail both firewall ip blocking and cloud-based threat blocking features
Customers will be able to integrate their technology through the self service CSD
This slide displays the wide range of technologies that our XDR auto remediation feature has the capability our expanding across
Current supported technologies include – CloudGen (in GA), Fortigate, Sonicwall, and Cisco Meraki (BETA)

We have also been working on cloud ATR for MS365 which we recently started beta testing




Firewall Auto Remediation

An external IP address is extracted from an event and ran through 
our threat intelligence feeds to determine whether it is malicious 
or not.

If the IP is deemed suspicious and/or malicious, it will automatically 
be blocked on the customers firewall using the Tines remediation 
story.

The SOC will notify the customer of this activity by sending an Alert 
to the customers distribution list.
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Presenter Notes
Presentation Notes
Firewall auto remediation blocking was the first integration we started working on and now have around 45 customers who have this configured for supported firewalls.
The way this remediation workflow works is:
IP Blocking is applied once suspicious communication from an external IP address is detected within a customer's environment.
The Firewall Automated Threat Response will extract that external IP address from the event and run it through our threat intelligence feeds to determine whether it is malicious or not.
If the IP is deemed suspicious and/or malicious according to our threat intelligence, it will automatically be blocked on the customers firewall and the SOC will notify the customer of this activity by sending an Alert to the customers distribution list. This will be an additional
The Alert will include:
All information regarding the activity that was detected.
The IOCs associated with the IP address, based on our threat intelligence.
The ATR section detailing the remediation action taken – blocking the IP on the firewall.



Firewall Auto Remediation Alert

Presenter Notes
Presentation Notes
Currently, this will be an additional alert sent with the ATR section included and the action we took to block the IP on the customers firewall(s)
https://skoutsecure.zendesk.com/agent/tickets/87584230 




SOAR Settings on the CSD

Presenter Notes
Presentation Notes
Just a brief overview of how SOAR can be viewed by the customer as well as SOC analysts.
ALL things SOAR can be found on this CSD page here under SOAR Settings > Firewalls. In order for SOAR to work or be configured, customers will need to set up their configs on this page:
this will also help (for SOC analyst & customers) - You will also be able to check if a customer has ATR configured for any of their firewalls here under the status column.
By default, this page will display all the firewall data sources a customer has enabled in the CSD tenant. (Whether ATR is enabled or NOT)
If they want to configure ATR, they can do so by filling in the required data for the specific firewall on this page. Once they input the data and save it to the CSD, the status will change to “Configured”. If the status is “Configured” that means they have the ATR feature enabled for that firewall.
The SOC should never have to update the firewall config data for a customer. Everything is self service for the customer, and they should be the only ones making changes to the SOAR settings in their CSD tenant.



Customer Set Up
• All ATR data must be uploaded to the Customer Security Dashboard under the SOAR Settings > Firewalls section.
• The customer will need to select the firewall to be configured for the integration and upload the required data.

• They can do this by clicking on the chosen firewall and filling out the firewall details page.

Presenter Notes
Presentation Notes
The way the customer will set this up is through the CSD under the SOAR settings page.



Customer Set Up
• Once the customer selects a device, they can fill out the required fields on the firewall details page by clicking Edit Config. 
• Each firewall has different requirements when it comes to setting up API configuration. 

• All documentation will be available on Campus - https://campus.barracuda.com/product/xdr/doc/101713743/soar-settings/ 
• Fill in the required data and click Save once complete.

https://campus.barracuda.com/product/xdr/doc/101713743/soar-settings/


Customer Set Up

Presenter Notes
Presentation Notes
Status now = Configured



Customer Set Up: Testing the ATR Config
• Customers can also test the ATR integration to ensure the configuration 

is set up properly.

• The results can be found in the CSD Audit Log.

Presenter Notes
Presentation Notes
If a customer asks about testing the ATR integration, they are able to do this by going back to the SOAR page..




CSD Audit Log

• On the SOAR Settings > Firewalls page, click View Audit History.
• All ATR related actions are recorded in the Audit Log.
• Enhances visibility for both XDR and the customer regarding the 

remediation actions being implemented on the firewall.

Presenter Notes
Presentation Notes
Any configuration changes/updates to the ATR configuration, or ip blocking/unblocking actions are all recorded in the audit log.
This helps enhances visibility for both XDR and the customer regarding the remediation actions being implemented on the firewall.
This could help us and/or the customer when trying to troubleshoot potential issues with ATR blocking, unblocking, etc.



Troubleshooting ATR
• On the SOAR Settings > Firewalls page, click View Audit History.
• All ATR related actions and/or errors are recorded in the Audit Log.
• This will help determine what the issue is as to why we cannot block or 

unblock IPs on the firewall.
• Based on that error you can reference the troubleshooting 

documentation compiled for common issues we typically see arise.

Presenter Notes
Presentation Notes
Any configuration changes/updates to the ATR configuration, or ip blocking/unblocking actions are all recorded in the audit log.
This helps enhances visibility for both XDR and the customer regarding the remediation actions being implemented on the firewall.
This could help us and/or the customer when trying to troubleshoot potential issues with ATR blocking, unblocking, etc.



Troubleshooting ATR

• The customer can navigate back to the SOAR 
Settings > Firewalls page and test the integration 
again after going through the troubleshooting 
steps 

• They should retest the integration after 
troubleshooting to ensure the configuration is 
now set up properly.

Presenter Notes
Presentation Notes
If a customer asks about testing the ATR integration, they are able to do this by going back to the SOAR page..




Internal XDR References
• Project Spartan ATR Tracker - https://cuda.atlassian.net/wiki/spaces/SOCE/pages/280296416/Project+Spartan+-

+Automated+Threat+Response+SOAR+Tracker
• Customer Facing Documentation - 

https://cuda.atlassian.net/wiki/spaces/SOCE/pages/280300034/ATR+Customer+Facing+Documentation 
• Troubleshooting Documentation - https://cuda.atlassian.net/wiki/spaces/SOCE/pages/288133907/Troubleshooting+Topics 

https://cuda.atlassian.net/wiki/spaces/SOCE/pages/280296416/Project+Spartan+-+Automated+Threat+Response+SOAR+Tracker
https://cuda.atlassian.net/wiki/spaces/SOCE/pages/280296416/Project+Spartan+-+Automated+Threat+Response+SOAR+Tracker
https://cuda.atlassian.net/wiki/spaces/SOCE/pages/280300034/ATR+Customer+Facing+Documentation
https://cuda.atlassian.net/wiki/spaces/SOCE/pages/288133907/Troubleshooting+Topics


Thank You
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