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Barracuda XDR ATR - Troubleshooting Topics

FortiGate Firewall:

Status ‘0’: Failed to open TCP connection to X.X.X.X: XXX (execution expired)

1. Verify the port used for API calls

Ask the customer to verify which port is used for API calls. They must input the correct port
number in the firewall SOAR settings on the CSD.

1. Navigate to System > Settings > Administration Settings.

2. Make note of the HTTPS port. This will be the port that is used to make API calls
for SOAR.

3. The customer must input the port number in the SOAR config settings on the
CSD.

4. Please have the customer test the connection from the CSD with the correct port
value. If the issue persists, move on to the next troubleshooting step.

2. Check the timeout settings for the XDR admin profile

Ask the customer to enable Override Idle Timeout & Never Timeout.

1. Navigate to System > Admin Profiles > (Your REST API Admin Profile)
2. Scroll down to Override Idle Timeout and slide the toggle to On. Then slide
Never Timeout to On.

& Cwerride Idle Timeout

Mever Timeout @0

3. Once the customer makes these changes, please have them test the connection
again from the CSD.

3. Create a NAT rule to permit traffic from our SOAR endpoint to the firewall

If you have a firewall placed in front of your FortiGate device, you will need to make sure there
is a policy in place on that firewall to allow the traffic from our SOAR endpoint to the FortiGate
device. The firewall could be blocking API requests if they do not allow admins to log in from
the public IP, only the management IP of the device. If this is the case, the customer will need to
make sure that they set up a NAT forwarding rule on the firewall to allow traffic from our
endpoints (44.209.49.222 & 44.239.173.232) to the management IP.

4. Ensure HTTPS is enabled on the WAN Interface

Admin access from the WAN interface is needed for XDR to have remote access to the firewall
device. You can manage these settings by navigating to Network > Interfaces and adjusting the
administrative access to the interface.
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5. Ensure the SOAR IP is added as a trusted host to the system administrator account

The XDR REST API admin needs to be able to communicate and authenticate to the firewall. If
you are restricting admin logins to only certain networks, you must add the SOAR IP
(44.209.49.222 & 44.239.173.232) as a trusted host to the administrator account. This will make

sure the

Error 401: This server could not verify that you are authorized to access the document
requested. Either you supplied the wrong credentials (e.g., bad password), or your
browser doesn't understand how to supply the credentials required.

1. Check the REST API firewall permissions to ensure the API admin user can make the
appropriate changes on the firewall.
a. Navigate to System > Admin Profiles > (Your REST API Admin Profile) > Access

Permissions.
b. Under Access Control, go to the Firewall section, and make sure the API admin user

can Read/Write for Policy and Address actions.
Firewa @ MNone | @ Read | # Read/Write &+ Eeiso]

Palicy @ Mone | @ Read AN 1S
Address @ Mone | ® Read A1

Error 403: This error occurs when the user making the API call does not have the
necessary permissions.

1. Verify that the XDR admin user still has the necessary permissions to make API calls to the
firewall.

Ask the customer to verify that the XDR admin user still has the necessary permissions to make
API calls to the firewall. This would require checking the REST API firewall permissions

(similar to the 401 error):
1. Navigate to System > Admin Profiles > (Your REST API Admin Profile) >

Access Permissions.
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2. Under Access Control, go to the Firewall section, and make sure the API admin
user can Read/Write for Policy and Address actions.

Firewall @ Mone | ® Read | # Read/Write

Palicy @ Mone | @ Read WAl aiS
Address @ Mone | @ Read AN

3. Once the customer makes these changes, please have them test the connection
from the CSD. If the issue persists, move on to the next troubleshooting step.

2. Regenerate a new REST API KEY

Have the customer regenerate a new API Key for the XDR admin and upload the new value to
the SOAR config on the CSD.

Navigate to System > Administrators > (Your REST API Administrator).
Go to API Key and click Regenerate.

Save the new API key in a safe place.

Upload the new API key to the SOAR config page on the CSD.

Once the customer updates the SOAR data, please have them test the connection
again.

kb=

Additional FortiGate References:
https://docs.fortinet.com/document/fortigate/7.4.0/administration-guide/399023

https://community.fortinet.com/t5/FortiGate/Troubleshooting-Tip-Rest-API-response-error-codes/ta-

p/202126
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Cisco Meraki Firewall:

Error 404: Authentication issue

1. Make sure the Organization ID and Policy Object Group Name are input correctly in the
SOAR settings page on the CSD.

Error 401: Invalid API Key

1. Ensure the API Key is input correctly in the CSD.

If the issue persists, they might need to generate a new API key and test the configuration again.
They can create the new API key by performing the following steps:

1. Navigate to the profile page by clicking on your account email address in the
upper right. Then click My profile.
Scroll down to API Access to generate the API key.
Copy, then store the API key in a safe place.
Click Done.
Upload the new API key to the SOAR config page on the CSD.
Once the customer updates the SOAR data, please have them test the
configuration again.

ISARRANE N

2. Ensure XDR has the necessary permissions to make API calls to the firewall.

Error 400 (Policy Object): Name already exists, please use a different name

1. The IP has already been added as a Policy Object on the Meraki Dashboard. It could have
been manually added by the customer for testing purposes, etc. However, this does not
necessarily mean that the IP has already been added to the XDR Blocked IPs Group that the
customer is required to set up for SOAR.

= Resolution: Barracuda XDR will attempt to add the existing IP (Policy Object) to
the Policy Object Group “XDR Blocked IPs Group”. If we get an error when
trying to add the IP to the group, then we can confirm if it’s because the IP has
already been added to the Policy Object Group OR there could be another issue.

Error 400 (Policy Object Group): The Policy Object Group is not found for this
organization

1. Please ensure that a Policy Object Group has been created for XDR, and that the group name
is input correctly in the SOAR settings page on the CSD.

Additional Meraki References:
https://developer.cisco.com/meraki/api-v1/create-organization-action-batch/
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https://developer.cisco.com/meraki/api-v1/authorization/#obtaining-your-meraki-api-key
https://documentation.meraki.com/MX/Firewall and Traffic Shaping/MX Firewall Settings#Forwardi
ng_rules

https://documentation.meraki.com/General Administration/Tools and Troubleshooting/Troubleshootin
g_Group_Policies
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Barracuda CloudGen Firewall:

Status ‘0’: Failed to open TCP connection (Connection refused)

1. Ensure the REST API service is enabled on the firewall box level (for both Control Center &
Standalone), and that the customer is using the correct Access Token.

Instructions to enable the REST API and Generate an Access Token:
e Control Center: https://campus.barracuda.com/product/xdr/doc/171507744/setting-up-
soar-for-barracuda-cloudgen-control-center-firewall
e Standalone: https://campus.barracuda.com/product/xdr/doc/171509960/setting-up-soar-
for-barracuda-cloudgen-standalone-firewall/

2. Ensure communication is allowed from the XDR SOAR IP to the CloudGen firewall

A customer might have a firewall in front of their CloudGen device. If this is the case, a NAT
port forward rule will need to be set up on that firewall to allow traffic from our SOAR endpoint
to the management IP of the Control Center or (if it’s a Standalone FW) the management IP of

the box.
» For example, if the firewall in front is also a CloudGen, you could create a destination

NAT forwarding rule that would have the source be our SOAR endpoint, the service
be TCP 8443, and the destination would be the firewalls public IP address. The
Redirection would be the management IP of the Control Center or Standalone.

e Type: Dst NAT

e Source: 44.209.49.222 & 44.239.173.232

e Service: TCP 8443

e Destination: Public IP address of the firewall

Redirection: Management IP

E Edit Rule: Barracuda-XDR-:
Views [] Barracuda-XDR-S0AR
Dst NAT v
Rule
Advanced @ [ Dynamic Rule @ () Deactivate Rule
ICMP Handiing
Source Service Destination
Object Viewer € XDR SOAR IPs ~ | | NGF-REST || <explict-dest> ~
. 44,209.49.222 TCP 8443 L J
|_| Object Viewer 44,279,173.232
Redirection Creste Proxy ARP [
Target List Reference O
L]
Fallback w
List of Critical Ports
User Policies
Any Y Palicy Profiles ~
NAT is configured and applied in the
SDVWAN Polidies
Schedule
Always w
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Additional CloudGen References:
e https://campus.barracuda.com/product/cloudgenfirewall/api

SonicWall Firewall:

Error 404: Command 'address-group ipv4 name XXX' is not found

1. Please ensure that an Address Group has been created for XDR SOAR, and that the Group
name is input correctly in the SOAR settings page on the CSD.

e Instructions on how to create an Address Group -
https://campus.barracuda.com/product/xdr/doc/171509992/setting-up-soar-for-sonicwall-
firewall/

2. Make sure the Address Group is considered an ipv4 group

When you create the Address Group, you initially must add something to it (ipv4, ipv6, MAC
address, etc.). By default, the customer should add an IPv4 address to the group when creating it.

Error 405: Non config mode

1. Check the Admin Configurations on the firewall

This usually happens when another admin is logged into the firewall at the same time. If they do
not have the option set to “preempt another admin user”, then we will not be able to login with
config mode and perform remediation actions on the firewall.
e Reference: https://www.sonicwall.com/support/technical-documentation/docs/sonicos-7-
0-0-0-
device_settings/Content/Topics/System_Administration/Multiple Administrator/multi-
administrator-configuration.htm/

Additional SonicWall References:

e https://www.sonicwall.com/support/technical-
documentation?language=English&category=Firewalls&product=NSv%?20Series&product mode
1=NSv%20270&resources=Getting%20Started%20Guide

e https://www.sonicwall.com/support/knowledge-base/introduction-to-sonicos-
api/200818060121313#Resolutionl

e https://www.sonicwall.com/support/knowledge-base/understanding-address-objects-in-
sonicos/170504660027820

e https://www.sonicwall.com/support/technical-documentation/docs/sonicos-7-0-0-0-
device_settings/Content/Topics/System_Administration/Multiple Administrator/multi-
administrator-configuration.htm

e https://www.sonicwall.com/support/knowledge-base/how-can-i-restrict-admin-access-to-the-
device/170503259079248#Resolutionl

e https://www.sonicwall.com/support/knowledge-base/troubleshooting-user-cannot-log-in-the-
firewall/170503807107288#Resolutionl
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e hittps://blog.airbrake.io/blog/http-errors/403-forbidden-error

e https://www.sonicwall.com/support/knowledge-base/what-is-the-maximum-and-optimal-address-
object-group-size/210610153801983
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