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Real World Threat Emails 
These emails are based on emails flagged by Barracuda security and other real-world samples. Search for them by name in the SAT tool.

What’s New
 Here’s a fresh look at the latest training content.
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Free Roadside Emergency Kit AAA Protect your benefits packet

More on next page.

Christmas Cash Now Loan E-trade correspondence alert
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Incident Response—Avatar Series 

Outlines procedures to follow when faced with a successful phishing or social engineering attempt.
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Incident Response Infographic 

Outlines procedures to follow when faced with a successful phishing or social engineering attempt.
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Incident Response
Quick action is key when you click on a malicious link, download malware or fall for a suspicious phone call. 

Follow Your Company’s Incident Response Procedures: Your employee manual, human 
resources department, IT representative or manager should be able to provide these 
guidelines.

Why Immediate Action Matters: Delays can allow hackers to compromise net-
works, steal identities or commit other cyber crimes.

When in Doubt, Call Your Supervisor: Don’t assume antivirus or others will catch the issue. Always 
verify if uncertain.

Responding to Suspicious Emails:  

  1. Do not reply to the suspicious email.
  2. Verify with the department directly (do not use numbers from the email).
  3. If the department can’t verify, contact your manager.

Be Prepared: Familiarize yourself with your company’s incident response procedures before  
an incident occurs. 


