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AI Tools in Business A103A—28 
Intro to information security concepts around AI tool use in the workplace. Outlines risks of using AI tools and steps to mitigate them.
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AI tools in Business Infographic 
Outlines high-level risks of using AI tools and steps to mitigate them.
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AI Tools in Business
Artifi cial intelligence tools can be a time-saver at work, but the benefi ts carry some risks. Here’s how to recognize and mitigate them.

Risks

Data Leaks: Many AI tools require sensitive business information to 
work, and if that data isn’t protected, it can end up in the wrong hands.

Over reliance: AI can assist, but it can’t replace human judgment. Blindly 
trusting its output could lead to errors, noncompliance and other issues.

Limit sensitive data inputs: Don’t share confi dential information 
casually—and never do so without management oversight.

Unauthorized Access: If AI accounts are poorly secured, hackers can 
exploit them, jeopardizing your operation.

Validate AI outputs: Always double-check AI-generated content 
to ensure it meets your business standards.

Secure your accounts: Use multi-factor authentication and 
strong, unique passwords to ensure only authorized users have 

Mitigation Tactics

Educate yourself and colleagues. Regular training will ensure everyone knows how to properly use 
AI while creating a culture of safety and respect for these powerful tools.


