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Real World Threat Emails

What’s New

Search for these new simulated phishing emails based on real-world samples by name in the Security Awareness Training Content Center!

AT&T Copyright Strike Warning Comcast Copyright Strike Warning

< atar

Dear {email:firstName,

We are reaching out to inform you that your AT&T internet service has
been associated with a potential copyright infringement. According to a
notice we received from a content rights holder, copyrighted material may
have been accessed, downloaded, or distributed without proper
authorization through your IP address.

“This notice represents a copyright strike under AT&T's Copyright Alert
Policy. This violation could lead to further action, including bandwidth
reduction or temporary suspension of service.

To view the details of the alleged infringement and next steps, please
visit the link below:

View Infringement Details

If you believe this notice was sent in error, you have the right to appeal.
Instructions for submitting an appeal can be found below.
‘Submit an appeal

We strongly ge all custe touse and obtain
content only from authorized sources.

Thank you for your prompt attention to this matter.

Sincerely,
AT&T Copyright Compliance Team
www.att.com

(comcast

Dear {email:firstName},

We are contacting you regarding a copyright infringement notice

associated with activity from your IP address. Our records indicate that

copyrighted material may have been downloaded or shared without
through your 3

This notification serves as a strike under our Copyright Alert Program.
Please be advised that ths violation may result in escalating responses,
including reduced internet speeds or service suspension.

o view the details of the alleged infringement and next steps, please
vsit the link below:
View Infringement Details
If you believe this notice was sent in error, you have the right to appeal.
Instructions for submitting an appeal can be found below.

it ppeal

We encourage all customers to use legal and authorized sources for
content and to secure their Wi-Fi networks to prevent unauthorized
access.

‘Thank you for your attention to this matter.
Sincerely,

Comcast Copyright Compliance Team
wwwxfinity.com

Great Clips Offer

LinkedIn Job Offer

LIMITED TIME OFFER

FREE

HAIRCUT

Great Clips*

Hi {emailfirstName,

We've got something special just for you — a completely free
haircut, no strings attached.

That's right: no purchase, no gimmicks, just a fresh new ook on
us. Whether you're due for a trim or ready to try something new,
now’s the perfect time to stop in.

But don't wait — this offer is only available for a limited time and
won't be around forever.

im Your Free Haircut Coupon

See you soon,
The Great Clips Team

ﬁ {emailfirstName} (emailiastName)

You have 1 new message

Dan Remick
Strategic Programs ~ Talent & Growth
Hi {emailirstName}, | came across your profile and was impressed
by your background. Your experience looks like  strong match for a
role I'm currenty hiring for.

Id love to set up a quick time to discuss further and see ifit might be.
a good it on both sides.

Let me know if you're open to chatting

E Never miss another message. Get the Linkedin app.

105 Androld

“Tns email was inended or (emal frsthame) (emal. lasName)

Lear wny we incuded tis.

based on your setings.

HOA Violation

AN
HOA MANAGEMENT

Dear {email:firstName},
This is a courtesy notice from regarding a current violation of the HOA terms
related to your yard's condition. As of today, your property is not in
compliance with community standards.

Afine of $50 per day will be applied until the issue is resolved.

To view the specific violations and address any outstanding fees, please
click below.

View My Violations and Pay Fees

We appreciate your prompt attention to this matter to help maintain the
integrity and appearance of our neighborhood.

Thank you,
Janice Wilmer
HOA Compliance Coordinator

Remote Work Dress Code

To: All Employees
From: Human Resources
Re: Remote Work Dress Code

Dear Team,

As we continue to adapt to a remote work environment, we have received valuable feedback
from both internal and extemal sources regarding our professional appearance during virtual
meetings and interactions.

To maintain a positive and professional image that reflects our company values, we are
i ing a new dress i A

Dress Code Guidelines

1. Professional Attire: Please wear business casual dethmg during work hours. This includes
collared shirts, blouses, and appropriate pants or skirts.

2. Avoid Informal Items: We kindly ask that you refrain from wearing sleeveless shirts, jerseys,
s

baseball caps, and other overly casual attire during work hout

3. Virtual Meetings: For video calls, please ensure your attire aligns with our professional
standards, as this helps us present ourselves effectively to ciients and colleagues.

We understand that comfortis important while working from home, and we encourage you to
find a balance that allows you to feel at ease while also representing our company
professionally.

Please indicate you have read and acknowledge this policy by clicking the link below.

Ihyou have questions about the pocy or need dlarfcaion on any polcy uideines,plsse
direct them to the HR mailbox here and an associate will get back to y

“Thank you all for your cooperation and continued efforts to create  professional work
environment.

| HAVE READ AND ACKNOWLEDGE THE DRESS CODE POLICY

More on next page.
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Al and the Internet of Things A103A-34
Explores the link between internet enabled devices and potential security risks.

Al-driven
assistants
help schedule
meetings,

Al and the Internet of Things Infographic

Al and the Internet of Things (loT

n introduce information security risks and how to protect them.

As Al technology becomes increasingly integrated into everyday work environments, it's cru-
cial to understand the associated risks.

While these IoT devices enhance productivity and streamline operations, they also introduce
new vulnerabilities that malicious actors can exploit.

A compromised smart printer could become an entry point into the company’s network,

llowing unauthorized access to sensitive information.
Hackers can manipulate Al algorithms, which could lead to data breaches or even disrupt Regular training sessions can
business operations. 3

° help you'recognize and respond to
So, how can you help mitigate these risks? Here are some important steps to follow: potential threats, ensuring everyone
plays a vital rolesin safeguarding data,
networks'and the organizétion from
threats to'loT devices.

So, how can you help mitigate these risks?
Here are some important steps to follow:

Z

Ensure that all smart devices you use are regularly updated with the latest security patches.

Implement strong, unique passwords for your accounts and devices, and enable multi-factor
authentication wherever possible.

Be proactive in participating in regular security audits to help identify and address potential
vulnerabilities.

Equally important is fostering a culture of security awarent
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