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Real World Threat Emails

Search for these new simulated phishing emails based on real-world samples by name in the Security Awareness Training Content Center!

ADP Payroll Direct Deposit Error Amazon Business Invoice Concur Expense Report Error DocusSign Issue
. SAP Concur .
amazonbusiness ® docusign
maz
!
) Your expense issi ires additional i i
ADP Payroll Servicas z Your Amazon Business Invoice Is Ready . . 3 .
payoi! oepost et Hifomi frstName) There's a problem with your DocuSign document
. » Hi {email firstName}, Your b y ppr and bef
i Direct Deposit Error Detected can be processed for reimbursement. Hi {email firstName),
" Acton required to prevent delays in your payroll deposit Your latest Amazon Business invoice is now available. This invoice includes all
purchases associated with your business account during the billing period below. At the moment,
Hi (omail.firstName}, S st systom omoron Docusigns s,
" ’ “ What to do next:
W wers unableto process your irect dspost orthe pay perod ised below. o aneure you ! ) Report I EXP_77821 Tt $84219
recelve your funds without further delay, please review the detalls and verify your banking invaice NumberlINV2035562 « Try reopening the document using the bution below.
e e Billing Period: November 1-30, 2025 o cumrres e R e
Total Amount: $482.39 Reason provided by approver pr
Status: Available for download sorted out.

stay. Please attach
Error Code: DD-8421

e _
B Roview DocuSign
Status: Action Required

View Invoice Tomove this report forward, please:

« Open the reportin Concr and review the notes rom your approver.
What you should do next e
« Attach any missing recelptsor Update the flagged expenselnes. R o
1. Sign into your payrol portal and review your diect deposit sttings. + Res , " o might have caused this
9 in o your payrel por v P 9 1fyou have questions about chargos or need help with your business account, please contact Resubmit thereport for pproval once all information s complete.

Amazon Business Customer Support,

 Thedocument ik my haveexpies
3. Savey \ges and veriy that y marked as 2 O
ok s mn B - Arsaurod sgnatuo fild coud' b valdted

Common causes include: For your securty,never share

ibers match your current bank statement

+ Docusign experienced a temporary eror.

+ Outdated or incorrect bank routing number passwords or senstve informatn over oma.
 Closed or restrcted bank account T s an automated notfcaion Plaase do 1ot oply o this message This automated message was sent b R ——
+ Mismatch between employee name and bank records ©2025 Amazon. Al ights reserved.

s s qoortad atmasesy. oz 6o nt ey dracly.

Update Direct osit Info

Please resolve this issue as soon as possible to prevent addiional delays in your payroll deposit

Slack Reset Patreon Payment Confirmation Copilot Violation Alert

o For yoursecurty, do no send
personal o barking informaton by roply email

(® patreon

YMENT CONFIRMATION Amountcrrged
you for supporting your faueie reators on Patreon $26.00

Microsoft Copilot

©2025 ADP Payrol Services. Al righs reserved

- Ref LP-AUP.34821
- Compiiance & Risk Moritoring Sy

COMPLIANCE REVIEW — ACTION REQUIRED

SecureAccess VPN Session Expired

‘Thanks for backing these creators, {email firstName}!

This omail s
Patreon Mandatory Review of Microsoft Copilot Usage
Mambershipa nciuded in ths charge Hi {emailfirstName),
‘The Cozy Dungeon sl ‘Office Hours with Sam & Mia. Ll Your recent use of Microsoft Copilot has triggered a policy violation alert within your
o Ao pccess e organization's compliance and risk monitoring system. One or more prompts submitted
under your account appear to confiict with internal guidelines governing data handiing,
Session Expired 500 $000 confidentiality, or acceptable use.
i Bonus Eisades o ul Archive
Your secure connection to the SecureAccess VPN / SSO Portal has Hi{email frstName),
ended due to in or scheduled security timeout. A ne We've idenifed that your current Sack login credentals nesd to be updated [ e Review Type: Copilot Prompt Policy Violation
authentication is required to continue. for securt i i edaes supioal Status: Mandatory - Action Required
r security purposes. To avoid any interruption in access, please take o 20
Iromentto reset your password, - . Potential Impact: Restricted Coplot and Microsoft 365 access if not addressed
Total charged $26.00
Roset Your Slack C. ot with Visa s 7381 Aformal review of your Copilot activity is now required. Until you complete this process,
o your staeme Your usage may be subject to additional monitoring and may be limited at your

“This update shoid only take a minute. Ifyou didn't cxpect this request or have any erganizaton's discreton
estions, please contact our T/securty team.

“ P v View fullreceipt on Patreon

‘Thank you or heping keep our workspace scure. Required next steps:

b BR Tochng ters, st you payment methad, or cance, it Manage yourmambersios 1. Review the summary o flagged prompts and associated policy categories.
lack Securty Team

2. Acknowledge opilot and data

Click the button below to open the SecureAccess sign-in page.

2. Authenticate with your company credentials and, if prompted, complete mulfi- SO i

3. If you disagree with this finding, submit an appeal with a short explanation

factor verification.

Reconnect to VPN or relaunch any internal applications that require SSO. Review Activity & Acknowledge Policy. [ Submit Appeal

Failure to complete the required review within the specified timeframe may result in
temporary suspension or limitation of your Copilot access in accordance with your
organization's intemal policies.

If you believe this notification was issued in error, you should immediately contact your
IT or security administrator and, if appropriate, submit an appeal using the link above.
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Avatar Series Awareness 101 Set

Avatar-hosted modules covering fundamental security awareness training topics. Search for them by title in the content center.

Cyberattacks

What you need to know

Passwords
The keys to your digital kingdom

Mobile Devices

Protecting the Portable

Human Factor

Security awareness starts with you

Social Engineering

The deceptive manipulation of trust

Incident Response

The key is acting quickly
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