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Error Message

If you attempt to restore large messages from Microsoft Exchange 2010, you may encounter a Max
EWS Request error:

Restore Destination: MSaSs=s

& Restore Failed
Duration January 3 2013 11:31am-11:32am EST (52 seconds)
Size 85.71 KB

G 0 i

¥ @ Message-Level - January 3 2013 11:32am EST
¥ original mailbox

Error [ original mailbox » Inbox/[BLANK SUBJECT] (<slubahn@sesttraining.local>) 15.47 MB  January 3 2013 11:31am EST
Max EWS request length exceeded or insufficient storage
Error & original mailbox » Inbox/[BLANK SUBJECT] (<slubahn@sesttraining.local>) 25,52 MB  January 3 2013 11:31am EST
Max EWS request length exceeded or insufficient storage
Error & original mailbox » Inbox/[BLANK SUBJECT] (<slubahn@sesttraining.local>) 18.76 MB  January 3 2013 11:31am EST
Max EWS request length exceeded or insufficient storage
Error [ original mailbox » Inbox/[BLANK SUBJECT] (<slubahn@sesttraining.local) 17.92 MB  January 3 2013 11:31am EST
Max EWS request length exceeded or insufficient storage
Error & original mailbox » Inbox/[BLANK SUBJECT] (<slubahn@sesttraining.local>) 1715 MB  January 3 2013 11:31am EST
Max EWS request length exceeded or insufficient storage
Error & original mailbox » Inbox/Q-z:1& (<slubahn@sesttraining.locak>) 2498 MB January 3 2013 11:31am EST
Max EWS request length exceeded or insufficient storage
Error & original mailbox » Inbox/EHI probable #E#W (<slubahn@sesttraining. local>) 21,92 MB January 3 2013 11:31am EST
Max EWS request length exceeded or insufficient storage
Error [ original mailbox » Inbox/Plough value system enough (<slubahn@sesttraining.local>) 22.50 MB  January 3 2013 11:31am EST
Max EWS request length exceeded or insufficient storage
Error [ original mailbox » Inbox/RE: TEST w Attachment - 10MB (Shawn Lubahn <slubahn@sesttraining. locals) 21.74 MB  January 3 2013 11:31am EST
Max EWS request length exceeded or insufficient storage
Error & original mailbox » Inbox/Reaction (<slubahn@sesttraining.local>) 25.60 MB  January 3 2013 11:31am EST
Max EWS request length exceeded or insufficient storage
Error &) original mailbox » Inbox/Voice (sslubahn@sesttraining.localz) 16.32 MB  January 3 2013 11:31am EST
Max EWS request length exceeded or insufficient storage
Restored Duration 11:31am-11:31am EST (00:00:44) Restore Size 85.71 KB at 1.9 KB/s Restore Rate 22 items at < 1 item/sec
Restored [ original mailbox » Inbox/[BLANK SUBJECT] (<slubahn@sesttraining.local>) 5.03 KB January 3 2013 11:31am EST
Restored [ original mailbox » Inbox/[BLANK SUBJECT] (<slubahn@sesttraining.local>) 1468 KB  January 3 2013 11:31am EST
Restored & original mailbox » Inbox/[BLANK SUBJECT] (<slubahn@sesttraining.local=) 8.01 KB January 3 2013 11:31am EST
Restored & original mailbox » Inbox/[BLANK SUBJECT] (<slubahn@sesttraining. local>) 3.91 KB January 3 2013 11:31am EST
Restored & original mailbox » Inbox/8g yesterday (slubahn@sesttraining local>) 10.66 KB  January 3 2013 11:31am EST
Restored original mailbox » Inbox/172 "JE 9P (<slubahn@sesttraining.iocal=) 7.82 KB January 3 2013 11:31am EST

Modify web.config

Use the following steps to resolve a failed restore:

1. Log into your Microsoft Exchange 2010 Server as the administrator, and navigate to
the Program Files > Microsoft > Exchange Server > V14 > Client Access > exchweb
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> ews folder, and create a copy of the file web.config:

. =81
‘? 9\7 I " :\Program Files\Microsoft\Exchange Server\V14\ClientAccessexchweblews j '[E]] |E~ea: ch F2
File Edit View Tools Help
Organize * =3 Views ¥ |Open (7]
Favorite Links Mamg = I vI Date modified I vI Type I vI Size I vI Tags I vI
bin 1/2/20138:19 AM  File Folder
IE| Documents || Exchange.asmx 7/21/2009 $:35PM  ASMY File 1KB
FE Pictures | |Global.asax 7/21f2003 4:35PM  ASAX File 1KB
l!l}n Music | |Messages.xsd 7/23/2002 10:34... XSD File A5 KB
|5} Recently Changed || MRSProxy.swe 7212009 4:35PM  SVC File 1KB
!E'f R || Services.wad| 7212002 ;35 PM  WSDL File 33KB
: ; | | Types.xsd 7/21/2009 4:35PM  ¥SD File 185 KB
Public |_|UM2007Legacy.asmx  7/21/2009 4:35PM  ASMX File 1KB
Ei web, config 1/3/2013 1:56 PM  CONFIG File 222 KB
L] web.config.bak 3/9/2009 8:31PM  BAKFile 205KB
| 7] web - Copy.config 1/3/2013 8:46 AM  CONFIG File 221KB
Folders L

Creating a copy of the web.config file allows you to revert to your original settings in
case you encounter issues during resolution of the restore error.

. Open the original web.config file using Notepad running as the administrator.

. In Notepad, go to Edit > Find, and enter max in the find what field:

Find =
Direction

@ Up @ Down

[] Match case

. Click Find Next until you locate the following line of code:

<httpsTransport maxReceivedMessageSize="13600000"
authenticationScheme="Anonymous" maxBufferSize="81920"
transferMode="Streamed" />

. The value maxReceivedMessageSize="13600000" represents a maximum attachment size
of 13MB. Therefore, any attachments over 13MB cannot be restored. Change this value to a
larger value to handle the largest attachment failing to restore, for example, replace 13600000
with 53600000 which allows for attachments just over 50MB:
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] web.config - Notepad =8| x|
Fle Edit Format View Help

<serviceBehaviorss -
<behavior name="EwsServiceBehavior":>
<serviceMetadata httpsGeteEnabled="true"” externalMetadataloc:
<serviceAuthorization serviceAuthorizationManager Type="Micrc
<serviceThrottling maxconcurrentca115-“214?¢83gd?" />
<EWsservicecredentials>
<issuedTokenauthentication certificatevalidationMode
<knownCertificates />
</issuedTokenauthentication=>
</EwWsserviceCredentials>
</behavior>
<behavior name="umMmserviceBehavior”s
<serviceauthorization serviceAuthorizationManager Type="Micrc
</behavior>
<behavior name="MRSProxyServiceBehavior">
<serviceAuthorization serviceAuthorizationManagerType="Micrc
<EWsservicecredentials>
<issuedTokenauthenticarion certificatevalidationmode
<knownCertificates /=

fissuedTokenauthentication>
b . 3ﬂ*ﬁcecr%qentials> ; "1000" /
thrott1ling maxConcurrentsessions=" "=
Find what: {rnax Find Mexd l
“Drecbon———— _ Cancel |
= [ Match case C Up & Down

iuthenticationscheme:"nnonymnus“ maxguffersiz

<httpsTransport|maxreceivedvessagesize
</binding=
<binding name="EWSwSSecurityBinding”=
<transactionFlow transactionProtocol="wsatomicTransactionoctober2004” />
<security defaultalgorithmSuite="Triplebpes” authenticationMode="IssuedTokenOverTransport” secur
<issuedTokenParameters keyType="Bearerkey" />
<secureConversationBootstrap />

</securit

<EwWSsSecurityBindingelement /> 2 ~

<EwSMessageEncoderSoapllwsaddressinglOETlement /> =
<] | _>F'

6. Click Find Next until you locate the following line of code:
<httpsTransport maxReceivedMessageSize="13600000"
authenticationScheme="Anonymous" maxBufferSize="81920"
transferMode="Streamed" />

7. Replace 13600000 with the same value you entered in step 5 above, for example, 53600000

8. Click Find Next once again until you locate the following line of code:
<requestLimits maxAllowedContentLength="13600000" />

9. Replace 13600000 with the same value you entered in step 5 above, for example, 53600000 .
Click File > Save, and close Notepad.

Run appcmd

1. Log into your Microsoft Exchange 2010 Server, and at a command prompt, change the directory
to the inetsrv folder:
cd c:\windows\system32\inetsrv

2. At a command prompt, run the appecmd command using the new size limit value you entered in
the previous section:
appcmd set config "Default Web Site/ews" -section:requestFiltering -
requestLimits.maxAllowedContentLength:53600000
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regquestLimi E1Y515]505]%)

ring" for "MACHIME-WEBROOT.APPH sDefault Weh Site " at conf

path “MACH INE-WEBROOT ~f 1y ault Weh Site

lindowssSystemnd2sinetsru?

ppemd szet config “"Default Webh Sitesews"

—gectionre

Applied configuration anges ruerssecuritys/requestFilte
( juration commit

3. Close the command prompt.
4. Open Services and restart the following services:
o Restart IIS Admin Service:

Fle Acton View Help

=10 x|

s ||| e |7 P E I
Services (Local)
115 Admin Service Hame -~ | Description | Status | st |
& Function Discovery Fesource Publication Publishes t... Started A
Siop the service 5} Group Polbcy Chent The servic... Started B
Raestart the senice £ Health Key and Certificate Managemnt Provides X.... Me
uman Interface Devioe Access Enables ge... M
Description: Sl Hyper-V Data Exchange Service Provides a ... Started AL
Enables this server to administer he IS 163 comne .y Gusst Shutdown Sarvice Provides a ... Started Ay
metabaze. The [IS metabase stores = .
EV‘-ﬁQJ'ﬂhDF for the SMTP and FTP oy Hyper-v Heartheat Service Moretors th,,, Starbed By
services, If this service is stopped, the Lok Hyper-¥ Time Syndhronization Service Synchroniz... Started My
server will be unable to configure SMTP L) Hyper-V Volume Shadow Copy Requestor Coordinate... Started A
or FTP. If this service ks disabled, any TS Ackain Sarvice
senvices that exphatly depend on it wil - -
fad to start. oy [KE and AuthlP [Psec Keying Modules The [KEEX, ,. Sharted B,
5} Interactive Services Detection Enables us... M
5 Internet Connection Sharing (IC5) Provides m... De
L4 IP Helper Prowvides a...  Started B
LhIPsec Policy Agent Interret Pr... Started B,
Ly KtmRm for Distributed Transaction Coordinator Coordinate,.. Started A
S Link-Layer Topology Discowvery Mapper Creates a ... Mz
ChMicrosoft MET Framework NGEN v2.0.50727_X64  Micosoft ... De
Dk Microsoft MET Framework NGEN v2.0.50727_XB& Microsoft ... D
Sk Microsoft \MET Framework MGEM v4.0, 30319 _X&4 Microsoft ... A
5k Mirosoft .NET Framework NGEN w4.0.30319_XB5 Miarosoft .... AL
Lk Microzoft Exchange Active Directory Topology Provides A... Started B
T} blirrnsrmfs B prms Addrser Bral Murmaage Charbad A =
‘ [ LlJ

Y, Extended A Standard /

LTStart| | 5 B2 Ews & 3 Microsoft M. - B Administrator: Co... | [z Machine: WIN-2... || 3]y 41pm

o Restart Microsoft Exchange Transport:
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QO Services i _..Jn_lﬁl

Fle Acton View Help
e m|0c = HE >80

4 Services (Local)

Microsoft Exchange Transport Mame < | Description | Stats | 5t +]

‘Sl Microsoft Exchange POP3 Provides P... Mz

Shop the service \Sk Microsoft Exchange Protected Service Host Provides a ... Started AL

Em! ﬂ';!m (Tl Micrasaf Exchange Repbeation The Micros... Started Ay

Sl Microsoft Exchange RPC Chent Access Manages d,.. Started A

15k Miorosoft Exchange Search Indewer Drives inde... Started A

Desrption: {2} Merosoft Exchange Server Extenson for Windows Server Badap| Mz

The Microsoft Exchange Transport ey i

Sarvice, L Microsoft Exchange Service Host Provides s ... Started A

'-h'bc'uﬁuﬁExl:!W System Attendant Forwards d... Started A

AL

% '-Nhu'ors::-I"tExd'\anpe Throtting Limits I:her oD Stxted

oft Exchange Transport

|—

(+) h'bf:rmf- Exthange Tramsport Log Search Prwm re.. Started Ay
1£) Microsofft Fibre Channel Platform Registration Serv... Registers t... M
{5} Mirosoft ISCST Initiator Service Manages L.. Me
-f,; Micrasoft Search (Exchange) Quickly cre... Started  M:
(T Microsaft Software Shadew Copy Provider Manages 5... Started M
Sk Multimedia Class Scheduler Enabies rel... M
-,{;';ru:.Hsm Listener Adapter RECEVES 3., Die
Tk Net.Pipe Listener Adapter Recsives a... Started Ay
15 Net.Tp Listener Adapter Recsivesa... Started A
15} Net.Top Port Sharing Service Provides a... Started A
{5} Netlogon Mantsinsa... Started A
\Ch Nstweork Access Protection Agent Enablas Ne, . M
[ N ¥ P Rty YT ~ Ty — o
i a il

Y\, Extended A Standard /.

|
sert| | aEE | [@ 3 Microsoft M. - (@ Adminstrator: Co... gy Machine: WIN-D... |[ By varem

Barracuda Backup Restore

1. Log in to your Barracuda Backup web interface, and restore the messages that originally failed.
2. Messages should now restore without any errors. However, if you continue to encounter errors
when restoring large messages, continue to the next section, Configuration Settings.

Configuration Settings

Microsoft Exchange 2010 Configuration Settings
Use the steps in the following sections only if you continue to encounter errors when restoring
large messages.

Verify Exchange Management Console Settings

1. Log in to your Microsoft Exchange 2010 Server, and open the Exchange Management
Console (EMC).
2. Expand Organization Configuration, click Hub Transport, and click the Global Settings
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tab:
B} Exchange Management Console
fle Action View Hep
e 7 |m|HBm
U S Bk L —
H%Tmmww'mmiwmlmmm]mml Hub Transport -
T [ Malbox JoumalRules | Send Conectors | Edge Subscripbons  GlobalSettings || = o) pemote Do...
S| Fr— £ ten st
1si7 Unified Messaging 5} New E-mail Addr..,
E i ;is:'v:ﬂﬁmnm A
&1 Chent Access B riew Jounal Rul.
é,:mmt # New Send Conn.
@ R Recpent Configuration ¥ New Edge Subsc.
2 Toobox B Bpotist
View ¥
G Refresh
Help
Transport Settings  «
Properties
H e
L — |
I I I

3. Right-click Transport Settings, and click Properties:
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Transport Settings Properties ] EI

General | Mezsage Deliven_.rl

Transport Limits
¥ Maximum receive size (KB): 10240
¥ Madimum send size (KB): 10240

¥ Madmum number of recipients:

Transport Dumpster
Maximum size per mailbox database (MB): g

1]

Maximum retention time (days):
Extemal Postmaster Address

Specify the extemal postmaster address:

E7) [ ok | Ccancel Apply Help

4. Verify the Transport Limits settings are large enough and listed correctly, then click OK.
5. In the EMC, expand Server Configuration, click Hub Transport:
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B Exchange Management Console ) ] ) Jnlll
fle Action Yew Hep
@] #m @Blm
hﬂxmw o { f=: Hub Transport R T | Actions
B & Exchange On-Fremises (v [~ -
B .2 Organization Configuraton | I Create Fiter i
ok Malbo Export List.
o Name = | Role | version =
o, Chent Access Taw = T View 0
%4 Hub Transport 'WIN-3D9DEDLGCMT Hub Transport, Clent Acc... Wersion 14.0 (Buld 639
i) Unified Messaging i Refresh
E g Server Configuration
Ty Maibex H veo
-
WIN-3D9DEZLGCMT
iy Manage Maib...
E  Manage Chent...
Sl Enter Product...
'."-" Mew Receive ...
Properties
2 items selected
£ Disable
75 Remave
Help
| | 3

I I |
6. Right-click on the Client Receive Connector, and click Properties:
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Client WIN-3DO9DEZLGCMT Properties EI

General | Netwurkl Ly thentication I Pemission Groups I

= .
&9 Il:lient WIN-3DIDEZLGCMT

Connector status:  Enabled
Modified: Thursday, January 03, 2013 11:47:58 AM

Protocol logging level: INnne vI

Specify the FQDN this connector will provide in response to HELO or EHLO:
IWIN-EDED EZLGCMT sesttraining local
(Example:mail contoso .com)

Maximum message size (KB): |1E'241}

B [ ok | cancel ooy | Help

7. Verify the value in the Maximum message size (KB) is large enough to accommodate

message restore.

8. Right-click the Default Receive Connector, click Properties, and verify the Maximum
message size (KB) is large enough to accommodate message restore.

9. If you modified any settings in the preceding steps, go to Services and restart both IIS Admin
Service and Microsoft Exchange Transport services.

Exchange Management Shell

1. Open the Exchange Management Shell, and enter the following command:
get-tranportconfig:
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*changeDENs

ExternalDelayDsnEnabled

ExternalDsnDefaultLanguage
FxtePnalnﬂnLanguaqPDPtPrt1nnFn1hled
ExternalDsnHaxMessageAttachSize

ExternalDsnReportingfuthority

ExternalDsnSendHtml
ExternalPostmasterAddress
GenerateCopy0f DENFor
HygieneSuite
InternallelayDsnEnabled

InternalDsnDefaultLanguage
IntnpnalﬂsnLanguaqPDPtF;t1nnFn1hled
InternalDsnMaxMessagefAttachSize

InternalDsnReportingfuthority

InternallsnSendHtnl
InternalSHIFPServers
JournalingRe ;

P
HaxDumpsterSizePerDatabase

HaxDumpsterTine
MaxReceiveSize

HaxRecipientEnvelopeLimit

True
True
188 MB {194,857.688 hyte
52
True
ndard
True
True
188 HE <184.857.6808

£

True
o

1
98 MB <194,.857.600
2 99 :00:00

108 MB (104,857,680

5/
186868688

HaxSendSize

Migratio

Openlo
Rfc2231Encoding
ShadovHeartheat
ShadovHeartheat
ShadowMessagefu
o hadowHedund;
ﬂlgﬂn1 ation
\llpt"l"u 1"' ll:ll'l].-d'-'{
TLSRece iveDoma
TLESen wainSe

r
Re

TimeoutInterval

tolizscardIinterval

yEnabled
ationzhipForExternalOrganizationEmail

nSecureList
curelList

Uerif yhecuresubmitEnabled

UoicemailJourna
HeaderPromotion

Hexch5BEnabled

lingEnabled
HodeSetting

1EB HB <184.857.688

80: 85 : OB
2._BB:80:00
Irue

{PLJLGt Allow:

MoCreate
True

2. Verify that the following settings are large enough and listed correctly:
o ExternalDsnMaxMessageAttachSize
o InternalDsnMaxMessageAttachSize
o MaxReceiveSize
o MaxRecipientEnvelopeLimit (shown in KB)
o MaxSendSize

3. If any of the values need modification, run the following command:

Set-transportconfig -<setting to be changed> <size>

For example:

set-transportconfig -MaxSendSize 50MB

4. If you modified any values through the Exchange Management Shell, go to Services and restart

both IIS Admin Service and Microsoft Exchange Transport services.
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