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The search field searches based on context within the Campus.

e If you are in the dashboard or overview - searches the entire Campus site.

 If you are in a product space - searches within that product space.

From the Dashboard or Overview

1. From the Dashboard or Overview page, begin typing a term in the search field. Matching items

display as you type:
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SEARCH RESULTS

WAF  SQL Injection Attack
WAF Glossary
Header Violations
Custom Parameter Class and Custom Attack Types
What is this IP Address?

What is this IP Address?

Configuring Parameter Protection

Show All 61 Results
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OTHER RESOURCES
Products
Courses
Materials
Videos

Glossary

2. Click on an article in the drop-down list to view it, or click the Search Tool (Q) icon or Show Al
<number> Results link at the bottom of the list to return all matching search results including

courses, documentation, and materials:
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Search Results

Documentation (57)

Viewing 25 of 61 results for ‘sgl injec {D Knowledgebase (3)
@ Product (1)
m SQL Injection Attack
Description SQL injection attacks take advantage of dynamically created SQL queries which use
inadequately sanitized [...] or delete application data by manipulating SQL queries dynamically. SQL
injection attacks are simple to understand and attempt, and allow access to sensitive or even critical Narrow by Product
application data, making them attractive to attackers.. [...]| or may even access the underlying OS. Injection
attacks can be combined with XSS attacks. Successful blind SQL injection attacks merely detect a variation

. . . L ) Web Application Firewall (30
in behavior, whether timing or response, based on an attempted injection to determine whether ? 0)

Documentation (3)
Reference / FAQ (3)
W Glossary Aol
- = Load Balancer ADC (3
Replay Attack SQL Injection Attack @)
Documentation Vulnerability Manager (3)

Header Violations

36 SQL Injection in Header SQL_INJECTION_IN_HEADER The value in a header matched a SQL injection
pattern defined on ADVANCED > View Internal Patterns > Attack Types. Alert SQL Attacks
Documentation ESG (1)

Vulnerability Remediation Service (2)

Tech Support (1)

Yosemite Server Backup (1)

W Custom Parameter Class and Custom Attack Types

insert or modify code in requests. If a request contains an attack pattern, it is dropped. The attack data type conte g
directory_traversal_strict cross_site_scripting remote_file_inclusion sql_injection_strict sgl_injection os_command_injection remote_file_inclusion_strict o
[...] file_inclusion","Idap_injection”,'sql_injection","apache_struts_attacks",'os_command_injection_strict’,'sql_injection_strict",'cross_site_scripting”,'cross_s
[‘attack1" def-xyz2]} Response:

Documentation

What is this IP Address?

Manager is a web application vulnerability management tool used by authorized individuals to scan sites
they control. It finds vulnerabilities such as SQL Injection, Cross-Site Scripting, and others. While traffic
generated by a web

Documentation

3. Use the right pane to narrow the search by type or product.
4. Click on the article you want to view.

From Within a Product Space

1. From a page within a product space, for example, within the Barracuda Web Application Firewall
space, begin typing a term in the search field. Matching items display as you type. Notice all of
the search results are within the WAF product.

nited States — English (GMT-8) () Contact & Support ~~
BarracudaCampus sql injed Q Products Q AcCustomer v [ v

SEARCH RESULTS RESOURCES FOR THIS PRODUCT

WAF  SQL Injection Attack Overview

Courses
WAF Glossary

Materials
Custom Parameter Class and Custom Attack Types
Glossary
Configuring Parameter Protection
Action Policy

Configuring URL Protection

WAF  Overview

Show All 30 Results
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2. Click on an article in the drop-down list to view it, or click the Search Tool (Q) icon or Show Al
<number> Results link at the bottom of the list to return all matching search results including
courses, documentation, and materials:

WAF Barracuda
Web Application Firewall

8 Overview Documentation @ Certificates I-J—;l Materials

& Back to Barracuda Web Application Firewall
Search Entire Website

Search Results - Barracuda Web

product. Search the entire website

Application Firewall AN K

Viewing 25 of 30 results for 'sgl injec’

Narrow by Type

W SQL Injection Attack
Description SQL injection attacks take advantage of dynamically created SQL queries which use Documentation (29)
inadequately sanitized [...] or delete application data by manipulating SQL queries dynamically. SQL
injection attacks are simple to understand and attempt, and allow access to sensitive or even critical
application data, making them attractive to attackers.. [...] or may even access the underlying OS. Injection
attacks can be combined with XSS attacks. Successful blind SQL injection attacks merely detect a variation
in behavior, whether timing or response, based on an attempted injection to determine whether
Documentation

@ Knowledgebase (1)

W Glossary
Replay Attack SQL Injection Attack

Documentation

m Custom Parameter Class and Custom Attack Types
insert or modify code in requests. If a request contains an attack pattern, it is dropped. The attack data type container includes patterns for identifying Cross-

3. Use the right pane to narrow the search by type.

4. If you do not see the information you want, click SEARCH ENTIRE WEBSITE to locate the
information in a different product space.

5. Click on the article you want to view.
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