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If you make setting changes, allow a few minutes for the changes to take effect.

By scanning all outbound messages, you can ensure that all email leaving your organization is
legitimate, virus free and does not leak private or sensitive information from inside the organization.

The Barracuda Email Security Service sets default outbound rate limits; senders and IP addresses
cannot be exempted. See Outbound Rate Control for more information.

The following policies are applied to all outbound mail by the Barracuda Email Security Service by
default:

e Scanning for viruses and intent

e Scanning and scoring for spam content

e If a virus or spam is discovered in an outbound message, the message is not delivered,;
however, the administrator can manually deliver mail caught for spam.

Important

It is not possible to bypass the virus or spam filtering of outbound mail.

Outbound filtering options are configured on the Outbound Settings pages of the Barracuda Email
Security Service and are different from those for inbound filtering, including:

e Optional encryption for secure message transmission.

e Data Leak Prevention (DLP) filtering using pre-defined patterns such as credit card number,
social security number, driver's license or HIPAA medical terms, to block, quarantine or encrypt
outbound messages. Exceptions to DLP block/quarantine policy can be created for emails
containing phone numbers and/or street addresses. See the Outbound Settings > Content
Policies page for details.

¢ Outbound Quarantine and quarantine notifications, enabling administrators to deliver, reject,
delete or export outbound messages from senders within the organization.
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