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Access rights grant various permissions to configure resources and system settings. As administrator,
you can assign access rights to individual users or groups (e.g., all team leaders). You can also use
access rights to create administrators for all or just one user database. Access rights are classified as:

Resource Rights – Lets users create, edit, and delete resources such as access rights, profiles,
and network places. 
System Rights – Lets users create, edit, and delete system resources such as policies, SSL
certificates, authentication schemes, account, and reporting.
Personal Rights – Lets users manage personal resources in the Manage Account mode of the
SSL VPN web interface. 

You can create an access right for a single user database, or you can create an access right that is
available to all user databases. You can also copy access rights between user databases.

Create access rights

To create an access right: 

Log into the SSL VPN web interface.1.
Go to the Manage System > ACCESS CONTROL > Access Rights page.2.
In the Create Access Rights section, select the user database that you want to create the3.
access right for. For example, if you want to create the access right for all user databases,
select Global View.
Select the Type of access right that you are creating.4.
Enter a descriptive Name for the access right.5.
From the Available Rights list, select the rights that you want to add.6.
From the Available Policies list, select the policies that you want to assign the access rights7.
for.
Click Add.8.

The new access right appears in the Access Rights section. 

Edit access rights

To edit an access right, go to the Manage System > ACCESS CONTROL > Access Rights page
and click Edit next to the name of the access right.
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To remove an access right, click Delete next to the name of the access right.

Copy access rights to a different user database

To copy an access right to a different user database:

Log into the SSL VPN web interface.1.
Open the Manage System > ACCESS CONTROL > Access Rights page.2.
In the Access Rights section, click More next to the name of the access right and select Copy3.
to User Database.
In the Copy to User Database section of the Edit Access Right window, double-click the4.
user databases that you want to copy the access right to.
Click Save.5.
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