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A user object contains a list of users that can be used in firewall rule conditions. You can use the set
of predefined user objects that are provided by the Barracuda NextGen Firewall X-Series and create
custom user objects. Your custom user objects can contain other user objects.

Create a User Object

To create a new user object:

Go to the FIREWALL > User Objects page.1.
In the Custom User Objects section, click Create User Object. 2.
Enter a Name for the user object.3.
Select the user objects and enter patterns for the users and groups that you want to include in4.
the user object.

Under the User tab, enter the patterns for the login names that you want to add and then
click the plus sign (+).
You can use the question mark (?) and asterisk (*) as wildcard characters. To use the
wildcard sequence of ?*, you must specify at least one character.
To select and add other user objects, click the User Object tab.
To enter patterns for the groups that you want to include, click the Group tab.
You can combine fields. For example, you can enter VPN user patterns (to enforce a VPN
connection) with X.509 certificate patterns (to require X.509 certificates to be installed in
the browser application). 

Click Save.5.

The user object appears in the User Objects section.

Edit a User Object

To edit a user object:

Go to the FIREWALL > User Objects page.1.
In the Custom User Objects table, under Actions, click the edit symbol for the object that you2.
want to edit.
In the Edit User Expression window, edit the settings for the object.3.
Click Save.4.
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Delete a User Object

To delete a user object:

Go to the FIREWALL > User Objects page.1.
In the Custom User Objects table, under Actions, click the trash can icon for the object that2.
you want to delete.
Cick OK to delete the user object.3.
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