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This article refers to the Barracuda Message Archiver version 5.0 and higher, and the MailSite
Fusion version 10.

There are two methods to enable MailSite Server journaling to the Barracuda Message Archiver, push
method and pull method.

Push Method

Use the following steps to enable push journaling.

Step 1. Create a Route.

1. Log in to the MailSite Console.
2. In the left pane, click Server, and then double-click Routes in the right pane:

! MailSite Console
Server Domain  Mailbox Mail list Service View Help
A|EEE EE 5 (P n
-2 EXCH2013 Name Description
=3 Server & License key Inspect or enter the license key
{271 Security {= Directories Configure the MailSite directories
{7 Filtering AL Cenfigure MailSite aliases
[ Logs [ "4 Routes | Configure message routing
.{_] Schedules uotas Configure local mailbox quotas
] Services & Agents Configure MailSite agents
(£ Mailbox Plugins «{= Configuration connec.. Choose where to store mail server configuration info...
(£ Mail List Plugins il Registry Connector This connector does not require configuration.
&£ Domains F]Bannerlnse:tion Banner insertion for incoming messages.
E= Traffic Counters Configure Traffic Counters
t‘ﬁ’ Wireless Carriers Configure Wireless Carriers for SMS5 Notifications
[7Gl Calendaring Configure calendaring support
@5 Wireless Sync Configure Wireless Sync support

3. The Routing dialog box displays. In the Domain mask field, enter bma. int, select Force, and
then click Add:
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Dormnain mask: |brnu.irst

(* Force ( Default " Addtional

| oK I Cancel

4, n the Routing dialog, click bma.int, and then cIickRoutes:

Modify

Dornain mask:  [bra,int

% Force © Default © Additional

| oK I Cancel

Madify

5. In the Routes dialog, enter the Barracuda Message Archiver IP address and SMTP port in the

associated fields, and then click Add:
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Delete |
| M D‘difyl

6. Click OK to close the Routes dialog, and then click OK to close the Routing dialog box. The
route is created.

Step 2. Create a Sieve Filter.

1. In the left pane of the MailSite Console, expand Server, click Filtering, right-click Sieve Filter,
and then click Open:

Server Domain Mailbox Mail list Service View Help

e it | R Cowl

255 EXCH2013 Name | Description |
Elm Server iAVG Anti-Virus Filter Scan messages for viruses
[ Security @Mailshell Anti-Spam Fi... Scan and score messages for spam
£ Filtering re Fiines

ol disposition of messages by spam score and/...
addresses in the Sieve Filter's Whitelist
The addresses in the Sieve Filter's Blacklist

{1 Logs

£ Schedules *{&]Blacklist

] Services

-] Mailbox Plugins

- [ Mail List Plugins

=] Domains

B-C3 mailsite.hebert.loc
{21 Mailboxes

Open

2. The Server Sieve Scripts dialog opens. Click Server Receive Script:
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Inbound Mail Inbound Filtering consists of the following scripts, executed from top to bottom:
l Mame | Description I
Inbound Filtering—— Server Receive Script For all messages received by SMTPRA
—— Local Domain Filtering — Outbound Relay Filtering
Select... | ‘7 Select... | 1

+ 1 v+ 44

Sebct...l
I 11

Local Mailboxes

Apply rules in the following order:

a
["1Reject Viuses

[ whitelisting Copy
[_|Reject Spam Score GE 10 |
[1&dd Spam Score X-Header Modif

[_]Add Spam Score to Subject y... |
["1Enciypted Content Filter

|| Competitor Sieve Rename... |

Move Up I Mowve Down ‘ Advanced... ”
Place a tick beside each rule you wish to enable.

Rule Description:
Reject mail from all senders blacklisted by the server

Test. | 0K | Cancel |  Hep |

4. In the Advanced Script Editor, under the require line, paste the following script:
/*
RuleName: Barracuda Message Archiver
RuleDescription: Send a copy of messages via SMTP to the Barracuda
Message Archiver
*/
redirect "journal@bma.int";
keep;
stop;
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The script:

require ["'%_body","regex","s_variables","s_editheader","reject","c ~

:

RulelName: Banacuda Message Archiver
RuleDescription: Send a copy to the Barracuda Message Archiver
®

redirect "joumnal@bma.int"';
keep:
stop;

}!
FuleMame: Blacklist
RuleDescription: Reject mail from all senders blacklisted by the ser
“
if false {
if header :is "From" "${Blacklist}" {
reject "This sender of this message has been blacklisted on this

stop; L
W
<| m | >
" Raw text (UTFg) ¢ Active code page
Errors:

[0k | cCancal | Hep |

5. In the Advanced Script Editor, click OK.

6. In the Sieve Filter Rules dialog, verify that the Barracuda Message Archiver rule is turned

on:
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Sieve Filter Rules on EXCH2013 [ x|

Apply rules in the following order:

[ B arscuds Message Aschiver New...

]jgﬁcklsl
["]Reject Viluges

[JWhielisting Copy
[]Reject Spam Score GE 10

["]Add Spam Score X-Header
[]Add Spam Score to Subject
[ |Encrypted Content Filter

["] Competitar Sieve

Modify...
Rename...

Delete

Impaort Script...

I

Export Scapt...

Mave Down Advanced...

Place a tick beside each rule you wish to enable.

Rule Description:

Send a copy to the Barracuda Message Archiver

Test.. | oK | Cancel Help

7. Click OK to create the sieve filter.

Pull Method

Use the following steps to create journaling mailbox from which the Barracuda Message Archiver pulls
messages.

Step 1. Create a Journaling Mailbox.

1. Log in to the MailSite Console.
2. In the left pane, click Server > Domains > <yourdomain> name, right-click Mailboxes, and
click Create new > Registry mailbox:
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ISenrer Domain Mailbox Mail list Service View Help

EEEEERE R X | Malbormesk
B8 EXCH2013
=7 Server
‘f:] Filtering
-] Logs
-] Schedules
{1 Services
{21 Mailbox Plugins
“{_1 Mail List Plugins
ED Domains
E{E yourdomain
g E| Create new , |Regish?r mailbox |
Rename NT mailbox
Copy... Database mailbox
Move...
Delete
Properties...
Find
For Help, press F1 NUM | zl

3. In the Registry mailbox dialog, enter journaling in the New mailbox name field:

Mew mailbox name: Iimnalm

Hep | Cancel |

4. Click OK. In the MailSite Console, right-click the new journaling mailbox, and then click
Properties.

5. In the Registry dialog, click the General tab. Change your password, and disable all services
except IMAP4:
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General | Statistics | Delivery Actions | Wireless | AutoReply | Business | Home | ArSync Devices |

— Name

Midde intials: [ P"N:*W

—Services
[~ POP3 ™ MailSite Express
[~ LDAP ¥ wireless Sync

¥ Calendaring
[~ WebConsole = webCal Publish

[ SMTP [~ WebCal Subscribe
I~ Password Server [~ Outlook Sync

[ 17 171300 ~| ¥ Unspecfied

| 0K I Cancel

6. Click OK to create the journaling mailbox.

Step 2. Create a Sieve Filter.

1. In the left pane of the MailSite Console, expand Server, click Filtering, right-click Sieve Filter,
and then click Open:

Server Domain Mailbox Mail list Service View Help
£ EE 0| P

5 &3 EXCH2013 Name | Description [
Eli:l Server iNJG Anti-Virus Filter Scan messages for viruses
LT Security Scan and score messages for spam

ol disposition of messages by spam score and/...
addresses in the Sieve Filter's Whitelist
The addresses in the Sieve Filter's Blacklist

] Blacklist

-{_] Mailbox Plugins

- -7 Mail List Plugins
=] Domains

EHE] mailsite.hebert.loc
L. Mailboxes

2. The Server Sieve Scripts dialog opens. Click Server Receive Script:
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Inbound Mail Inbound Filtering consists of the following scripts, executed from top to bottom:
l Mame | Description I
Inbound Filtering—— Server Receive Script For all messages received by SMTPRA
—— Local Domain Filtering — Outbound Relay Filtering—
Select... | ’7 Select... | ‘

+d 4 + + 4

Select... |
£db

Local Mailboxes

3. Click Edit; the Sieve Filter Rules dialog opens. Click Advanced:

Apply rules in the following order:

| |

["1Reject Viuses

[ I'whitelisting Co

[ 1Reject Spam Score GE 10

[1&dd Spam Score X-Header Modif
[_|Add Spam Score to Subject Y.

["1Enciypted Content Filter
|| Competitor Sieve

Delete

il

Import Script....
Export Script...
Move Up I Mowve Down ‘ Advanced... ”
Place a tick beside each rule you wish to enable.
Fiule Description:
Reject mail from all senders blacklisted by the server
Test. ok | Concel | Hep |

4. In the Advanced Script Editor, under the require line, paste the following script, replacing
journaling@yourdomain with the email address of the journaling account you created in Step 1.
Create a Journaling Mailbox:

/*

RuleName: Barracuda Message Archiver

RuleDescription: Send a copy of messages to journaling mailbox.
*/

redirect "journaling@yourdomain";
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The script:

require [“virustest”,"x_spamtest”,"relational”,"‘comparator-i;asci-nu. A

RuleName: Bamacuda Message Archiver i
RuleDescription: Send a copy of mess i miailbo.
-:f

redirect "journaling@yourdomain';

RuleMame: Blacklist
RuleDescription: Reject mail from all senders blacklisted by the ser
i
if false {
if header tis "From" "${Blacklist}" {
reject 'This sender of this message has been blacklisted on this

stop;
}
}
W
<| m | >
" Rawtext (UTF8) (& Active code page
Emors:

5. In the Advanced Script Editor, click OK.

6. In the Sieve Filter Rules dialog, verify that the Barracuda Message Archiver rule is turned
on:
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Apply rules in the following order:

M|B anacuda M qe Archiver

" Blackls

[ |Reject Viuses

[ '"hitelisting Copy |

[ |Reject Sparm Score GE 10 Modify

[_]Add Spam Score X-Header |

[ 14dd Spam Score to Subject

[ |Enciypted Content Filter ename... |
C titor Si

[_] Competitor Sieve Debts

Move Up Move Down Advanced.. |
Place a tick beside each rule you wish to enable.

Rule Description:
Send a copy of all messages to the jounaling mailbox.

Test. | 0K | Cancel | Hep

7. Click OK to create the sieve filter.
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