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How to Enforce SafeSearch in the Firewall
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You can protect users behind a Barracuda NextGen Firewall X-Series from undesired content in search
results by enabling SafeSearch for the access rule handling web traffic. The necessary parameters are
automatically appended to the URL when the request is forwarded by the X-Series Firewall to enforce
SafeSearch. SafeSearch is supported for Google, Bing, Yahoo, and YouTube search engines.

Limitations

e SafeSearch relies on the supported search engines to honor and filter the search results. The X-
Series Firewall can enable this feature, but the execution is left up to the search engine.

e SafeSearch is not enforced for mobile search apps.

e SafeSearch is always set to strict.

Step 1: Create an Access Rule to Enforce SafeSearch

You can enforce the usage of SafeSearch for all web traffic matching an access rule by enabling the
SafeSearch settings in Application Control.

1. Go to Firewall > Firewall Rules.
Under Custom Firewall Access Rules, click the Edit icon for the Lan-2-Internet rule.
3. In the General tab, set SafeSearch and SSL Inspection to Yes.

Action Name Bi-directional Oves ® No

N

Allow . LAN-2-INTERNET Disable- OvYes @ No
Description:
IPS: ® Yes (U No
Allows intemet access from Trusted LAN for
typical applications Application Control: ®ves O No
Connection URL Filter: O Yes @ No
Default (SNAT) | Safe Search: ®@ves (O No |
Adjust Bandwidth: Virus Protection: @ ves O No
Internet
[ SSL Inspection: ® Yes O ]

must have bandwidth ma
'ORK > IP Configuration

Source Network Services Destination
Any v + Any - + Any v +
Ref: Trusted LAN - Any - Ref: Intemet -
(®)Network Objects () IP Address (_! Geo Loc. (®)Network Objects () IP Address (_)Geo Loc.
4. Click Save.

Every search query handled by this access rule now automatically enforces the SafeSearch feature of
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the search engine provider.

Step 2: Verify SafeSearch is Working

You can test if your search engine is using SafeSearch by looking at the URL after a search
query. Each search engine includes a specific URL parameter that indicates SafeSearch is on.

SafeSearch for Google includes the string safe=active in the URL. In addition, Google also includes
messages on the web page stating that SafeSearch is on or active.

L L, =)
'8 - Google Search x OF [
€ | @ hips .goagle.com/searchiqs Biie= utf-8Boe=utf-Jaisate=active ¢ 8 Al BE ¥ A& =
Google N + [

Web More » Search tools SafeSearch on E e

| Explicit results filtered with SafeSearch. Learn more Undo
The word ™ " has been filtered from the search because Google SafeSearch is active |
Your search - - did not match any documents

Suggestions

« Try different keywords

SafeSearch for Bing includes the string adlt=strict in the URL.

_,-"' I» barracuda networks - Bing \"'._ +

b

€ | 8 : retworksfigs=nBform=qblhdpg=barracuda networksaisc =T-188p=-18ik=8cvid=868cboFb 1258401030008 7308503 efbadit=strict] = &

b bing barracuda networks m

SafeSearch for Yahoo includes the string vm=r in the URL.

, Yahoo . +

-

€ @ nipsfannyahoo.com frn=r | I

YouTube handles SafeSearch through setting a parameter in a cookie. That means you will not see a
specific SafeSearch string in the URL.
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